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OPNAV INSTRUCTION 5239.1A

From: Chief of Naval Operations
To: All Ships and Stations

Subj : Department of the Navy Automatic Data Processing
Security Program

1 Apr
ated

IN REPLY

39.lA

1985

REFER TO

Ref: (a) DOD Directive 5200.28 of 18 December 1972 (NOTAL) (A
(b) DOD 5200.28-M of January 1973 (NOTAL) (A
(c) OMB Circular No. A-71, Transmittal Memorandum No. 1 (A

of 27 July 1978 (NOTAL)
(d) Federal Procurement Regulations (FPR) 1-4.1109-20 (A

(NOTAL )
(e) Federal Property Management Regulations (FPMR) (A

101-35.3 and 101-36.7 (NOTAL)
(f) OPNAVINST 5430.48A (NOTAL)
(g) OPNAVINST 5540.8H (NOTAL)

(A
(A

Encl: (1) Executive Brief on ADP Security (A
(2) Department of the Navy ADP Security Manual (A
(3) Blank Forms (10 copies) (A

1. Purpose. To establish the Department of the Navy (DON) Automatic ~..
Data Processing (ADP) Security Program for all ADP activities and
networks and assign responsibilities.

2. Cancellation. OPNAVINST 5239.1.

3. Discussion (A

a. Enclosure (1) is an Executive Brief on ADP Security for
commanding officers of ADP activities. Enclosure (2) implements
the ADP security requirements and guidance contained in references
(a) through (e). Enclosure (3) provides copies of fo~ms which
may be used in conducting a risk assessment at an ADP,activity.

b. This instruction is a major revision and should be reviewed
in its entirety. The revisions include:

(1) Revising policies and procedures governing the DON
ADP Security Program.

s.- (2) Combining Department of Defense (DOD) and DON policies
for ADP security into one manual.
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d. Provide realistic guidance and generalized procedures to
ensure that all data handled by ADP activities and networks are
adequately pKotected.against accidental or.intentional destruction,
modification, and disclosure, and”users are protected against denial
of service which may result from events such as fraud, misuse,
espionage, sabotage, malicious acts, natural hazards, or fire.

6. Action. Addressees will implement the policies and procedures (R
of t~struction. Afloat units will submit their Activity ADP
Security Plan (AADPSP) via the change of command to the Commander,
Naval Data Automation Command (COMNAVDAC) for approval by 1 December
1985. All other Navy and Marine Corps activities that did not
meet the 3 May 1983 date must submit their plan by 1 December
1985. Marine Corps activities should submit their plan to the
Commandant of the Marine Corps (Code CCI). Guidelines for
developing an AADPSP are provided in enclosure (2).

7. Report and Forms

a. Report symbol OPNAV 5239-1 has been assigned and is approved (R -
for 6 years only from the date of this instruction.

b. Blank copies of forms listed below are attached as enclo-
sure (3). Additional copies may be obtained from the nearest
Navy Regional Data Automation Center. Addresses are listed in

— enclosure (3).

(1) OPNAV 5239/7, Asset Valuation Worksheet

(2) OPNAV 5239/8, Threat and Vulnerability Evaluation
Worksheet

(3) OPNAV 5239/9, ALE Computation Worksheet

(4) OPNAV 5239/10, Additional Countermeasure Evaluation
Worksheet

(5) OPNAV 5239/11, Additional Countermeasures Summary
Listing

(6) OPNAV 5239/12, Risk Assessment Matrix

(7) OPNAV 5239/13, Additional Countermeasures Selection
Worksheet

,’

Distribution:
(See page 4)
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Distribution:
SNDL, Parts 1 and 2
MARCORPS L36

Chief of Nawil Operations “ : ‘
OP-09B15C
Washington, DC 20350 (200 copies)

Stocked:
CO, NAVPU13FOl?MCEli
5801 Tabor Avenue
Philadelphia, PA 19120 (500 copies)
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EXECUTIVE SUMMARY

This instruction establishes the Department of the Navy (DON)
Automatic Data Processing (ADP) Security Program. The DON ADP
Security Manual, enclosure (2) of this instruction, consolidates
all pertinent ADP security information on policies, procedures,
and responsibilities for establishing and maintaining ADP security
programs at all levels within the DON.

In implementing an activity ADP security program, one of the biggest
obstacles facing the commanding officer is developing a command
awareness of ADP security. The scope of ADP security covers more
than just the traditional bounds of security of classified infor-
mation. It must safeguard Privacy Act data, sensitive financial
information, For Official Use Only-- indeed, all data and the ability
to process data. The nature of the media--m~etic tape, disk
packs, microfiche-- allows a physical concentration of data. The
number of users is large and constantly growing. There is a
proliferation of peripheral terminals, networks, and systems. It
is no longer simply a matter of card decks and batch processing
at a few sites; it includes timesharing, word processors, and
users, data, and programs of all different levels of classification.

ADP is pervasive throughout the DON. The Navy depends on automation
for its payroll, supply, tactical information, and communications.
ADP is found everywhere--CONUS and overseas, on ships and shore
installations.

An ADP security program protects ADP assets against unauthorized
accidental or deliberate modification, disclosure, and destruction
of data, and denial of service to users. There are an infinite
number of ways to attack an ADP activity. Consider a few repre-
sentative examples:

o An enemy agent taps into an ADP network and inputs false
data into classified files.

o The onboard computer-assisted payroll check production
system is manipulated to produce checks in the names of personnel
previously detached from the ship.

—

o An error in a personnel file results in a successful law
suit against the Government, awarding the plaintiff reinstatement
and $25,000 in damages.

Enclosure (1) (A
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o Flooding in the computer room forces an activity to resort
—-

to commercial ADP services, at a cost of $1.5 million.

o A tape librarian dismissed with two weeks’ notice uses
that time to destroy magnetic tape files with a pocket magnet.

o An unauthorized patch to a meteorological program produces
erroneous weather reports, adversely impacting sea and flight
operations.

R) How can an activity develop a program to tackle a problem of this
magnitude? The DON approach is to analyze the problem and find
solutions through Risk Assessments. These involve systematically
studying assets, their weaknesses and strengths, and possible
threats; determining the probability of a successful attack
occurring and the dollar value of its impact; and conducting a
cost/benefit analysis of possible countermeasures to achieve an
optimum level of security. The effectiveness of the countermeas-
ures is evaluated through Security Tests and Evaluations.
Contingency Plans formalize procedures for continuity of ADP
operations.

The goal of the DON ADP Security Program is the accreditation of
all DON ADP activities and networks. Accreditation is based on a
review of the security posture of the total ADP environment. The
Designated Approving Authority (DAA), who in many cases is the
commanding officer of the ADP activity, makes a formal
declaration that all appropriate security measures have been
effectively implemented and that an adequate level of security
has been achieved.

The success of an activity ADP security program depends upon the
support of the commanding officer. ADP security is everyone’s
responsibility, and only the commanding officer can ensure that
it receives the support required at every level.

2
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CHAPTER 1

DEPARTMENT OF THE NAVY AUTOMATIC

SECURITY PROGRAM

1.1 GENERAL. Automatic data processing

DATA PROCESSING

(ADP) security is a Navy-
wide responsibility. It encompasses security aspects which con-
tribute to the protection of the total ADP activity, office
information system, or network. It involves the following
elements: physical, administrative/operating procedures,
personnel, communications, emanations, hardware, software, and
data. The level of data processed by an ADP activity or network
and the cost of implementing an ADP security program dictate that
ADP security within the Department of the Navy (DON) be carefully
managed, regularly reviewed, and continuously monitored. The
policy and guidance provided by this instruction support the
Department of Defense (DOD), the Director of Central Intelligence
(DCI), and DON ADP security requirements.

a. For the purpose of this instruction, the term “commanding
officer” includes contracting officers who are responsible for
administering ADP contracts covered by this instruction.

b. For the purpose of this instruction, the term ‘ADP
activities and networks” refers to ADP activities and networks
which are operated by or on behalf of the DON. The term “ADP
activity” refers to any organizational entity which is responsible
for developing, operating, or maintaining an ADP system or network.
The terms “automated data systems,’! “ADP computer systemsl” and
“automated information systems” are synonymous and are referred
to as “ADP systems.” Although office information systems are
included under the DON ADP Security Program, the term “ADP system”
does not include “office information systems.” These terms are
defined to be mutually exclusive. Chapter 4 contains the security
requirements for office information systems.

c. For the purpose of this instruction, the term “data”
includes all information which is processed, handled, stored, or
otherwise manipulated by an ADP system, office information system,
or network. Data is categorized into three levels according to
the degree of protection required against accidental or deliberate
modification, destruction, or disclosure. The degree of protection
required is determined by the potential impact of the modification,
destruction, or disclosure of the data, with Level I assigned to
data requiring the most stringent protection.

L 1-1
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Level I. Classified data.

Level II. Unclassified data requiring special protection,
e.g., Privacy Act, For Offi,cialUse Only, etc.

Level III. All other unclassified data.

The decision to categorize data as Level II or Level III is based
first upon the potential impact of the disclosure of the data.
If disclosure would have an adverse impact, the data is categorized
as Level II. (Examples include: violation of an individual’s
right to privacy under the Privacy Act of 1974; premature disclosure
of information in a contract bidding competition; technical docu-
ments restricted to limited distribution to U.S. Government agencies
only as opposed to those approved for public release.) If disclosure
does not have an adverse impact, the data is categorized as Level
III. Level III data can be raised to Level II if the potential
impact of modification or destruction of the data is great enough
to justify the greater degree of protection required for Level
II. Data can similarly be raised to Level I if sufficient justifi-
cation exists.

1.2 POLICY. ADP activities, office information systems, and
networks and the data they process will be protected in accordance
with the appropriate directives and will be safeguarded by the
continuous employment of protective features in all aspects of
ADP security. Appendix J outlines the minimum requirements for
environmental and physical security and contingency planning for
all ADP activities and networks and the minimum requirements for
ADP activities and networks processing Level I or Level II data.
The following policies also apply to ADP activities and networks
covered by this instruction.

a. DOD ADP security policies are:

(1) Individual accountability. ADP system users will be
identified by appropriate administrative or hardware and software
measures. Access to and activity within the ADP system will be
controlled and monitored.

(2) Physical control. The ADP activity or network will
be externally protected against unauthorized access to entry
points, access to data, or damage to the activity. The area that
is externally protected is designated the controlled area.

(3) System stability. All elements of the ADP system or
network will function in a cohesive, identifiable, predictable,

1-2
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detected and reported

(4) Data integrity. Each file or collection of data in
the ADP system or network will have an identifiable origin and
use. Its use, backup, accessibility, maintenance, movement, and
disposition will be governed on the basis of level and type of
data, need to know, and other sensitive measures~ as appropriate.

(5) Access limits. The ADP system or network will function
so that each user has access to all of the data to which the user
is entitled, but no more.

(6) Communication links. ADP system communication links
and lines will be secured in a manner appropriate for the level
of data they transmit.

(7) Levels I, II, and III material. Material handled and
produced by an ADP activity, such as storage media or output
materials, will be safeguarded as appropriate for the level of
data assigned and will bear the appropriate security markings in
eye-readable form. (See Appendix C.)

b. DON ADP security policies are:

(1) The commanding officer and the ADP security staff
will take the necessary steps to provide an adequate level of
security for all office information systems, ADP activities, and
networks including those covered by this instruction which are
operated, developed, maintained, or provided by contractors. The
commanding officer and the ADP security staff will implement the
mandatory procedures for risk assessment, security test and
evaluation (ST&E), and contingency planning for ADP activities
and networks contained in paragraphs 5.2, 6.4, and 7.2 respectively.

(2) The decision to implement ADP security countermeasures
will be based upon security policies and procedures promulgated
by this instruction or higher authority and upon a comprehensive
risk assessment. A risk assessment will be conducted when developing
a new ADP system or network and for each existing ADP activity or
network. Risk assessments will be conducted at least every five
years or whenever, in the judgement of the commanding officer, a
system configuration or facility change has been effected that
impacts the security posture of the ADP activity or network.

(3) The commanding officer will not obtain contractor
assistance in conducting a risk assessment, an ST&E, or a contin-
gency test before formally requesting technical assistance from

1-3
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the Commander, Naval Data Automation Command (COMNAVDAC). If
technical assistance cannot be provided by DON resources, COMNAVDAC
will provide a list of suggested security contractors and a draft
copy of a standard statement of work to the requesting ADP activity.
If the activity wishes to obtain contractor assistance from a
source that is not on the suggested list, the activity must request
approval from COMNAVDAC. Requests will be approved on a case-by-
case basis.

(4) When a peripheral or remote device is to be connected
to an ADP system or network processing Level I or Level II data
and will be used by personnel of an activity that is not responsible
for the security of the host ADP system or network, the security
measures for the peripheral or remote device and its controlled
area will be prescribed by the activity responsible for the security
of the host ADP system or network. This applies whether or not
the peripheral or remote device is approved for handling Level I,
II, or III data. Such security measures will be agreed to, formally
documented, and implemented before the peripheral or remote device
is connected to the host ADP system or network.

(5) Each DON activity undertaking design, procurement,
acquisition, maintenance, modification, or operation of an ADP
system or network will comply with this instruction.

(6) OPNAVINST C551O.93D (NOTAL) contains the requirements
and responsibilities for compliance with DON and national policy
on TEMPEST. In the procurement of new ADP hardware planned for
processing Level I data, consideration will be given to obtaining
operationally suitable equipment designed to minimize compromising
emanations.

(7) ADP activities and networks will meet the accreditation
requirements of Chapter 3. They will be operated only:

(a) If they are accredited; or

(b) If interim authority to operate has been granted
in writing by the applicable Designated Approving Authority (DAA);
and

(c) If a TEMPEST accreditation has been requested
from or granted by the Commander, Naval Security Group Command
(COMNAVSECGRU). (This applies only to ADP activities or networks
processing Level I data); and

1-4
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(d) If a physical accreditation has been granted by
either Commander, Naval Intelligence Command (COMNAVINTCOM) or
COMNAVSECGRU . (This applies only to ADP activities or networks
processing Level I SCI data.)

(8) Activities processing Level I National Cryptologic
or other SCI data are subject to additional directives issued by
the National Security Agency/Chief of Security Services(NSA\CSS)
or the Defense Intelligence Agency (DIA) in conformity with DCI
regulations.

(9) ADP security documentation disclosing vulnerabilities (R
or exploitation techniques in sufficient detail to enable covert
penetration of an ADP activity or network processing Level I or
II data will be marked at least “For Official Use Only.” If the
documentation requires a higher marking, the marking will be done
in accordance with OPNAVINST C5513.1OA, enclosure (12) (NOTAL)
and OPNAVINST 551O.1F.

(10) Software and files providing internal security
controls, passwords, or audit trails for ADP systems or networks
will be safeguarded to prevent unauthorized modification.

(11) Use of the Data Encryption Standard (DES) is prohibited
for ADP systems or networks processing Level I data.

(12) With the advent of mini/microcomputers, microcode
(firmware), fiber optics, satellite-assisted telecommunication
interfaces, and other technological improvements, many products
available commercially are not sanctioned for use by DON ADP
activities. Plans implementing these technologies for Level I
data processing should include ascertaining if these products are
to be endorsed for DON use. Requests for information should be
addressed in writing to:

Commander, Naval Data Automation Command (COMNAVDAC)
Washington Navy Yard
Washington, DC 20374

(13) ADP activities and networks which process SCI, or
are part of the Worldwide Military Command and Control System
(WWMCCS), or process National Cryptologic data, or process SIOP-
ESI data will comply with applicable documents referenced in
Appendix B in addition to this instruction. In cases of conflict
between this instruction and the documents referenced above, the
most stringent requirements will apply.

1-5
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A) (14) Security measures for ADP systems and networks
which are integral or adjunctive to the control of weapons,
communications, or to tactical level data exchange systems (e.g.,
fire control systems, Local Digital Message Exchange, or Naval
Tactical Data System) will be established by the system’s program
manager concurrently with the design and development of the
system using the fundamental security concepts outlined in this
instruction. Additionally, commanding officers will establish
security procedures and will ensure compliance with the
applicable portions of this instruction for the ADP systems and
networks under their cognizance, in accordance with guidance from
the program manager and COMNAVDAC.

1.3 SCOPE AND APPLICABILITY

a. This instruction applies to the following:

(1) DON commands and Naval activities developing and
operating computer systems and networks;

(2) All contractors providing ADP support to DON
activities and users, as defined in paragraph 4a;

(3) Computer systems and networks operated by the DON or
on behalf of the DON;

(4) Office information systems (office machines, word
processing systems, text processing systems, and visible record
equipment) as defined under Federal Supply Group 74.

A) (5) Embedded Computers and Software:

A) (6) Mission Critical Computer resources:

A) (7) Process Control Computer:

A) (8) Computer Automatic Test Equipment:

A) (9) Numerical Control Computer Equipment and Systems;
and

A) (10) Personal/Professional Computer.

1.4 DEFINITIONS AND ACRONYMS. Appendix A provides a glossary of
terms and acronyms. All terms are used as defined in Appendix A.

1-6
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CHAPTER 2

DON AND ACTIVITY RESPONSIBILITIES

2.1- DON PROGRAM MANAGEMENT. This paragraph identifies responsi-
bilities and actions of individual offices and organizations in
the DON for ADP security. Figure 2-1 portrays DON organizational
relationships~ and Figure 2-2 describes their responsibilities.

a. The Director of Naval Intelligence (DNI) formulates and
promulgates DON policies relating to the security of Level I data,
except for ADP systems and networks processing National Cryptologic
data. The DNI maintains liaison with, and provides guidance to,
the Chief of Naval Operations (CNO) (OP-945), COMNAVDAC, and
COMNAVSECGRU regarding the ADP security requirements for other
Level I data and the accreditation of intelligence and
cryptologic ADP activities and networks under DON cognizance.
The DNI is the DAA when Level I SCI is processed.

b. The Director, Information Systems Division (OP-945) (R
directs the DON ADP Security Program, including program
development, implementation, management, planning, programming,
and budgeting. This includes adapting DNI policies to systems
and networks processing Level I data. CNO (OP-945) will:

(1) Act as Official of Primary Responsibility (OPR) in
ensuring compliance with ADP security directives.

(2) Act as the OPR in all matters pertaining to the
accreditation of ADP activities and networks except for those
processing SCI and National Cryptologic data.

(3) Act as the final authority in rendering decisions
concerning internal ADP security policy matters, except for ADP
systems and networks under the cognizance of the National
Security Agency/Chief of Security Services (NSA/CSS).

(4) Serve as the DON point of contact in all matters
relating to ADP security.

c. COMNAVSECGRU is responsible for the ADP security of cryp- (R
tologic systems and networks processing SCI; accredits SCI
physical facilities under COMNAVSECGRU cognizance; and
administers the DON TEMPEST Program. COMNAVSECGRU maintains
liaison with and provides support to the CNO (OP-945, OP-944, and
OP-009P), Commander, Naval Electronics System Command
(COMNAVELEXSYSCOM), and COMNAVDAC regarding the security of DON
cryptologic systems and networks.

2-1



OPNAVINST 5239.1A CH-1 (R

L
m

I

Wm!mll
\\

+

\

FIGURE 2.1
2-2



OPNAVINST 5239.1A CH-1
APF:~ 19s5

COMNAVSECGRU acts as OPR in matters pertaining to the accreditation
of ADP activities and networks processing National Cryptologic
data and provides recommendations to the National Security Agency
(NSA) on accreditation where National Cryptologic data is processed.

d. COMNAVDAC is assigned the Program Manager responsibilities
for the DON ADP Security Program. COMNAVDAC will:

(1) Provide staff support to CNO (OP-945) and to DNI and (R
will be Program Manager, as assigned, for the DON ADP Security
Program.

(2) Be the DAA for ADP systems operating in a multilevel (R
security mode and processing Level I Top Secret, Secret, or
Confidential data.

(3) Be the DAA for ADP systems operating in a controlled (R
security mode and processing Level I Top Secret data.

(4) Be the DAA for ADP networks operating in a multilevel
or controlled security mode and processing Level I Top Secret,
Secret, or Confidential data.

(5) Provide program management recommendations to the CNO
or DNI concerning accreditation when COMNAVDAC is not the DAA.

(6) Coordinate policy required to ensure compliance with
the intent of ADP security directives from higher authority.

(7) Establish priorities for ST&E and for support to Navy
teams performing ADP security inspections.

(8) Task COMNAVELEXSYSCOM to provide technical support to
all DON activities including the Marine Corps as required.

e. The Chief of Naval Material (CHNAVMAT) is responsible for
technical support of the DON ADP Security Program. CHNAVMAT has
designated COMNAVELEXSYSCOM as the agent for this support. In
providing technical support, COMNAVELEXSYSCOM will:

(1) Be Technical Manager for the DON ADP Security
Program.

(2) Develop, coordinate, and implement technical programs
for:

2-3
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(a) Conducting on-site ST&E necessary to ensure that ADP
activities and networks meet applicable standards and that security
integrity is maintainable.

(b) A research, development, test, and evaluation (RDT&E)
effort developing technology necessary to support security program
objectives.

(3) Manage Navy ST&E team resources.

(4) Provide technical support to Navy teams performing ADP
security inspections.

(5) Provide technical guidance and assistance to other Naval
Activities and the Marine Corps.

(6) Provide COMNAVSECGRU with technical assistance for
supporting the NSA/CSS National Cryptologic requirements.

f. The Auditor General of the Navy is responsible for internal
audit within the DON and is an independent evaluator of programs,
activities, systems, procedures, and other operations involving the
expenditure of funds, utilization of resources, or accomplishment of
management objectives.

9* The Comptroller of the Navy is responsible for the review and
approval of ADP systems processing financial management data.

R) h. The Commandant of the Marine Corps is the DAA for all Marine
Corps ADP activities except those processing Level I National
Cryptologic, SCI, or SIOP-ESI data. The Marine Corps ADP Security
Manual (MCO P5510.14) applies to all Marine Corps ADP activities.
Accreditation requests for ADP activities and networks processing
Level I SCI and Level I SIOP-ESI data will be forwarded via CNO (OP-
009P) for accreditation. Accreditation requests for ADP activities
and networks processing Level I National Cryptologic data will be
forwarded to NSA/CSS.

A) i. The Naval Investigative Service (NIS) is responsible for the
investigationof fraud, abuse or other criminal violations involving
all computer resources. In the course of a computer related crime
investigation,NIS will identify in their official report whether
there is evidence that the actual or suspected occurrence of computer
abuse, fraud or criminal action was abetted by the absence of or the
activity’s ineffective implementationof, the ADP Security Program as
set forth in this instruction. Information copies of all DON computer
crime related investigation reports will be forwarded to CNO (OP-0U9P)
for review and necessary action.

]0 The DAA is responsible for ensuring compliance with the DON
ADP Security Program for the ADP elements, activities, and networks
under the DAA’s jurisdiction.

2.2 ACTIVITY IMPLEMENTATION

a. Commanding officers and administrative contracting officers
who are responsible for activities which have ADP activities,
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networks, or office information systems (01Ss) which fall within
the scope of this instruction as outlined in paragraph 1.3 are
responsible for their security. They will:

(1) Develop an Activity ADP Security Plan (AADPSP) to
profiideadequate security to protect their ADP activities, networks,
and 01Ss including the integrity of the data being handled. A
copy of the AADPSP will be submitted for COMNAVDAC approval within
nine months of the date of this instruction. Appendix H provides
a sample outline for an AADPSP.

(2) Appoint a single activity ADP Security Officer (ADPSO)
in writing to act as the focal point for all activity ADP security
matters. The functional diversity of each activity, the number
and types of ADP systems and networks within the activity, and
the complexity of the ADP environment will dictate the organiza-
tional placement of the ADPSO. The organizational placement of
the ADPSO is at the discretion of the commanding officer. The
ADPSO position requires a strong technical background and experience
in the administration of ADP systems and networks and an innovative
ability in dealing with complex problems. (Note--Commanding officers
of activities having only 01Ss will appoint an 01S security officer
(01SS0) to act as the focal point for all activity 01S security
matters. Chapter 4 provides 01S security policy and procedures.)

(3) Be DAA when Level I Top Secret, Secret, or Confidential
data is processed in the system high or dedicated security mode.

(4) Be DAA when Level I Secret or Confidential data is
processed in the controlled security mode.

(5) Be DAA when only Level II or Level III data is processed.

(6) Report all security violations and incidents to
appropriate authorities in accordance with paragraph 8.9.

R) (7) Ensure that all networks under their cognizance have
a DAA, a sponsor, and a Network Security Officer (NSO). The sponsor
and NSO will be appointed in writing. An ADPSSO will be appointed
in writing for each node of the network.

(8) Appoint an NSO in writing for networks of which the
commanding officer or contracting officer is the sponsor. The
NSO will be appointed early in the planning stage of the network
to ensure that countermeasures and security requirements are
included in the network design and that individuals responsible

—
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for nodes of the network are provided sufficient time to comply
with requirements for interfacing nodes with the network.

(9) Ensure that contract specifications for ADP equipment,
software, maintenance services, professional or other services,
or supplies satisfy the activity’s ADP security requirements.

(10) Ensure that security requirements are included in
life cycle management documentation as prescribed in SECNAV
Instructions 5000.lA (NOTAL) or 5231.1A (NOTAL) as appropriate.

(11) Advise the Naval Audit Service (NAVAUDSVC) of the
development of an ADP system, as applicable.

b. Each user authorized to access or desiring to access an
ADP system or network will inform the ADP management staff, the
ADP operations staff, and the ADP security staff of the levels
and types of data they require processed.

c. Managers under CHNAVMAT (within headquarters, Project
Managers, or Systems Commands) are responsible for ensuring that
proposed or existing ADP systems and networks which they sponsor
or manage meet the requirements of this instruction. Where an
ADP system is or will be run at multiple activities or sites, the
Systems Commands and/or program managers are responsible for
ensuring that the operating system or application software has
been certified for multisite distribution. The ADP security of
an ADP system or network will be addressed at either the initiation
of its concept development or the operational requirement and
throughout its life cycle. This includes the development of a
requirement for testing ADP security features.

d. All activities and contractors within the scope of this
instruction, including those which develop software for distribu-
tion to multiple activities (e.g., central design agencies (CDAS),
principal design agencies (PDAs), data processing programming
support organizations (DPPSOS), and system software designers who
design, develop, convert, implement, modify, and operate AIS,
system software, or ADP systems) will provide for the implemen-
tation and maintenance of required ADP security safeguards. At a
minimum, the following areas will be addressed:

(1) Access controls, including the utilization of user
identifications and passwords to verify user identity

(2) Application software protection

(3) Systems software protection

-.— 2-7
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(4) Data file protection

(5) Terminal interface protection

(6) Communication interface protection

(7) Audit trail programs

e. Contracting officers who administer contracts for ADP
hardware, software, maintenance services, or supplies will ensure
that all contract specifications comply with the appropriate ADP
security requirements of the Federal Procurement Regulations.

(1) When an activity procures or acquires ADP resources
(e.g., equipment, maintenance, software, services, etc.) from a
contractor, the commanding officer or the contracting officer,
with assistance from the ADP security staff, will assist the
contracting officer’s technical representative (COTR) in preparing
solicitation specifications which include, where applicable, the
following:

(a) Rules of conduct which a contractor and contractor
employees must comply with

(b) A description of the personnel security clearances
required for access

(c) A consolidated list of anticipated threats to
protect against

(d) A description of the countermeasures the contractor
must provide, appropriate to the level and type of data to be
processed

(e) A list of the DOD and DON directives and FIPS PUB
standards that apply

(f) Methods and procedures which will be used to
determine the effectiveness of the countermeasures

(g) A requirement that the risks be continually re-
evaluated and that the activity’s contracting organization be
advised when new countermeasures are required

(2) When a contractor is being considered, the activity’s
contracting officer, with assistance from the ADP security staff,
will evaluate the contractor’s proposal or offer for award in
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light of the ADP security requirements which will include the
following:

(a) A determination that the proposal indicates that
the contractor will provide adequate protection

(b) A legally enforceable provision that all counter-
measures applicable to the contractor will be in effect before
commencing contract performance

(c) A declaration as to whether the contractor or the
government owns and/or controls the countermeasures designed or
developed for this contract

2.3 ACTIVITY ADP SECURITY STAFF

a. The ADP Security Officer (ADPSO) will:

(1) Coordinate with the command security manager on matters
concerning ADP security, in accordance with the security organi-
zational structure established by the commanding officer.

(2) Ensure that an AADPSP is developed and maintained.
(See Chapter 5 and Appendix H.)

(3) Ensure that an NSO is appointed for networks which
are sponsored by the activity.

(4) Ensure that an ADP system security officer (ADPSSO)
is appointed in writing where applicable. The commanding officer
will decide whether the ADPSO acts as an ADPSSO and whether the
ADPSSO is appointed for one ADP system or for more than one ADP
system. When ADPSSOS are appointed, the ADPSO will advise and
assist the ADPSSOS and review their plans and procedures for
completeness and adherence to policy.

(5) Ensure that a terminal area security officer (TASO)
is appointed where applicable for each remote terminal or cluster
of terminals and associated interface devices.

(6) Ensure that an effective activity Risk Management
Program is implemented as prescribed in Chapter 5.

(7) Ensure that requests for accreditation of ADP activities
and networks are completed in accordance with the procedures pre-
scribed in Chapter 3.
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(8) Ensure that all ADP security incidents or violations
are investigated, documented, and reported in accordance with
paragraph 8.9. Copies of these incident reports should be provided
to the ADPSSO and forwarded to COMNAVDAC.

(9) Ensure that security requirements are included in
life cycle management documentation as prescribed in SECNAV
Instructions 5000.lA (NOTAL) or 5231.1A (NOTAL) as appropriate.

(10) Ensure that all procurement documents or specifications
approved within the activity comply with appropriate ADP security
requirements as identified in paragraph 2.2e.

(11) Ensure the development and testing of all contingency
plans as prescribed in Chapter 7.

(12) Ensure that NAVAUDSVC is advised of the development
of an ADP system, as applicable.

(13) Ensure that accreditation support documentation is
developed and maintained. (See Appendix H.)

(14) Assist the ADP security staff in implementing their
respective ADP security responsibilities. —

(15) Ensure that applicable personnel security procedures
are established for all ADP activities and networks.

(16) Ensure that ST&Es are conducted as prescribed in
Chapter 6.

(17) Develop a Commanding Officer’s Risk Assessment Team
Charter and Plan of Action and Milestones (POA&M) when required
by the DAA. (See Appendix H.)

(18) Assume the ADP security staff responsibilities for
any staff member not appointed.

b. The network security officer (NSO) will:

(1) Ensure that countermeasures and requirements are
included in the network design and that individual nodes of the
network comply with these countermeasures and requirements,
prior to interfacing with the network. The security requirements
will be agreed to in writing by the network DAA and the ADP activity
DAA of the network node and implemented before the node is connected
to the network. Networks having multiple service/agency members
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will be accredited jointly. Network accreditation will be based
on the prior accreditation of each network node.

(2) Develop and promulgate the standard security procedures
governing network operations.

(3) Ensure that security measures and procedures used at
network nodes fully support the security integrity of the network.

(4) Maintain liaison with all ADPSSOS in the network.

(5) Ensure that all required countermeasures are utilized.

c. An ADP system security officer (ADPSSO) will be appointed
at the discretion of the commanding officer for each ADP system
which processes or will process Level I or II data. Two or more
ADP systems may have the same ADPSSO. For the ADP systems under
their cognizance, ADPSSOS will execute an ADP security program
which is consistent with the intent of this instruction and the
references in Appendix B and responsive to unique command
operational requirements. The ADPSSO will:

(1) Be the focal point for all security matters for the
ADP systems assigned.

(2) Execute the ADP Security Program as it applies to the
assigned ADP systems including preparing and submitting the
accreditation support documentation. Appendix H contains a list
of the required accreditation support documentation.

(3) Maintain an inventory of all ADP hardware, implemented
system software releases, and major functional application systems
(e.g., finance, personnel, logistics, etc.).

(4) Monitor system activity, including identification of
the levels and types of data handled by the ADP systems, assignment
of passwords and review of audit trails, outputs, etc., to ensure
compliance with security directives and procedures.

(5) Maintain’liaison with remote facilities served by the
ADp sYstems to ensure compliance with applicable security require-
ments.

(6) Maintain liaison with remote facilities served by the
ADP systems to ensure that a terminal area security officer (TASO)
is designated by the served activity where applicable.
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(7) Conduct and

—

document a risk assessment in accordance
with Chapter 5. The risk assessment methodology to be used will
be selected with concurrence of the DAA.

R) (8) Contribute to the Activity ADP Security Plan with
reg~rd to the assigned ADP systems. Appendix H contains guidelines
for an Activity ADP Security Plan.

(9) Supervise, test, and monitor, as appropriate, changes
in the ADP systems affecting the ADP activity and network security
posture.

(10) Implement appropriate countermeasures required by
directive or determined to be cost-effective.

(11) Assist the ADPSO in implementing a comprehensive
activity ADP Security Program.

(12) Develop and test annually all contingency plans as
specified in Chapter 7.

(13) Monitor ADP procurements for security impact to ensure
compliance with security regulations and known security requirements
for the assigned ADP systems.

d. TASOS will be appointed where applicable by the activity
—

receiving ADP support. They will enforce all security requirements
implemented by the ADPSSO for remote terminal areas. TASOS will
ensure that all countermeasures required to protect the remote
areas are in place.
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CHAPTER 3

ACCREDITATION

3.1 GENERAL. This chapter outlines the accreditation of Naval (R
activities. Naval activities are either accredited or not
accredited.

a. In the context of the DON ADP Security Program, the term (R
accreditation describes the process whereby information pertaining
to the security of an activity’s ADP computer systems or networks
is collected, analyzed, and submitted for approval to the appropriate
DAA . The DAA will review the accreditation support documentation
and either concur, thereby declaring that a satisfactory level of
operational security is present or not concurl indicating that
the level of risk either has not been adequately defined or has
not been reduced to an acceptable level for operational require-
ments. Accreditation is the DAA’s formal declaration that
“appropriate ADP security countermeasures have been properly
implemented for the activity’s ADP systems or networks consistent
with Levels I, II, or III data protection requirements and that
the applicable steps in the accreditation process identified by
the DAA are complete. The accreditation requirement applies to
all naval activities possessing computer resources within the
scope of this instruction. The individual steps of the accredi-
tation process vary by level and type of data. Accreditation
requirements are defined by DOD, DCI, and DON regulations, together
with DAA interface and concurrence.

b. In a naval activity not accredited, computer systems or (R
networks may operate if the appropriate DAA has issued an interim
authority to operate. Interim authority to operate is granted
for a fixed period of time, generally a year. This authority is
based upon an approved activity ADP security plan, and is contingent
upon certain conditions being met, such as standard operating
procedures being strengthened, or TEMPEST being certified. The
interim authority to operate while continuing the accreditation
process permits the naval activity to meet its operational mission
requirements while improving its ADP security posture. Interim
authority to operate is a waiver of the requirement for
accreditation.

-c. Certification of ADP software systems approved for
distribution to multiple activities, such as the Uniform
Automatic Data Processing System (UADPS) Stockpoints, is a
requirement for the accreditation of ADP activities using such
systems. The Program Manager for the system is responsible for
ensuring that the operating system or application software is
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formally certified; i.e., it has been designed according to
correct security design specifications and properly implements
the features of those specifications. Each new release or change
to the software system will be certified.

*

3.2 STATEMENT OF ACCREDITATION. An activity’s accreditation
becomes effective when a formal, dated statement of accreditation
is issued. The statement of accreditation will identify, as a
minimum, the computer systems or networks of the activity being
accredited and the applicable level of data and security mode of
operation authorized. A review will be made at least every five
years to verify that accreditation is still merited. This action
may occur sooner if the DAA, commanding officer or ADP security
staff determine that a change has been made which voids the
accreditation conditions. Significant changes which could impact
the ADP security posture are:

a. A change in the level and type of data being processed

b. A major redesign of the application software

c. A complete revision or new release to the operating
system

d. A major change in the hardware

e. An upgrade in the central computer facility

f. Construction or modification of the ADP facility

9* A security violation revealing a security design flaw

3.3 LEVELS AND TYPES OF DATA PROCESSED AND SECURITY MODES OF
OPERATION

a. Given the widely varying types of computer systems and
networks, the functions they perform, and the variety of Naval
activities housing ADP equipment, different accreditation
requirements are necessary. For accreditation purposes, DON
computer systems and networks are grouped according to levels and
types of data handled and the security mode of operation or
constraints that apply (see Figures 3-1, 3-2, and 3-3). Naval
activities may have multiple ADP systems in varying stages of
security. This is not a bar to accreditation, however, since ADP
systems are assigned to one of three categories:

R) (1) Computer systems for which all cost effective
countermeasures have been implemented.

3-2



-

(2) Computer systems with an acceptable level of risk but (R
with some cost effective countermeasures not yet implemented.
These systems may operate under an interim authority to operate
which specifies the date for termination of this status and any
special conditions that must be met, as described in paragraph
3.lb.

(3) Computer systems with unacceptable levels of risk,
which must cease operations until corrective measures have been
implemented. These systems are specific exceptions to the
statement of accreditation for an activity.

b. Each naval activity possessing computer resources will
develop and submit an AADPSP for COMNAVDAC approval within nine
months of the date of this instruction. COMNAVDAC will issue an
interim authority to operate to the activity after reviewing and
approving the AADPSP. This interim authority to operate will
specify a date for termination of this status and specific
conditions that must be met, based upon information provided the
activity’s AADPSP. Once COMNAVDAC has issued the interim authority
to operate, the activity will proceed with the accreditation process
as described in paragraphs 3.3c and 3.3d.

(!?

(R

c. If the commanding officer is the DAA for all ADP systems
within the activity, the commanding officer will =ue an activity
accreditation when all the applicable accreditation requirements
of paragraphs 3.6 and 3.7a have been met for all ADP systems within
the activity. The statement of accreditation will assign each
computer system to one of the three categories described in para-
graph 3.3a. If an interim authority to operate is issued for a
system, it must specify the date for termination of this status
and any special conditions that must be met, as described in para-
graph 3.lb.

d. If there are any computer systems of the activity which (R
are beyond the accreditation authority of the commanding officer,
COMNAVDAC will issue the accreditation for that system or network.
The naval activity will submit a request for accreditation to
COMNAVDAC. The request will identify each ADP system of the
activity and to which of the three categories described in para-
graph 3.3a it belongs and will include the applicable accreditation
support documentation. COMNAVDAC will review the request and
obtain any additional approvals from higher authority for those
systems which are not within COMNAVDAC’S authority. COMNAVDAC
will issue a statement of accreditation for the system which
assigns each ADP system to one of the three categories in para-
graph 3.3a. If an interim authority to operate is issued for a
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R)

computer system, it must specify the date for termination of this
status and any special conditions that must be met, as described
in paragraph 3.lb.

e. If a change occurs which requires reaccreditation under
the’terms of paragraph 3.2 and the change impacts only systems
within the accreditation authority of the commanding officer,
that reaccreditation may be granted by the commanding officer.
Changes occurring in systems which are beyond the accreditation
authority of the commanding officer will be identified and
forwarded to COMNAVDAC for the purpose of ass
formal reaccreditation. In either case, howe
five year review still dates from the original activity
accreditation.

,essing the need for
vert the mandatory

f. At the publication of this instruction, there are no
accredited multilevel ADP systems or networks in DOD. Activities
are encouraged to use the controlled mode of operation.

3.4 LEVEL I DATA ACCREDITATION RESPONSIBILITIES

R) Computer systems and networks processing National
Cryp~~logic data. The National Security Agency/Chief of Security
Services (NSA/CSS) is the DAA when Level I National Cryptologic
data is processed, regardless of the mode of operation. The DON
point of contact is COMNAVSECGRU, and all accreditation requests
will be forwarded by COMNAVDAC via COMNAVSECGRU. Basic
accreditation requirements are established by United States
Signals Intelligence Directive (USSID) 702 (NOTAL) and this
instruction. The depth and breadth of the requirements will be
adjudicated by the DAA and COMNAVSECGRU, consistent with DIAM 50-
3 (NOTAL), USSID 702 (NOTAL), and DON policies.

R) b. Computer systems and networks processing Sensitive
Compartmented Information (SCI). Either the Director of Naval
Intelligence (DNI) or the Defense Intelligence Agency (DIA) is
the DAA where SCI data is processed, regardless of the mode of
operation. The DON point of contact is COMNAVDAC, and all
accreditation requests will be forwarded via COMNAVDAC. Basic
accreditation requirements are established by DIAM 50-3 (NOTAL)
and 50-4 (NOTAL) and this instruction. Contractors providing ADP
support to DON activities and users will also satisfy the
accreditation requirements of DIAM SO-S (NOTAL), in addition to
the ones listed above. The depth and breadth of the requirements
will be adjudicated by the DAA and COMNAVDAC, consistent with
DIAM 50-3 (NOTAL), S0-4 (NOTAL) and 50-5 (NOTAL), and DON
policies. In cases of Computer systems or networks supporting
DON cryptologic data, COMNAVDAC will coordinate with COMNAVSECGRU
in developing accreditation recommendations for the DNI.
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Computer systems and networks processing Single Integrated (R
Oper~~ional Plan-Extremely Sensitive Information (SIOP-ESI). The
Joint Chiefs of Staff (JCS) is the DAA when SIOP-ESI data is
processed. DAA responsibility has been delegated to CNO. The
DON point of contact is COMNAVDAC, and all accreditation requests
will be forwarded via COMNAVDAC. Basic accreditation requirements
are contained in OPNAVINST S5511.35J (NOTAL) and this instruction.
The depth and breadth of the requirements will be adjudicated by
the DAA and COMNAVDAC, consistent with JCS and DON policies.

d. Computer systems processing Top Secret, Secret, or Confiden- (R
tial data in a multilevel mode; or processing Top Secret in a
controlled mode. COMNAVDAC is the DAA for any computer system
identified by this subparagraph. Basic accreditation
requirements are contained in reference (a) and this instruction.
The depth and breadth of the requirements will be adjudicated by
COMNAVDAC, consistent with DOD and DON policies.

e. Computer networks processing Top Secret, Secret, or (R
Confidential data in a multilevel or controlled mode. COMNAVDAC
is the DAA for any ADP network identified by this subparagraph.
Basic accreditation requirements are contained in reference (a)
and this instruction. The depth and breadth of the requirements
will be adjudicated by COMNAVDAC, consistent with DOD and DON
policies.

f. Computer systems and networks processing Top Secret, (R
Secret, or Confidential data in a system high or dedicated mode.
The commanding officer of the DON activity is the DAA for any ADP
system or network identified by this subparagraph. The activity
point of contact is the ADPSO. Basic accreditation requirements
are contained in reference (a) and this instruction. The
activity commanding officer, assisted by the ADPSO, will
determine the depth and breadth of the requirements consistent
with DOD and DON policies. In all cases, higher level commands
may strengthen requirements for accreditation~ as appropriate.

9“ Computer systems processing Secret or Confidential data (R
in a controlled mode. The commanding officer of the DON activity
is the DAA for any computer system identified by this
subparagraph. The activity point of contact is the ADPSO. Basic
accreditation requirements are contained in reference (a) and
this instruction. The activity commanding officer, assisted by
the”ADPSO, will determine the
ments consistent with DOD and
level commands may strengthen
appropriate.

depth and breadth of the require-
DON policies. In all cases, higher
requirements for accreditation, as
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3.5 LEVEL II DATA ACCREDITATION RESPONSIBILITIES. The commanding
officer or contracting officer of the DON activity is the DAA for
any ADP computer system or network processing Level II data. The
DON point of contact is identified in Figure 3-3. Basic accredi-
tation requirements are contained in this instruction. The activity
conuhanding officer or contracting officer, together with the ADPSO,
will determine the depth and breadth of the requirements consistent
with DOD and DON policies. In all cases, higher level commands
may strengthen requirements for accreditation, as appropriate.

3.6 LEVEL III DATA ACCREDITATION RESPONSIBILITIES AND REQUIREMENTS.
The commanding officer or contracting officer of the DON activity
is the DAA for any ADP computer system or network processing Level
III data. The activity point of contact is the ADPSO. Level III
data will be protected in accordance with the minimum require-
ments for environmental and physical security and contingency
planning presented in Appendix J. The accreditation requirement
for an ADP system or network processing Level III data is satisfied
by complying with the mandatory requirements of paragraph 5.2.

3.7 ACCREDITATION REQUIREMENTS FOR LEVELS I AND II DATA

a. Commanding officers who are their own DAA will:

(1) Develop an AADPSP and submit it for COMNAVDAC approval.
(See Appendix H).

(2) Conduct a risk assessment (see Chapter 5 and Appendix E).

(3) Develop an ST&E Plan and conduct an ST&E (see Chapter 6).

(4) Document the ST&E test results (see Appendix H).

(5) Develop a Contingency Plan (see Chapter 7).

(6) Prepare the accreditation support documentation (see
Appendix H).

(7) Issue a Statement of Accreditation as described in
paragraph 3.3c.

R) (8) Forward information copies of the Statement of
Accreditation to COMNAVDAC.

(9) Provide logistic and administrative support to the
ST&E test team as appropriate (if external from activity).
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(10) Fund technical assistance if local assistance is
requested from COMNAVDAC.

b. Commanding officers who are not their own DAA will:

CH-1

(1) Develop an AADPSP and submit it for COMNAVDAC approval
(see Appendix H).

(2) Execute the activity accreditation schedule contained
in the approved AADPSP.

(3) Conduct a risk assessment (see Chapter 5 and Appendix E).

(4) Develop an ST&E Plan (see Chapter 6).

(5) Submit an ST&E Plan to COMNAVDAC, with a copy to
COMNAVELEXSYSCOM, at least 120 days prior to the planned ST&E
start date or as soon thereafter as practicable.

(6) Develop a Contingency Plan (see Chapter 7).

(7) Prepare the accreditation support documentation to
COMNAVDAC (see Appendix H).

(8) Submit a request for accreditation to COMNAVDAC as
described in paragraph 3.3c via the appropriate chain of command
at least 270 days prior to planned operational start date or as
soon as the accreditation requirement becomes known. Contractors
providing ADP support to DON activities and users will submit
requests via their contracting officer and the appropriate chain
of command.

(9) Provide logistic and administrative support to the
ST&E Test Team.

(10) Provide travel funds for ST&E teams when required.

c. Contractors providing ADP support to DON activities and (R
users. Under no circumstances will DON contractors be their own
DAA . Contractors as defined in paragraph 4a of this instruction
will comply with the requirements of paragraph 3.7.

3.8 MINIMUM REQUIREMENTS FOR ENVIRONMENTAL AND PHYSICAL SECURITY (R
AND CONTINGENCY PLANNING. All naval activities will be protected
by a cost-effective computer security program for environmental
and physical security and an adequate contingency plan regardless
of the level of data processed. The mandatory minimum requirements
for such a program are described in Appendix J. Activities processing
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R) Level I, II or III data will also comply with the mandatory”
minimum requirements for naval activities processing Level I, II
or III data contained in Appendix J. Activities processing Level
I National Cryptologic or SCI data will also comply with DIAM 50-
3 (NOTAL), DIAM 50-4 (NOTAL),DIM 50-5 (NOTAL), and USSID-702
(NOTAL).
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CHAPTER 4

OFFICE INFORMATION SYSTEMS SECURITY

.

4.1 GENERAL. Office Information Systems (01Ss) are applications
of automated technology for document preparation, storage, retrieval,
manipulation, and distribution in an office environment. Office
Information System Equipment (OISE) differs from ADP equipment in
that”OISE is primarily limited to document text preparation and
handling applications whereas ADP equipment is designed to process
a variety of applications developed using a general purpose data
processing language. Because of the limited scope of 01S applica-
tions, the regulations governing the acquisition and management
of 01Ss differ from those governing ADP systems. This chapter
defines those security requirements applying specifically to 01Ss.
Although there are no intrinsic differences between 01S and ADP
system security safeguards, the limited scope of 01S applications
will generally permit adequate security countermeasures to be
identified and implemented with less procedural effort than would
be required for a comparable ADP system.

4.2 POLICY. 01S assets and information handled in 01Ss will be
protected in accordance with existing directives and this instruc-
tion. The 01S security requirements of this chapter increase in
stringency with increasing sensitivity of the information processed
and complexity of the 01S. These requirements dovetail with security
requirements of ADP systems. The security procedures of this
chapter will offer adequate protection for most 01Ss. However,
when the ADPSO determines that conditions warrant it, the full
security procedures for ADP systems may be implemented. The
minimum requirements for 01Ss are as follows:

a. For security purposes, 01Ss will be considered to be a
subset of ADP systems. The security of 01Ss will be under the
cognizance of the ADPSO. At activities which have only 01Ss, the
security of the 01Ss will be under the cognizance of the 01S
security officer (01SS0). In such cases, the 01SS0 will assume
the duties of the ADPSO which are applicable to 01Ss.

b. The ADPSO will ensure that the security policies of this
chapter are implemented for 01Ss.

c. The ADPSO will ensure that an 01SS0 is assigned to each
01S. The 01SS0 will ensure that the 01S is operated in accordance
with the established security procedures.

d. The 01SS0 will report all security violations to the ADPSO
and/or security manager. 01S security violations will be handled
in the same manner as for any ADP system.
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The ADPSO will maintain an inventory of the 01Ss. This
inve~~ory will include the following information for each 01S:
identification~ locational name of 01SS0, data sensitivity levels
authorized for the system~ system type (e.g.~ stand alone, shared
logic, or distributed), type of media, and the security modes of
operation authorized for the system.

R) f. The ADPSO will ensure that 01S Security Operating Procedures
are documented and made available to users of the 01S. The 01SS0
will use the ADP Security Survey (Appendix E pages E-18 through
E-27) to document that the 01S is operated in accordance with the
established minimum security requirements and procedures.

9* The following 01Ss will be secured as ADP systems in
accordance with the procedures outlined in the other chapters of
this instruction:

(1) Systems handling Level I National Cryptologic infor-
mation

(2) Systems handling other Level I SCI information

(3) Systems handling Level I SIOP-ESI information

(4) Systems handling Level I Top Secret information

(5) Systems operating in Multilevel Security Mode

(6) Systems operating in Controlled Security Mode

(7) Systems operating in Compartmented Security Mode

h. 01Ss not covered in subparagraph 4.2g may, at the
discretion of the ADPSO, be secured either as ADP systems in
accordance with the procedures described in the other chapters of
this instruction or through the application of appropriate counter-
measures to achieve the security requirements identified in para-
graph 4.3.

i. 01Ss secured in accordance with the procedures described
in the other chapters of this instruction will, for security
purposes, be considered as ADP systems or networks and will comply
with all the security requirements of this instruction including
the policy requirements in Chapters 1, 2, and 3.

]0 01Ss secured in accordance with this chapter will not be
operated until:
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(1) The security requirements of this chapter have been
implemented, and

(2) The 01S Security Operating Procedures have been docu-
mented and approved by the ADPSO.

4.3 SECURITY REQUIREMENTS

a. Minimum Security. All 01Ss secured in accordance with
the procedures of this chapter will meet the following minimum
security requirements.

(1) Operational reliability and asset integrity for preven-
tion of loss from natural hazards, fire, theft, and malicious
acts. A normal office environment will usually provide suitable
environmental controls for operational reliability. Whenever
possible, the 01S will be operated within the manufacturer’s
optimum temperature and humidity range specifications. Protection
against unauthorized access, theft, and malicious acts will be
provided by security controls commensurate with the value of the
hardware components and the physical environment. For example, a
low cost 01S located in a building which is itself within a fenced
restricted area or which is locked outside of normal working hours
may require no additional physical security. However, if that
same 01S is located in a building open to the public its room
must be secured outside of normal working hours. The method of
locking, as well as any other countermeasures to be implemented
are at the discretion of the ADPSO.

(2) Contingency Plan. A contingency plan will be prepared
for each 01S. Alternatively, a group of 01Ss may be covered by a
single contingency plan. The plan will identify the 01Ss to which
it applies, address the criticality of the 01Ss functions performed,
specify alternate actions if the 01Ss are out of service for a
significant period of time, and identify persons to carry out
these alternate actions. Note -- although the alternate action
for a single-station word processing system could be the use of a
manual typewriter, alternate action for a distributed 01S used by
many organizational components might require extensive backup
facilities, plans for rapid replacement, and detailed plans for
im~lementing interim manual methods.

b. Level II Data Security. 01Ss secured in accordance with
the procedures of this chapter and authorized to handle Level II
data will be secured with data protection countermeasures and
audit trails in addition to the minimum security requirements of
““subparagraph 4.3a. Depending on the system configuration,
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a combination of hardware, software, and administrative procedures
will be employed to protect the data from unauthorized disclosure,
modification, or destruction. For shared logic or distributed
systems with more than one simultaneous user not having need-to-
know for all data within the system, password protection or other
equivalent countermeasures will be employed for system access and
for’individual file access. Audit trails will include the user’s
identification, files accessed and created by the user, and date
and time of activity. Audit trails may be implemented manually
and/or by automation at the discretion of the ADPSO. The counter-
measures and procedures required for data protection and audit
trails will be established by the ADPSO to afford cost-effective
protection commensurate with the level of the information handled.

c. Level I Secret or Confidential Data. 01Ss secured in
accordance with the procedures of this chapter and authorized to
handle Level I Secret or Confidential data under a system high or
dedicated mode of operation will be secured in accordance with
the provisions of the DOD policies in paragraph 1.2a, the media
protection requirements in Appendix C, and the TEMPEST requirements
of OPNAVINST C551O.93D (NOTAL), in addition to the minimum security
requirements of subparagraph 4.3a.

R) 4.4 01SS0 QUALIFICATIONS. The 01SS0 will be technically qualified
to ensure that security policies and procedures are followed and
that all users of the system have been indoctrinated concerning
their security responsibilities. The 01SS0 will have:

a. Knowledge of 01S technology.

b. Training in 01S security.

c. Experience in operating the 01S.
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CHAPTER 5

RISK MANAGEMENT

5.1 GENERAL. As an activity becomes increasingly dependent upon
the’use of ADP for supporting mission accomplishment, the need to
protect ADP resources takes on greater importance. The activity
must implement a risk management program to determine how much
protection is required and how much protection already exists.
The risk management program requires a critical examination of
the ADP environment and quantifies the risks to which the ADP
assets are exposed. Risk management is an ongoing effort. The
risk must be reevaluated whenever changes occur to the ADP
environment. The elements of ADP security are: physical,
personnel, administrative/operating procedures, communications,
emanations, hardware, software, and data. The risk management
program must evaluate the risk to the ADP assets across this entire
spectrum. An activity may obtain assistance from the security
department of the naval installation on which the activity resides
and from other activities with similiar ADP environments. If an
activity needs help in developing its risk management program,
the activity should formally request assistance from COMNAVDAC as
described in paragraph 1.2b(3).

5.2 MANDATORY PROCEDURES. A risk assessment will be conducted (R
and documented for each ADP activity or network, including those
under development. Risk assessments initiated after the date of
this instruction will be performed in accordance with Appendix E
using Method I or II. Risk assessments initiated before the date
of this instruction may continue following existing procedures
until a new risk assessment is required. In all cases, risk
assessments will be conducted at least every five years, or
sooner if a system configuration or facility change occurs that
impacts the security posture of the ADP activity or network. A
copy of the risk assessment documentation will be maintained for
record purposes and protected and/or classified as appropriate.

For ADP activities and networks processing Level I or II
data~”security procedures and countermeasures will be identified
by the Activity ADP Security Plan (AADPSP) and the risk
assessment. As a minimum they will comply with the applicable
minimum requirements of paragraph 3.8.

“b. The AADPSP and risk assessment for an ADP system or
network processing only Level III data is satisfied by the
commanding officer’s determination that:

(1) Only Level III data will be processed
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(2) Applicable minimum requirements for environmental and
physical security and contingency planninq of paragraph 3.8 are
met

(3) Users are informed that the ADP system or network’ is
authorized for processing only Level III data

(4) The ADP system or network is identified in the AADPSP
which includes a list of all ADP systems or networks within the
activity that are authorized to process only Level III data

5.3 RISK MANAGEMENT PROGRAM OVERVIEW. The activity’s risk manage-
ment program consists of three phases: (1) development of an
Activity ADP Security Plan; (2) risk assessment; and (3) counter-
measure implementation and effectiveness review. The completion
of all phases will tell the activity what risks are present in
the ADP environment, will document the ADP security posture, and
will provide a justification for the expenditure of funds to
enhance ADP security. The Activity ADP Security Plan will promul-
gate activity ADP security policy and provide guidelines for all
ADP security procedures to be used by the activity. Risk assess-
ment will provide an understanding of the potential expected annual
loss in resources (dollars, productivity, etc.) and establish how
the loss will affect the ADP environment. For example: What is
the probability of loss of a tape library and what are the economic
and operational consequences of that loss? After the risk assess-
ment documents the countermeasures which are either cost-effective
or mandated by higher authority, the implementation and effective-
ness of these countermeasures must be managed. The cost potential
of implementing marginally effective countermeasures is enormous
and underlies the need for detailed analysis. An overview of the
three phases of risk management is given below:

a. Activity ADP Security Plan. The AADPSP is the single
activity level document for-implementing the security policies
set forth in this instruction. The AADPSP will establish local
security policies, define security scope and objectives, and
assign responsibilities at the local activity level to carry out
the provisions of this instruction. The AADPSP should address
both the short range and long range security goals of the activity.
The plan must address all aspects of ADP security (i.e., hardware,
software, physical. facility/securityr personnel, communications~
emanations, data, and administrative/operating procedures) for
all ADP elements of the activity. The AADPSP should be a living
document for management and control of the total ADP security
environment of the activity. Appendix H contains guidelines for
developing an A.ADPSP.
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b. Risk Assessment. Risk is derived from the evaluation of
threats and vulnerabilities in relationship to the assets of the
ADP activity or network. This evaluation forms the basis for
action to manage the risk by identifying effective countermeasures.

(1) Threat and vulnerability identification. A threat is
any agent capable of reducing the effectiveness of an ADP activity
or network, thereby degrading mission accomplishment. Threats
can be natural or man-made, deliberate or accidental. Some types
of threat agents are: natural disasters (tornado, hurricane,
earthquake, flood, lightning? fire) ; authorized users (programmers,
operators, customers, maintenance personnel); and hostile agents
(anyone who is not an authorized user).

Threat identification considers both known and reliably postulated
threats. Lack of evidence of a threat agent does not rule out
its existence since penetration of a system is often difficult to
detect by current audit procedures.

A vulnerability is a weakness that may be exploited by a threat
agent to cause harm to the ADP activity or network. General factors
considered in determining vulnerability include, but are not limited
to, the geographical location, the security modes of operation,
the level and volume of data being handled, and the overall criti-
cality of the ADP operation. The more complex the operation, the
more susceptible the site. The latter may be composed of large-
scale, multi-user, online, shared operations which may be made
more vulnerable depending upon the privileges extended to the
users. Simple query privilege represents a lesser vulnerability
potential than that found in systems where the user has programming
capability through use of a high-level query language, assembly
or machine language. Existing countermeasures must be taken into
account when determining vulnerabilities.

(2) Countermeasure identification. The process of reviewing
identified risks (loss potential) and determining appropriate
countermeasures is a function of the commanding officer and the
ADPSO . Identification of areas of exceptionally high or unacceptable
risk must be directly related to organizational mission, goals,
and objectives as stated by the commanding officer. Effective
countermeasures must be derived from cost/benefit or other types
of economic and value analysis.

c. Countermeasure Implementation and Effectiveness Review.
Effectively conducted risk assessment will usually produce a series
of interrelated countermeasures to be implemented over a period
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of time in priority according to a cohesive plan approved by the
commanding officer. The commanding officer will consider the
risk potential resulting from growing dependence upon automated
systems, the magnitude of the security problem, and the potential
impact upon overall organizational resources.

Organizational and operational dynamics demand continuing review
of the effectiveness of security controls in order to achieve the
optimum degree of ADP security. Effectiveness review is an
important process in documenting ADP security techniques and
ensuring that an applied technique has effectively decreased the
risk potential. The collective effectiveness of applied counter-
measures will provide the basis for future security actions and
assist in identifying problem areas and additional security
requirements.

(1) The process of selecting security controls for imple-
mentation includes consideration of the possible degradation of
operational efficiency in automation support. There may be sig-
nificant disruption of managerial, operational, and administrative
procedures attributable to these security requirements. Because
of the potential impact upon the total organization, only the
commanding officer can properly adjudge and promote toleration of
this disruption as acceptable in relation to the increased security

—

derived. This process requires the complete understanding by the
commanding officer of the degree of organizational dependence
upon automation support and its importance to mission accomplishment.
The commanding officer is the mediator in any conflict between
operational and ADP security considerations.

(2) Unacceptable risk. There may be instances where the
criticality of a function is such that the risks imposed by the
use of ADP are unacceptable or that the countermeasures required
to achieve an acceptable level of security are impractical or
impossible to implement. In these cases, the commanding officer
may determine that automated support is unwarranted and unnecessary
in order to manage adequately the overall risk to mission accom-
plishment.

5.4 RISK ASSESSMENT METHODOLOGY REVIEW. The risk assessment
methodology is briefly presented below. Appendix E presents
detailed guidance on how to perform a risk assessment.

Step 1. Develop an AADPSP which includes a Risk Assessment
Plana~f Action and Milestones (POA&M). Identification of the
events/tasks and schedule by which they will be accomplished.
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b. Step 2. System User and Software Developer Participation.
System users and software developers will be formally requested
to make judgments on the importance of their data files. The
judgments will be based on examining the four ways threats can
impact (disclosure, modification, and destruction of data, and
denial of service). These judgments represent the importance of
not allowing a threat to cause harm to the data.

c. Step 3. Conduct the Risk Assessment. The DAA will decide
which approved DON methodology will be used (see Appendix E) . If
neither DON methodology is to be used, permission will first be
obtained from CNO via COMNAVDAC, stating the alternative methodology
proposed.

d. Step 4. Countermeasure Selection. Select a countermeasure
or a combination of countermeasures until the level of risk is
acceptable. For those to be implemented, set priorities, and
once they are implemented, evaluate their effectiveness.

e. Step 5. Risk Assessment Documentation. The risk assess-
ment will be documented and retained as part of the Accreditation
Support Documentation (see Appendix H for a sample format).

f. Step 6. Proceed with accreditation process.
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CHAPTER 6

SECURITY TEST AND EVALUATION (ST&E) PROCEDURES

6.1 GENERAL. Security Test and Evaluation (ST&E) is a part of
the accreditation process. The primary purpose for conducting an
ST&E is to obtain technical information to support the DAA’s
decision to accredit an ADP activity or network. The ST&E con-
sists of two interrelated phases. The first phase determines
whether the necessary countermeasures have been installed, and
the second phase determines whether the installed countermeasures
are working effectively.

6.2 SCOPE. The resources expended for each ST&E and the level
of detail required will depend upon the level of data being pro-
cessed and the mode of operation. An activity processing Level I
data in the controlled security mode will require an in-depth
analysis of the software and hardware countermeasures in addition
to a review of procedures, physical, and other conventional
security measures. An activity processing Level II data in the
dedicated mode will require little more than reasonable assurance
that adequate security is being provided to protect against unau-
thorized destruction, modification, or disclosure of the data,
and theft, damage, or unauthorized use of the ADP equipment. The
results of the risk assessment will determine the level of detail
and scope required for the ST&E.

6.3 POLICY. When the commanding officer or contracting officer
is the DAA, ST&E is a responsibility of the activity. Contractor
assistance will not be utilized without prior written approval
from COMNAVDAC as described in paragraph 1.2b(3), COMNAVDAC will
perform ST&E when the DAA is not the commanding officer or
contracting officer.

6.4 MANDATORY PROCEDURES. The following general procedures apply
to all ADP activities for which the commanding officer or contrac-
ting officer is the DAA. COMNAVDAC will provide assistance in
tailoring the general procedures to a specific activity upon request.

a. The first step in the ST&E is identifying qualified individ-
uals to perform the steps outlined below. If possible, it is
preferable for each step to be performed by different individuals.
Depending upon the scope of the ST&E, each step requires individuals
with knowledge of the following:

(1) ADP security

(2) System software/hardware
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(3) Application software

(4) Telecommunications

(5) Emanation security

(6) Physical security

(7) Personnel, procedural, and administrative security

(8) User/customer functions

b. The second step is reviewing the risk assessment for
currency and accuracy and identifying and analyzing the nature of
the threats and vulnerabilities and their respective countermeasures.
This provides the basis for the development of the ST&E plan.

c. The third step is developing the ST&E plan. This plan
describes how each countermeasure will be exercised to determine
if it is effective. If a “tiger team” will be attempting to defeat
system software protection, the plan should contain this information.
If scenarios, walk-through inspections, documentation and procedure
reviews will be utilized, information should be in the plan identi-
fying the countermeasures being evaluated by each method. The
plan should be modified during the actual ST&E if unanticipated
situations arise. Appendix H provides guidance on documenting an
ST&E plan.

d. The fourth step is executing the ST&E plan. This will be
documented as it proceeds, identifying discrepancies and problem
areas so that recommendations can be made for inclusion in the
report to the DAA.

e. The fifth and final step is documenting the results of
the ST&E. This report should include a recommendation to the DAA
to accredit or not accredit the activity or network based upon
the level of risk identified by the ST&E team. If nonaccredi-
tation is recommended, the report will contain recommendations
regarding security deficiencies. Appendix H provides a sample
format for an ST&E report.
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CHAPTER 7

CONTINGENCY PLANNING

7.1 GENEWL. Contingency planning is an integral phase of the
overall activity ADP security program. OPNAVINST 3050.18A, “Con-
tinuity of Operations Policies and Planning,” (NOTAL) requires
eacilactivity to provide for the continuation of its mission
during abnormal operating conditions. DON activities dependent
upon ADP to support mission accomplishment are required to develop
a contingency plan or inform their DAA that no contingency plan
is required. The contingency plan should provide a decision-
making process to be followed during or following the occurrence
of unforeseen events impacting on normal ADP operations and should
address both the mechanized and manual systems within the activity.
(Plans for accommodating emergency destruction may be referred to
in the contingency plan; Appendix C discusses this.) A contingency
plan consists of two distinct phases:

a. The preparation phase addresses steps to be taken in
anticipation of a loss to lessen damage or assist recovery.

b. The action phase addresses steps to be taken after the
fact to minimize the cost and disruption to the ADP environment.

Appendix H provides a sample contingency plan format.

7.2 MANDATORY PROCEDURES. Activities will develop a contingency
plan for each ADP system and network for which unplanned disrup-
tion of service would have a critical impact on mission accom-
plishment. If unplanned disruption of services would i~~t have a
critical impact on mission accomplishment, activities will inform
the DAA, and no contingency plan is required. A copy of each
contingency plan will be maintained at a readily accessible off-
site location. Contingency plans will be prepared, documented,
tested, and evaluated at least annually in accordance with the
guidelines and requirements in paragraphs 7.3 through 7.7.

7.3 MANAGEMENT CONSIDERATIONS. Personnel responsible for security
and contingency planning should maintain an awareness of accidents,
disasters, and emergencies that have affected ADP operations in
other Federal agencies or private organizations in order to minimize
the possibility of similar events occurring at their activities.
Personnel responsible for reacting to emergency situations should
be briefed on those experiences, and discussions should be held
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to ascertain how similar incidents could be handled, should they
occur. As a minimum, personnel should be constantly aware of the
location and purpose of all emergency control switches. It should
also be recognized that there are some situations where personnel
will not have time to stop”and read procedures. Management will
therefore ensure that the contingency plan is tested frequently
to maintain the activity’s readiness.

7.4 SCOPE OF THE CONTINGENCY PLAN. The scope and depth of the
contingency plan is influenced by the activity’s ADP environment,
the criticality of the functional applications being supported,
and the user’s ADP support requirements. The contingency plan
should identify:

a. Actions required if the normal ADP environment is impaired
or disrupted. The impairment or disruption can range from a few
minutes to a few days depending upon the cause or situation. The
contingency plan addresses this entire range as it applies to the
activity’s ADP environment. Three situations could occur:

(1) Limited loss of ADP capability. Impact will vary
depending upon the urgency or loss potential of individual tasks.
Typical causes are:

(a) Failure of key peripheral hardware unit(s) or
communication circuits

(b) Failure of electric utilities

(c) Loss of key application programs, preprinted
forms, or documentation

(d) Partial loss of air-conditioning or power

(e) Nonavailability of critical personnel

(2) Interruption to ADP operations. The duration of the
interruption will depend on the time needed to restore normal
operations. Typical causes are:

(a) Failure of a major ADP hardware unit(s)
or air-conditioning unit

(b) Failure of electric utilities
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(c) Fire, flood, or sabotage in the ADP operating
environment

(d) Intrusion of smoke, dirt, or dust

(e) Nonavailability of operations personnel

(3) Major damage or destruction of the facility or contents.
When the activity providing ADP support becomes untenable, backup
or repair of the ADP facility is necessary to restore normal opera-
tions. Typical causes are:

(a) Natural acts (earthquake, flood, tornado,
lightning)

(b) Civil disorders (bombing, explosions, fire)

(c) Mechanical breakdowns (water pipe bursting, junction
box fire, steam failure)

b. Actions required if the functional application or user is
denied information or service. The degree to which the functional
user is affected will be determined by the actual or potential
delay or denial of services and time required to recover. The
user and not the ADP security staff judges the impact upon a func-
tional application or user. The user is responsible for telling
the ADP activity what priority is placed on the workload. Only
the functional user can determine the criticality of ADP support
to operational mission accomplishment and the urgency of the
requirement for ADP services.

c. Actions required if the ADP activity suddenly had to expand
processing capability to accommodate a national emergency or some
other critical event.

7.5 PREPARATION. The activity’s first step in preparing an ADP
contingency plan is to assign planning responsibility to an indi-
vidual, usually someone from the ADP security staff. This
individual’s initial tasks are defining planning goals and
identifying a team of personnel who must be involved in the
planning process. The team will be responsible for contingency
plan preparation and coordination, periodic testing, and imple-
mentation in the event of a contingency. Team members should be
individuals who represent positions of authority and are know-
ledgeable of the ADP operational requirements. Figure 7-1 depicts
a contingency planning team for a typical activity operating a
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remotely accessed, resource-sharing ADP system. It indicates
representative tasks to be completed and identifies organizational
elements needed to plan adequately for contingencies. It can be
used as a guide for preparing the activity’s ADP contingency plan.
Planning assistance may be required from sources such as: the
comptroller and procurement office when additional funds are needed;
the legal counsel when formal backup agreements are required; and
fire and police departments, public works, security, and transpor-
tation offices when their support is required.

a. Emergency Response. Emergency response planning defines
steps immediately taken to protect life and property and to assess
and minimize the impact of the emergency. The contingency planning
team will review the most recent risk assessment to identify emer-
gency conditions that significantly impact ADP operations and
evaluate the effectiveness of loss control mechanisms (e.g., hard-
ware or administrative procedure countermeasures) in protecting
the activity while such emergency conditions exist.

(1) In reviewing the risk assessment, the team should
evaluate it with respect to the current ADP environment and con-
figuration. If any modifications have been implemented which
greatly impact the overall ADP security posture, the team should
work with the ADP security staff to determine if the contingency
plan is affected and what additional countermeasures are needed.

(2) Loss control is an important factor in limiting damage
to the activity. The loss control portion of the contingency
plan defines steps to be taken, assigns responsibilities, and
provides for needed materials and equipment in readily accessible
locations. In some cases there will be ample time to take all
required measures, but in certain situations personnel safety may
dictate immediate evacuation. Therefore, the contingency plan
will designate individuals in each ADP area to direct appropriate
actions regarding the safety of personnel and protection of equip-
ment and records when a contingency occurs.

b. Backup Operations. Backup operations planning addresses
actions required to ensure the continued operation, with tolerable
delay, of an ADP system after the occurrence of a contingency.
Backup operations may take place on-site when there is only a
partial loss of capability, or may require relocation to one or
more off-site locations when there has been major damage or destruc-
tion. Backup procedures will depend on the availability of suitable
hardware units and processing time.
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(1) Prioritization of work based on criticality of func-
tional applications is the prime consideration in backup operations.
During the risk assessment, the user and the ADP activity develop
a baseline for deciding which functional applications are the
most critical. The team should ensure that all backup sites’
materials include: data bases and programs; run instructions,
system configurations and documentation; critical supplies; and
other essential information such as names, addresses, and phone
numbers of key personnel and suppliers.

(2) The contingency plan should address the entire range
of possible disruptions, from total destruction to temporary loss
of electrical power, and should be constructed from a common base-
line. For example, it is often most effective to start by making
a detailed plan for a backup operation following total destruction
of the ADP facility. Scaled down versions or individual elements
from this plan can then be used for less demanding situations.
Each backup portion of the contingency plan should cover the fol-
lowing basic areas:

(a) Alternate backup procedures. A contingency plan
should specify more than one backup procedure. It should outline
the specific ways in which the performance of each task will depart
from normal operations (e.g., tasks postponed, changes in cycle
times, schedules, etc.) for all alternate backup procedures in
the contingency plan.

(b) User instructions. Backup operation may involve
altered user procedures such as submitting inputs in different
forms, on different input media, or to different locations. These
procedures should be clearly defined to avoid confusion and wasted
effort.

(c) Technical requirements for each ADP job. Backup
operations for an ADP job will require the availability of specific
material such as current programs and data files, input data,
data control and operating instructions (which may differ from
normal instructions) , preprinted forms, carriage control tapes,
etc. These requirements should be identified and documented for
each job. Procedures are also required to ensure that materials
needed for backup operation at off-site locations are maintained
on a current basis.

(d) ADP activity specifications. One or more off-
site ADP activities should be selected for backup operations.
The following data should be recorded for each activity: ADP
system availability, administrative data about the terms and cost

7-5



OPNAVINST 5239.lA

AUG 3 1982
-

of backup use, the location of the activity, equipment config-
uration and operating system, and the tentative schedule of ADP
jobs to be performed at the activity.

(e) Administrative data. Backup operations will require
a change from normal conditions with respect to ADP administration.
Actions such as temporary employment or reassignment of personnel
are examples of changes that should be planned for in sufficient
detail. Procedures will be required for obtaining approvals con-
cerning those administrative actions anticipated during the plan’s
execution.

c. Recovery. The amount of recovery planning will determine
how and when the ADP facility can resume normal operations. The
ADP system should be capable of recovery from short-term failures
which require backup operations. The contingency plan should
provide for the necessary resources and procedures for restoring
normal conditions. The contingency planning team will identify
ADP and non-ADP recovery tasks so that ADP processing can be con-
tinued in the most effective and economical manner during the
emergency condition.

d. Emergency Destruction of Classified Data. Situations
exist, particularly in operational environments, where there is a
probability that hostile forces may capture an ADP facility and
its hardware, personnel, and classified data. Contingency plans
should provide for emergency destruction or increased protection
of selected data and equipment where the risk assessment indicates
there is a significant potential impact on national security.

7.6 TESTING AND EVALUATION. Periodic testing and evaluation is
the most critical aspect of successful contingency planning. The
activity will test and evaluate the contingency plan at least
annually. The activity should plan and budget for regular testing.
Testing can be as extensive as transferring the entire ADP operation
to an off-site facility or as minimal as conducting a fire alarm
test. The depth and scope of the operational testing is dependent
upon the practicality and importance of demonstrating that the
plan works. The team testing the contingency plan should note
that the plan addresses not only how to recover from a power loss,
but also what to do if the ADP operation is destroyed. To account
for the broad range of emergencies and disruptions, the team should
develop scenarios, control and evaluate the test of these scenarios,
and evaluate the results. This evaluation provides insight into
improving the contingency plan. The contingency plan, the test
plan, and the test results contribute to ensuring that ADP opera-
tions can be continued under abnormal situations and that there
is adequate AI)Ps=c!]rity.
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7.7 IMPLEMENTATION. Figure 7-1 depicts tasks to be considered
when planning for the continuity of ADP operations. It should be
used as a framework from which contingency planners can define
specific roles and assign responsibilities of personnel involved
in implementing contingency plans. The following examples reflect
some key areas that should be clearly defined:

a. A disaster recovery manager and an alternate will be desig-
nated and their identities provided to all concerned. The manager
or alternate is responsible for keeping the ADP system functioning
in support of the overall activity mission.

b. Disaster recovery team members and alternates are identified
in the contingency plan. Teams will consist of personnel from
all appropriate organizations including non-ADP elements such as
transportation units, public work offices, and personnel offices.

c. A contingency organization chart will be prepared outlining
responsibilities within the various functional areas of recovery
planning. Responsibilities range from transporting backup materials
from off-site storage to the backup site, to testing and restarting
the emergency computer.

d. A current emergency notification roster, with telephone
numbers, will be maintained for all personnel involved in disaster
recovery. This roster should not be limited to disaster recovery
team members, but should also include the chain of command and
supporting activities, such as the police and fire departments,
vendors, and others.
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ORGANIZATION

TASKS

ASSIGN PLANNING RESPONSIBILITY AND
ESTABLISH TEAM

RISK ASSESSMENT REVIEW/ANALYSIS
EMERGENCY RESPONSE PLANNING

. Identify Contingency Conditions
● Review Protective Measures against Fires,
Floods, etc.

. Develop Loss Control Plan

. Prepare Procedures/Checklists for:
- Evacuating personnel and material
- Powering down equipment

Responding to natural and man-made
disasters
Securing area and classified/sensitive
material, if appropriate (store, degauss?
sanitize; obli~erate)

- Contacting key personnel and support
organization

- Obtaining first aid instructions
BACKUP OPERATIONS PLANNING

. Critical Systems/Applications
- Vital records
- Priority of work
Automated vis-a-vis manual processing

- Sensitivity of data
Procedures for handling sensitive data

. Off-site Requirements Specifications
- Storage of files, programs, system

documentation
Hardware/software availability and
compatibility

. Backu@ Support
- Facilities
- Supplies
- Transportation

—

x

x

— — —

K
K

FIGURE 7-1 (Page 1 of 2)
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TASKS

ORGA!dlZATIONAND TASKS FOR C(lNTiNGENCYPLANNING

a
Lu

RECOVERY PLANNING
. Designation of Teams
- Operations
- Software
- Communications
- Backup storage
- Supplies
- Data input/output
- Transportation

. Site Selection

. Hardware Procurement/Installation

. Procurement of Supplies, Equipment,
Furniture, etc.

● PERT Chart Development
Expense Allocation

ED:CATION AND TRAINING
EMERGENCY DESTRUCTION OF CLASSIFIED DATA
CONTINGENCY PLAN
CONTINGENCY PLAN

TESTING AND EVALUATION
DOCUMENTATION

-.

x

x
x
x
x

—

x
x

—

x

x
x
x
x

—

x

x
x
x

—

x

x

FIGURE 7-1 (Page 2 of 2)
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CHAPTER 8

ACTIVITY REVIEW FOR COMPLIANCE WITH

8.1 GENERAL. Compliance with DOD/DON

ADP SECURITY DIRECTIVES

ADP security directives
and’this instruction is mandatory. The first line-responsibility
for ensuring compliance with ADP security directives lies with
the commanding officer, local first line supervisors, and the ADP
security staff.

8.2 COMPLIANCE RESPONSIBILITY. Commanding officers, contracting
officers, auditors, Inspector Generals (IGs) (ashore and afloat)
and all other DON agencies and organizations at all levels engaged
in investigation, monitoring, review, or detection functions will
include in their programs the evaluation of ADP security programs
at DON activities. They will enforce the DON’s ADP security
program to ensure compliance with applicable ADP security directives,
including this instruction.

External agencies (e.g., IG, Naval Audit Service
(NAV~fiDSVC))may detect problems during ADP inspections, audits,
or investigations. Normally, reports of investigations will
contain recommended actions to correct detected irregularities.

b. NAVAUDSVC is functionally involved in investigation and (R
detection. The IG is functionally involved in correction, in
keeping with the standards of readiness and efficiency
established and promulgated by the DON ADP Security Program or
the Uniform Code of Military Justice (UCMJ) as applied to ADP.

8.3 SECURITY REVIEW. All ADP activities will be reviewed at
least every three years for compliance with ADP security
directives. This review will occur sooner if there has been a
change affecting the activity’s ADP security posture or if a
security violation or other situation appears to invalidate the
original conditions of an accreditation.

8.4 COMPONENTS OF SECURITY REVIEW. Investigators will review:
accreditation documentation, risk assessments, contingency plans,
security test and evaluation plans, incident reports, etc.
Emphasis will*be placed on review and testing of contingency
plans.
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8.5 RISK ASSESSMENT REVIEW. Investigators will determine whether
the ADP activity’s risk assessment is current, identifies all
threats and vulnerabilities, and documents and effectively utilizes
appropriate countermeasures,

8.6 CONTINGENCY PLANS REVIEW. Investigators will review the ADP
activity’s contingency plans for applicability~ scopel relationship
to ongoing operations, and backup/recovery, emergency, and disaster
planning. They will determine whether contingency plans have
beenrtested and properly evaluated. They will review test results
for adequacy and currency.

8.7 SECURITY TEST AND EVALUATION (ST&E) REVIEW. Investigators
will review ST&E documentation test plans, test results, recommen-
dations, and their implementation.

8.8 GENERAL AREAS. Summary areas which should be examined include:

a. Fraud, waste, abuse, theft

b. Accidental or deliberate disclosure of information to
unauthorized persons

c, Risk of financial loss

d. Infringement on personal privacy or acts contrary to the
Privacy Act of 1974

e. Unauthorized destruction or modification of data

f. Unauthorized use of DON ADP resources

(This does not represent a complete list.)

8.9 SECURITY INCIDENT REPORTS. Security incidents will be inves-
tigated to determine their cause and the appropriate corrective
action needed. All incidents will be fully documented by the
ADPSC in accordance with the provisions of OPNAVINST 551O.1F and
DOD Manual 5200.17 of 17 June 1976, TOP SECRET, “Special Security
Manual and the Navy Supplement Thereto (U)n (NOTAL) so the areas
requiring corrective action can be identified. If it is determined
following preliminary investigation that a compromise of classified
information has occurred or may have occurred, NIS will be notified
immediately, and a formal investigation will be conducted under
tl]eprovisions of SECNAVINST 5520.3 (NOTAL). If SCI, COMSEC, or
personal data is involved, documents referenced in Appendix B,
paragraphs B.3 and B.5b respectively, will be utilized, and the
most stringent requirements will govern.
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Individual investigation reports will be maintained for 2 years.
Copies of the report will be forwarded to ADPSSO, COMNAVDAC, and
COMNAVELEXSYSCOM . The formats for documenting security incidents
are identified in SECNAVINST 5500.4D, OPNAVINST 551O.1F, and
SECNAVINST 5520.3 (NOTAL).

8.10 ENFORCEMENT OF FINDINGS. The commanding officer is respon-
sible for ensuring compliance with security directives and correcting
all security incidents and violations within the commanding officer’s
jurisdiction under the Uniform Code of Military Justice (UCMJ).

a. NAVAUDSVC reviews. NAVAUDSVC will forward findings regarding
noncompliance with ADP security directives to COMNAVDAC for review
and action. Where COMNAVDAC concurs with NAVAUDSVC findings, it
becomes the responsibility of the cognizant Command IG, whether
DON IG, CNO IG, CHNAVMAT IG, or COMNAVDAC IG, as appropriate, to
ensure followup with the ADP activity involved.

b. IG Inspection Teams. IG teams will coordinate with the
command and activity involved and will perform on-site inspec-
tions to ensure corrective action has been taken by the local ADP
activity to comply with security directives where noncompliance
was discovered.

8.11 FRAUD AND ABUSE ACTIONS. If abuse, fraud, or deliberate
criminal actions are discovered, the commanding officer of the
ADP activity and the NIS will be notified immediately. Investiga-
tive and prosecutive jurisdiction under the UCMJ and other penal
and civil statutes will be coordinated by NIS under the provisions
of SECNAVINST 5520.3 (NOTAL).
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CHAPTER 9

AUDITOR INVOLVEMENT IN ADP SYSTEMS

9.1, GENERAL. Internal audit within the DON is the responsibility
of the Naval Audit Service (NAVAUDSVC). It is an independent
evaluation of programs, activities, systems, procedures and other
operations involving the expenditure of funds, utilization of
resources, or accomplishment of management objectives. All activ-
ities are responsible for performing an internal review. Internal
review provides the capability for reviewing financial and other
resources, related analysis, and the discharge of assigned audit
responsibilities. The increasing use of computers for the storage
and processing of data has made it necessary to develop audit
capabilities that function effectively in the ADP environment.
This chapter advises ADP security personnel of audit standards
and requirements which will be applied in a review of ADP systems.
It discusses the audit function during the evolution of ADP systems
and establishes the requirement to incorporate audit features
into ADP systems during system development and major modification.

9.2 ROLES AND RESPONSIBILITIES

a. Effective ADP system life cycle management requires that
internal controls be designed into the system to facilitate audit-
ability. Appendix I provides guidance for ADP security and audit
controls. The commanding officer should ensure they are in place
for any Navy ADP systems. These control practices should be
examined during the countermeasure identification and evaluation
phase of the risk assessment.

b. Auditor or internal review involvement (referenced in (R
Appendix B - paragraphs B.5c, B.5d, B.5h, B,9b, B.9c, B.9d, B.9e,
and B.9f) begins with concept development and should be sought
for all new systems, including hardware and software, and for
major modifications. To maintain their independence, audit or
internal review personnel should not be part of a system develop-
ment team. Their involvement should be limited to reviewing the
design team’s work and objectively evaluating the techniques to
be employed for systems control and auditability.

c. In the absence of command requested audit review and
assistance, ADP systems may be reviewed by NAVAUDSVC as one phase
of a scheduled audit of an activity, or as a systems review devoted
solely to ADP functions.
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d. Internal review personnel involvement in the ADP environ-
ment complements audit efforts by NAVAUDSVC. Emphasis is placed
on the use of valid audit trails and other management controls in
the design and installation of financial and accounting systems.
At the local activity level, these functions also include the
responsibility to review unique or critical areas related to the
safeguarding of resources such as physical security, hardware and
software security, and prevention of theft or fraud.

9.3 AbP AUDIT PERSPECTIVE

a. The NAVAUDSVC has adopted the General Accounting Office
standards for audit of ADP systems. The two primary standards
are:

(1) The auditor will review general ADP system controls
to determine that they have been designed according to management
direction and legal requirements and are operating effectively to
puovide reliability of, and security over, the data being processed.
General controls relate to the ADP system itself and normally
include: organizational controls; physical facilities; personnel
and security controls; operating systems controls; and hardware
controls.

(2) The auditor will review installed ADP software controls
to assess their reliability in processing data in a timely, accurate,
and complete manner. These controls may vary and therefore are
reviewed on an individual basis to ensure conformance with applicable
standards and the latest approved design specifications and to
test for control weaknesses.

In addition to these standards, all audit organizations should
strive to review the design and development efforts for new ADP
systems and significant modifications to existing SyStemS. Meeting
this goal depends upon the resources and staff skills of the audit
or internal review group and direction from management. Six objec-
tives for reviewing design and development work are listed in
paragraph 9.3c below.

b. ADP security is an integral part of an ADP audit; however,
there are instances where ADP security is 9iven distinct coverage
through a multilocation audit or at command request through an
Audit Emphasis Program. Briefly stated, security considerations
in an ADP audit are related to protection of the data, the ADP
systems, and the facility. Controls and counte .Ieasuresand the
management practices which support them are the focal points for

9-2



OPNAVINST 5239.1A

AUG 3 1982

evaluating the strengths and weaknesses of 14Dpsecurity. Internal
review and audit provide management with a continuing assessment
of the ADP security posture and compliance with ADP security
policies and standards.

c. External audit and audit assistance are not intended as
substitutes for continuing internal review of ADP security. They
are independent evaluations that lend the added professional
determination of compliance with approved objectives, legal
requirements, and financial practices. Recognizing the complexity
and costs of ADP system development efforts, audit review during
design and development can provide the assurance of adequate
internal controls and auditability in the final design. The
objectives of auditor and internal review involvement in systems
design, development, and modification are as follows:

(1) Objective 1. To ensure that ADP systems/applications
faithfully carry out management’s policies for the system. Policies
set by management, including provisions for ADP security, should
be carried out in the systems design. To initiate auditor partic-
ipation in the review of computer systems being developed or under-
going extensive modification, developers of major computer systems
should notify NAVAUDSVC early in the concept design phase. In
the development of new systems and major modifications to existing
systems, the appropriate approval process is to be followed and
consideration given to related approvals by data processing manage-
ment, user groups, and others whose data and reports may be affected.

(2) Objective 2. To provide assurance that ADP systems/
applications provide the controls and audit trails needed for
management, auditor, and operational review. The capability to
trace a transaction through all processing steps to the output is
essential to all systems/applications. Reliability of the output
requires isolating each step in transaction processing and evalu-
ating manual and automated controls over each step. Audi tor
involvement in the design and development process can help ensure
that the controls and audit trails to accomplish these reviews
are present in the system/application. Improvements suggested by
the auditor should be through formal correspondence to ensure
auditor independence.

(3) Objective 3. To provide assurance to management that
ADP systems/applications include the controls necessary to protect
against loss or serious error. Audit review during each step of
the design and development process should ensure that each phase
is being properly controlled and that the resultant ADP system/
application will meet the objectives through a combination of
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manual and automated controls. Although auditing for fraud is
not a primary objective, the auditor must be alert for control
weaknesses in ADP systems that could lead to fraud or other irregu-
larities. When indications of possible illegal acts are uncovered,
the audit procedures are extended to determine if such acts did
actually occur and, if so, their possible effects.

(4) Objective 4. To provide assurance that ADP systems/
applications will be efficient and economical in operation. Pro-
ducing desired results at minimum cost can be ensured through
audit review, early in the design stage, of the statement of
mission needs and systems objectives, feasibility study and
evaluation of alternative designs, and cost benefit analysis.
Efficiency and economy of operatien should be reviewed and a
determination made as to whether or not resources are being
managed efficiently and economically.

(5) Objective 5. To provide assurance that ADP systems/
applications conform with applicable legal requirements. Early
and continuing auditor review in the design and development process
should confirm compliance with legal requirements through adoption
of countermeasures, controlled responses to information requests,
and conformance with adopted standards. Examples include State
and Federal statutes, Freedom of Information Act, DOD and DON
directives, and Federal Information Processing Standards (FIPS).

(6) Objective 6. To provide assurance that ADP systems/
applications are documented in a manner that will provide the
understanding of the systems required for appropriate maintenance
and auditing. In reviewing the systems design/modification process,
the auditor will determine whether management policy provides for
evaluating documentation and adequately testing the system before
it becomes operational. In addition, the documentation will be
reviewed to determine if it is sufficient to define the following:

(a) Processing that must be performed by programs in
the system

(b) Data files to be processed

(c) Reports to be prepared for users

(d) Operating instructions for use by computer operators

of data
(e) User group instructions for preparation and control
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d. In performing ADP audits, auditor review and evaluation
will focus on measuring achievement of systems objectives for
adequate controls, auditability, and data validity. Three audit
guide programs are used by the NAVAUDSVC in conducting audits of
ADP systems:

(1) Electronic Data Processing (EDP) Facility Audit. This
includes reviewing and evaluating organizational structure, facility
internal controls, maintenance, security, resource and contingency
planning, and user billing/chargeout procedures.

(2) EDP Systems Development Audit. This reviews and
evaluates concept certification, satisfaction of functional require-
ments, achievement of management objectives, reliability of controls
and audit trails, conformance of general and detail systems design
to specifications, validation of contract proposal and benchmark
criteria, and adequacy of test and implementation plan.

(3) EDP Systems Application Audit. This includes assess-
ment of processing reliability, integrity of applications, and
effectiveness of general and applications controls for operational
systems.

9.4 COMMAND REQUEST. Command requests for assistance during ADP
systems development or modification efforts or for guidance in
developing a self-review program should be addressed to NAVAUDSVC
Headquarters or regional offices as follows:

Auditor General
Naval Audit Service Headquarters
Attn: Code R-4
P O BOX 1206
Falls Church, VA 22041

Director
Naval Audit Service Capital Region
Attn: Code EDP
P O BOX 1206
Falls Church, VA’ 22041

Director
Naval Audit Service Northeast Region
Attn: Code OS-2
P O Box 740
Camden, NJ 08101
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Director
Naval Audit Service Southeast Region
Attn: Code 00B
5701 Thurston Avenue
Virginia Beach, VA 23455

Director
Naval Audit Service Western Region
Attn: Code 00-C
1220 Pacific Highway
San Diego, CA 92132
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CHAPTER 10

ADP SECURITY TRAINING

10.1 GENERAL. ADP security training is a key element of the
DON ADP Security Program. Evaluating the risk within an ADP
environment and impleinentingan activity ADP security program
require properly trained personnel. An effective activity
training program will provide for both formal and informal
instruction and, depending on the size and complexity of the ADP
environment and the level of data being processed, will range
from security awareness education for top-level management to
highly technical security training for ADP operations personnel.

10.2 RESPONSIBILITIES. Each member of the ADP security staff is
charged with ensuring that activity personnel are adequately trained
in ADP security. Figure 10-1 identifies the responsibilities of
the ADP security staff for developing and implementing the activity’s
training program.

10.3 QUALIFICAT[9NS. Minimum qualifications are established for
the ADP security staff. Commanding officers are responsible for
taking appropriate action to provide their ADP security staff
with the training and experience required for expeditious compliance
with these qualification requirements. The depth of knowledge
and degree of experience required in the ADP security staff are
dependent on the size and complexity of the ADP environment and
the level of data being processed.

a. ADP Security Officer (ADPSO). The ADPSO will be techni-
cally qualified to develop and implement the activity ADP security
program in accordance with the DON ADP Security Program. The
ADPSO’S qualifications should include, as a minimum, the same
requirements as listed below for the ADPSSO. Generally, the ADPSO
has served as an ADPSSO prior to assuming the ADPSO position.

b. ADP System Security Officer (ADPSSO). The ADPSSO will be
technically qualified to execute the activity ADP security program
as it pertains to the ADP system assigned. The ADPSSO’S qualifi-
cations should include:

10-1
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(2) Completion of professional training related to ADP
security. Such training includes: general ADP security, Privacy
Act of 1974, information security, physical security, and hardware/
software security techniques.

(3) Completion of training related to an activity’s
particular ADP system. Such training includes: operating systems
analysis, hardware architecture, computer performance evaluation,
and teleprocessing and network concepts and operations.

(4) Knowledge of the application and enforcement of
physical, personnel, emanations, and administrative security
countermeasures is necessary and highly recommended.

c. Terminal Area Security Officer (TASO). The TASO will be
technically qualified to ensure that ADP security policies and
procedures applicable to the remote terminal area are followed
and that all terminal users have been indoctrinated concerning
their security responsibilities. The TASO’S qualifications should
include:

(1) Knowledge of computer technology

(2) Completion of training related to ADP security

(3) Experience in the operation and use of the ADP hardware
and software within the remote terminal area

d. Network Security Officer (NSO). The NSO will be technically
qualified to implement ADP network security policies, standards,
and procedures and to resolve conflicts between nodes of the network.
The NSO’S qualifications should include, as a minimum, the qualifi-
cations prescribed for the ADPSSO in paragraph 10.3b. Additional
qualifications are a strong background in teleprocessing and network
concepts, network protocols, network interfaces between ADP hardware
and software, and communication circuits.

10.4 SUBJECT AREAS. The ADP security staff will develop and
maintain the activity’s ADP security training program. The subject
areas listed below describe the technical areas that should be
addressed. The amount and depth of training in each subject area
depends upon who within the activity is being trained. Appendix D
provides some general guidelines for use when developing an activity
training program and identifies what the various audiences should
be taught. The ADP security staff should also use this list when
developing individual training plans and when evaluating training
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offered by other activities or contractors. The ADP security
staff will be knowledgeable in the following subject areas:

a. General Security Awareness. An overview of the scope of
computer abuse, DON ADP Security Program, laws, regulations, and
procedures for establishing and executing an activity’s ADP security
program.

b. User and Customer Security. The user’s risk associated
with receiving ADP services and determining responsibility and
protection requirements for user data security and integrity.

c. Security Administration. All parts of ADP security program
administration, implementation, risk management, and contingency
planning, and their interrelationships.

d. Change Control and Security Violation Reporting. Procedures
for managing any change to the ADP system configuration and reporting
security violations to the appropriate DON officials.

e. Software Security. This area includes all types of appli-
cation, operating systems, and software controls and counter-
measures that can reduce the threats associated with processing
different levels of data.

f. Telecommunication Security. Identification of all of the
telecommunications safeguards that are available to reduce the
threats associated with transmitting different levels of data.

9* Terminal and Device Related Security. The controls and
countermeasures that must be adhered to by the user and customer
to protect data.

h. Systems Design Security. The controls and countermeasures
that must be built into the design of an ADP application to meet
the level of security required by the user and customer.

i. Hardware Security. Identification of the controls and
countermeasures that are available to reduce the threats associated
with processing different levels of data. In addition, the differ-
ences between hardware and software countermeasures must be evaluated
and discussed.

j. Physical Security. The security requirements and counter-
measures for physical protection of all ADP resources.
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k. Personnel Security. The personnel security requirements
associated with human resources when performing ADP operations.

1. Computer Auditing. Auditing principles, methods, tools,
techniques, and responsibilities required for the periodic examina-
tion and evaluation of the computer system procedures, controls,
and data.

m. Data Security. Identification of the levels and types of
data and the appropriate countermeasures to protect the data.

n. Risk Assessment Methodology. The steps associated with
conducting an activity Risk Assessment, computing the Annual Loss
Expectancy, and selecting cost-effective countermeasures to protect
the ADP assets.

o. Contingency and Backup Planning. Identification and
documentation of a systematic method of response to any type of
ADP operation disruption or emergency situation.

P= ADP Security and Navy Contractors. The interface between
the Industrial Security Regulations, Industrial Security Manual,
Navy Security Regulations, Defense Intelligence Agency Regulations,
Defense Communication Agency Regulations and those from the National
Security Agency, which must be reconciled during the ADP system
accreditation process.

cl. Disaster Recovery. The requirements and procedures to
develop an activity disaster recovery plan for ADP resources.

r. Security Accreditation. The security review and approval
requirements for all DON ADP systems, and the steps that must be
taken to have the ADP systems accredited.

s. Security Test and Evaluation. Identification and documen-
tation of a systematic method for testing all the security counter-
measures associated with ADP systems and determining if all required
countermeasures are being utilized.

10.5 SOURCES. There are many organizations that offer ADP security
training. To determine what training is available from non-Govern-
ment sources, the ADPSO should contact the computer manufacturer’s
representative or one of the numerous commercial companies and
professional groups involved in ADP security. Once the training
has been identified, the ADPSO should evaluate the training’s
scope and should only accept training which adequately addresses
the above listed subject areas. To determine what training is
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available within the Government, the ADPSO should make contact
with organizations such as the following: (Not intended to be a
complete list)

a.

b.

c.

d.

e.

f.

Office of Personnel Management
The ADP Management Training Center
1900 E Street, NW
Washington, DC 20415
Commercial: (202) 632-5650
IDS: 101-25650

Defense Management Education and Training Program
DOD Directive 501O.16-C
Navy Civilian Personnel Command Attn: OP-14
Washington, DC 20370
Commercial: (202) 696-5097/694-5870
AV : 226-5097

Department of Defense Computer Institute
Washington Navy Yard
Washington, DC 20374
Commercial: (202) 433-2011/2
AV : 288-2011/2

U.S. Department of Agriculture Graduate School
Career Planning and Development Programs
14th and Independence Avenue, SW
Washington, DC 20250
Commercial: (202) 447-6693

Commander, Naval Electronic Systems Command
ADP Security Branch, ELEX 8144
Washington, DC 20360
AV 222-8484/5/6/7

Commanding Officer
Navy Regional Data Automation
Center, Jacksonville
Naval Air Station
Jacksonville, FL 32212
Attn: Code 30x
AV : 942-5351
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h.

i.

j.

k.

1.

Commanding Officer
Navy Regional Data Automation
Center, New Orleans
4400 Dauphine St.
New Orleans, LA 70146
Attn: Code 30X
AV : 363-5155

Commanding Officer
Navy Regional Data Automation
Center, Norfolk
Norfolk, VA 23511
Attn: Code 30X
AV : 690-7976

Commanding Officer
Navy Regional Data Automation
Center, Pensacola
Naval Air Station
Pensacola, FL 32508
Attn: 30X
AV : 922-2601

Commanding Officer
Navy Regional Data Automation
Center, San Diego
Naval Air Station, North Island
San Diego, CA 92135
Attn: Code 30X
AV : 951-7013

Commanding Officer
Navy Regional Data Automation
Center, San Francisco
Naval Air Station
Alamedar CA 94501
Attn: Code 30X
AV : 686-2485

Commanding Officer
Navy Regional Data Automation
Center, Washington
Washington Navy Yard
Washington, DC 20374
Attn: Code 30X
AV : 288-4429
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ADP SECURITY TRAINING RESPONSIBILITIES

ACTIVITY ADP SECURITY OFFICIALS
RESPONSIBILITIES co ADPSO ADPSSO* TASO* NSO*

—. ——————-.—-———.-.—.-———
Provide training and career

.-—.-—————
x

development for the ADPSO
and other staff members as
required

Conduct ADP security
awareness overview for
activity personnel

Develop and monitor an
ADP security training program
implementing activity
training requirements

x

x

Present periodic security and x x
training instruction to
management, operational
personnel, and users

Arrange and schedule training
courses, seminars, and sympo-
siums for those involved
in ADP (managers, staff, opera-
tors and users)

Prepare and disseminate
ADP security related
material and literature

x

x

Conduct training in contingency x
planning and implementation

Provide input to the’ x x
activity budget for ADP
security training

x

x

x

x

x

x

x

x x

x x

x x

x x

x

—.

* If this ADP security position is not assigned, these training
responsibilities remain with the ADPSO.

FIGURE 10-1
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CHAPTER 11

DON ADP SECURITY PROGRAM DEVELOPMENT

11.1 GENERAL. The DON ADP Security Manual has been written to
provide assistance and direction in developing and applying cost-
effective security measures for the protection of DON ADP assets.

The field of ADP security is constantly changing as ADP technology
evolves. Feedback from Navy ADP activities is essential to keeping
the DON ADP Security Program current. Activities are encouraged
to provide input based on field activity implementation in order
to improve the ADP Security Program and this manual..

11.2 ACTIVITY ASSISTANCE. This manual provides centralized
guidance and uniform policy for all aspects of ADP security.
Activities may require assistance in applying the provisions of
this instruction to their specific situations. COMNPVDAC can
provide assistance in the interpretation and activity implemen-
tation of this instruction.

11.3 SPECIFIC COMMENTS ON THE DON ADP SECURITY PROGRAM.
Improvements in the ADP Security Program depend largely upon
feedback from DON APP activities. Specific comments on the
program and this manual are encouraged and should be addressed
to:

Commander
Naval Data Automation Command
(Code 50)
Washington Navy Yard
Washington, DC 20374

11.4 PROBLEM REPORTS. The purpose of Problem Reports is to help
prevent or overcome ADP security problems. DON personnel who
have knowledge of such pzoblems may submit a report to COMNAVDAC,
at the address provided in paragraph 11.3. These reports need not
be signed. They should provide sufficient detail to clearly
describe the problem and any recommended solutions. All reports
will be considered for appropriate action.
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CHAPTER 12

COMPUTER SECURITY EVALUATION CENTER

12.1 GENERAL. This chapter identifies policy guidance to DON
act~vities and assigns responsibilities for the technical evaluation
of computer systems and network security and related technical
research within DON and DOD. This chapter implements reference
(c) within DON and integrates the DOD instruction into the DON
ADP Security Program.

12.2 BACKGROUND. An initiative sponsored by the Under Secretary
of Defense for Research and Engineering (USD/R&E), in coordination
with the Military Departments and Agencies, established the DOD
Computer Security Evaluation Center (CSEC). The center acts as
the DOD focal point for technical ADP security issues concerning
research and development (R&D), evaluation, and use of trusted
(secure) computer hardware/software systems. These trusted
systems and products would be used for the protection of sensitive
and classified DON/DOD information and data. The organization
was established through DOD Directive 5215.1, DOD Computer Security
Evaluation Center.

12.3 RESPONSIBILITIES. The Director, National Security Agency
(NSA), in cooperation with USD/R&E, will:

Establish and operate the CSEC as a separate and unique
enti~~ within NSA.

b. Establish and maintain technical standards and criteria
for the evaluation of trusted computer systems.

c. Provide assistance to the DOD components in the application
of the technical standards and criteria.

d. Conduct evaluations
and maintain and publish an
suitable for use by the DOD

e. Conduct and sponsor

of selected trusted computer systems
Evaluated Products List of those
components.

generic R&D for trusted computer
systems and for computer security evaluation and verification
methods and techniques.

f. Provide assistance to the Navy by conducting evaluations
of selected Navy and Navy contractor trusted computer systems in
response to requests from COMNAVDAC.

9* Serve as the DOD principal technical point of contact on
trusted computer system matters.

12-1
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12.4 The Director, Information Systems Division (OP-945) will
act as the official of primary responsibility and is the designated
DON focal point for interaction with the CSEC, and shall represent
DON at the annual DOD Steering Committee meeting.

12.5 COMNAVDAC is assigned the responsibility of assisting OP-
945 at the annual DOD Steering Committee meeting. COMNAVDAC shall
provide representation on the CSEC Program Working Group (PWG)
and be the central point of contact for all DON activities in
their dealings with the CSEC.

12.6 CHNAVMAT, acting through COMNAVELEXSYSCOM, is assigned the
responsibility of providing DON representation on the CSEC Technical
Review Group (TRG).

12.7 ACTION. Any Navy activity wishing to propose a computer
security R&D project(s) for consideration shall contact COMNAVDAC
(Code 51) for prescribed format, submission, and time requirements.
COMNAVELEXSYSCOM will consolidate all DON ADP Security R&D
requirements and forward them via COMNAVDAC to CNO (OP-945) for
consideration in the DON unique and DOD Generic Computer Security
R&D POM Program. OP-945 will forward the DOD generic R&D POM
projects to CSEC. COMNAVDAC will provide feedback to all Navy
activities and DON program managers on the ADP security products
that have been sanctioned by CSEC for DOD/Navy use.

—

12.8 POINT OF CONTACT. Specific questions or comments on the
DON/DOD/CSEC ADP Security R&D Program should be addressed to:
Commander, Naval Data Automation Command (Code 51), Washington
Navy Yard, Washington, D.C. 20374 (AUTOVON 288-4915).

12-2
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APPENDIX A

PART I

DEFINITIONS

Definitions contained herein apply to the entire Department of
the Navy (DON). In cases where the term has been defined by higher
authority, the higher authority definition supersedes the DON
definition.

ACCEPTABLE LEVEL OF RISK. A judicious and carefully considered
assessment by the appropriate Designated Approving Authority (DAA)
that an automatic data processing (ADP) activity or network meets
the minimum requirements of applicable security directives and
the provisions of this manual. The assessment should take into
account the value of ADP assets; threats and vulnerabilities;
countermeasures and their efficacy in compensating for vulnera-
bilities; and operational requirements. (DON)

ACCESS . The ability and the means to approach, communicate with
(input to or receive output from), or otherwise make use of any
material or component in an ADP system. Personnel only receiving
computer output products from the ADP system and not inputting to
or otherwise interacting with the system (i.e., no “hands on” or
other direct input or inquiry capability) are net considered to
have ADP system access and are accordingly not subject to the
personnel security requirements of this manual. Such output
products, however, shall either be reviewed prior to dissemi-
nation or otherwise determined to be properly identified as to
content and classification. (reference (a))

ACCREDITATION . A policy decision by the responsible DAA resulting
in a formal declaration that appropriate security countermeasures
have been properly implemented for the ADP activity or network,
so that the activity or network is operating at an acceptable
level of risk. The accreditation should state the mode of opera-
tion and any operating limitations applicable to the ADP activity
or network. (DON)

ACTIVITY. See NAVAL ACTIVITY.

ADMINISTRATIVE SECURITY. The management constraints; operational,
administrative, and accountability procedures; and supplemental
controls established to provide an acceptable level of protection
for data. Synonymous with procedural security. (FIPS PUB 39)
(JNOTAL)
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ADP ASSETS. See ADP RESOURCES.

—

ADP RESOURCES. All ADP equipment, personnel, software, supplies,
facilities, and data/information used to support an automated
pro~ess or function. (DON)

ADP SECURITY DOCUMENTATION. Documents which describe an activity’s
ADP security posture and include risk assessment plans and reports~
security test and evaluation plans and reports~ Inspector General
inspection reports and findings, incident reports, contingency
plans and test results, and standard operating procedures. (DON)

ADP SECURITY. Measures required to protect against unauthorized
(accidental or intentional) disclosure, modification, or destruc-
tion of ADP systems and data, and denial of service to process
data. ADP security includes consideration of all hardware/software
functions, characteristics, and/or features; operational procedures~
accountability procedures, and access controls at the central
computer facility, remote computer, and terminal facilities; manage-
ment constraints; physical structures and devices; and personnel
and communication controls needed to provide an acceptable level
of risk for the ADP system and for the data or information contained
in the system. (DON)

ADP SECURITY OFFICER (ADPSO). See ADP SECURITY STAFF.

ADP SECURITY STAFF. Individuals assigned and functioning as action
officials for ADP security within their respective organization:

ADP Security Officer (ADPSO)
ADP Systems Security Officer (ADPSSO)
Network Security Officer (NSO)
Terminal Area Security Officer (TASO)
Office Information System Security Officer (01SS0) (DON)

ADP SYSTEM. An assembly of computer equipment, facilities? per-
sonnel, software, and procedures configured for the purpose of
classifying, sorting, calculating, computing, summarizing? storin9f
and retrieving data and information with a minimum of human inter-
vention. An ADP system as defined for purposes of this instruction
is the totality of automatic data processing equipment (ADPE) and
includes:

.-
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a. General and special purpose computers (e.g., digital,
analog, or hybrid computer equipment) ;

b. Commercially available components, those produced as a
result of research and development, and the equivalent systems
created from them, regardless of size, capacity, or price, which
are utilized in the creation, collection, storage, processing,
communication, display, or dissemination of data;

c. Auxiliary or accessorial equipment, such as data communi-
cations terminals, source data automation recording equipment
(e.g., optical character recognition equipment, paper tape type-
writers, magnetic tape cartridge typewriters, and other data
acquisition devices) , data output equipment (e.g. digital plotters
and computer output microfilmers) , etc., to be used in support of
digital, analog, or hybrid computer equipment, either cable-
connected, wire-connected, or self-standing;

d. Electrical accounting machines used in conjunction with
or independently of digital, analog, or hybrid computers; and

e. Computer equipment which supports or is integral to a
weapons system. (reference (a))

ADP SYSTEM SECURITY OFFICER (ADPSSO). See ADP SECURITY STAFF.

ANNUAL LOSS EXPECTANCY (ALE). The ALE of an ADP system or activity
is the expected yearly dollar value loss from the harm to the
system or activity by attacks against its assets. (DON)

ARREST . The discovery of user activity not necessary to the normal
processing of data which might lead to a violation of system security
and force termination of the processing. (reference (b))

ASSET . Any software, data, hardware, administrative, physical
communications, or personnel resource within an ADP system of
activity. (DON) See ADP RESOURCES.

ATTACK . The realization of a threat. How often a threat is realized
depends on such factors as the location, type, and value of infor-
mation being processed. Thus, short of moving the system or facility
or radically changing its mission, there is usually no way that
the level of protection can affect the frequency of attack. The
exceptions to this are certain human threats where effective security
measures can have a deterrent effect. The fact that an attack is
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made does not necessarily mean that it will succeed. The degree
of success depends on the vulnerability of the system or activity
and the effectiveness of existing countermeasures. (DON)

AUDIT . To conduct the independent review and examination of system
records and activities in order to test for adequacy of system
controls, to ensure compliance with established policy and opera-
tional procedures, and to recommend any indicated changes in
controls, policy, or procedures. (DON)

a, Internal Security Aduit. An audit conducted by personnel
responsible to the management of the organization being audited.

b. External Security Audit. An audit conducted by an organi-
zation independent of the one being audited. (FIPS PUB 39) (NOTAL)

AUDIT TRAIL. A chronological record of system activities which
is sufficient to enable the reconstruction, review, and examination
of the sequence of events leading towards a particular final result.
(DON)

BACKUP PLAN. See CONTINGENCY PLANS.

BREACH . The successful and repeatable defeat of security controls
with or without an arrest, which if carried to consummation, could
result in a penetration of the system. Examples of breaches are:

a. Operation of user code in master mode.

b. Unauthorized acquisition of identification password or
file access passwords.

c, Accessing a file without using prescribed operating system
mechanisms.

d. Unauthorized access to tape library. (reference (b))

BRIEFING. Explanation by a test team of the techniques, procedures,
and requirements for the testing and evaluation of a specific
system. (reference (b))

BROWSING. The act of searching through storage to locate or acquire
information without necessarily knowing of the existence or the
format of the information being sought. (DON)
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CENTRAL COMPUTER FACILITY. One or more computers with their
peripheral and storage units, central processing units, and
communications equipment in a single controlled area. This does
not include remote computer facilities, peripheral devices, or
terminals which are located outside the single controlled area
even though they are connected to the central computer facility
by approved communication links. (reference (b))

CERTIFICATION. The technical process evaluation, made as part of
and in support of the accreditation process, whereby a procedure,
program, system component, or system is shown to be secure; i.e.,
that the security design specifications are correct and have been
properly implemented. Certification is performed by independent
technical personnel according to an acceptable standard of proof
such that the level of security protection is identified with
regard to a procedure, program, system component, or system. (DON)

CLASSIFIED DATA/INFORMATION. Official data which has been deter-
mined to require protection in the interests of national security.
(DON)

COMMANDING OFFICERS. Includes “heads of Navy commands and
activities,” “Commanders ,“ “officers in charge,” “naval represen-
tatives,” “directors,” “inspectors,” and any other title assigned
to an individual, military or civilian, who, through command status,
position, or administrative jurisdiction, is the senior line manage-
ment official of a naval operating unit or shore activity as listed
in the Standard Navy Distribution List (SNDL), Parts I and II.
(DON) For the purpose of this instruction, the term “commanding
officer” includes contracting officers who are responsible for
administering ADP contracts covered by this instruction.

COMMUNICATIONS SECURITY. The protection resulting from all measures
designed to deny unauthorized persons information of value which
might be derived from the possession and study of telecommunications,
or to mislead unauthorized persons in their interpretation of the
results of such possession and study. Also called COMSEC. Communi-
cations security includes cryptosecurity, transmission security,
emission security, and physical security of communications security
materials and information. (DON)

COMPARTMENTED INTELLIGENCE/SENSITIVE COMPARTMENTED INFORMATION
(SCI). Includes only that intelligence material having special
controls indicating restrictive handling for which systems of
compartmentation of handling are formally established. S1 and TK
are two types of SCI. (reference (b))
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COMPARTMENTED SECURITY MODE. See MODES OF OPERATION.

COMPROMISE. An unauthorized disclosure or loss of sensitive defense
data. (FIPS PUB 39) (NOTAL)

COMPROMISING EMANATIONS. Unintentional data relayed or intelligence-
bearing signals which, if intercepted and analyzed, disclose the
classified information transmission received, handled or otherwise
processed by any information processing equipment. TEMPEST is an
unclassified short name referring to investigations and studies
of compromising emanations. It is sometimes used synonymously
for the “compromising emanations.” (DON)

COMPUTER NETWORK. See NETWORK.

CONFIGURATION MANAGEMENT. The use of procedures appropriate for
controlling changes to a system’s hardware and software structure
for the purpose of insuring that such changes will not lead to
decreased data security. (DON)

CONTAINED. “Contained” refers to a state of being within limits,
as within system bounds, regardless of purpose or functions, and
includes any state of storage, use, or processing. (reference (a))

CONTINGENCY PLANS. A plan for emergency response, backup operations,
and post-disaster recovery maintained by an ADP activity as a
part of its security program. A comprehensive consistent statement
of all the actions (plan) to be taken before, during, and after a
disaster (emergency condition), along with documented, tested
procedures which, if followed, will ensure the availability of
critical ADP resources and which will facilitate maintaining the
continuity of operations in an emergency situation. (DON)

CONTRAC”’OR ACTIVITY. See NAVAL ACTIVITY.

CONTROLLED AREA. An area within which uncontrolled movement does
not permit access to classified information and which is designed
for the principal purpose of providing administrative control,
safety, or a buffer area of security restrictions for Limited
Exclusion Areas. This area may be protected by physical security
measures, such as sentries and fences. (Military Handbook 232)
(NOTAL)

CONTROLLED SECURITY MODE. See MODES OF OPERATION.

COUNTERMEASURE . Any action, device, procedure, technique, or
other measure that reduces the vulnerability of an ADP system or
activity to the realization of a threat. (DON)
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CUSTOMER . See USER.

DATA INTEGRITY. The state that exists when computerized data is
the same as that in the source documents and has not been exposed
to accidental or intentional modification, disclosure, or destruc-
tion. (FIPS PUB 39) (NOTAL)

DATA LEVEL. (DON)

a. Level I. Classified data.

b. Level II. Unclassified data requiring special protection;
for example, Privacy Act, For Official Use Only, technical
documents restricted to limited distribution.

c. Level III. All other unclassified data.

DATA SECURITY. The protection of data from unauthorized (acciden-
tal or intentional) modification, destruction, or disclosure.
(FIPS PUB 39) (NOTAL)

DEBRIEFING. The test team oral exit report of its evaluation of
the security features of the ADP system. (reference (b))

DEDICATED SECURITY MODE. See MODES OF OPERATION.

DEGAUSS. To apply a variable, alternating current (AC) field for
the purpose of demagnetizing magnetic recording media. The process
involved increases the AC field gradually from zero to some maximum
value and back to zero, which leaves a very low residue of magnetic
induction on the media. (FIPS PUB”39) (NOTAL)

DESIGNATED APPROVING AUTHORITY (DAA). An official assigned respon-
sibility to accredit ADP elements, activities, and networks under
the official’s jurisdiction. (DON)

DISASTER PLAN. See CONTINGENCY PLANS.

EMERGENCY PLAN. See ~ONTINGENCY PLANS.

ESCORT(S). Duly designated personnel who have appropriate clearances
and access authorizations for the material contained in the system
and are sufficiently knowledgeable to understand the security
implications of and to control the activities and access of the
individual being escorted. (reference (b))
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EVALUATOR(S) . Personnel specifically designated to participate
in the test team review, analysis, testing, and evaluation of the
security features of an ADP system. (reference (a))

EVALUATION. The evaluator’s report to the Designated Approving
Authority describing the investigation and test procedures used
in the analysis of the ADP system security features. Includes a
description and results of tests used to support or refute specific
system weaknesses that would permit the acquisition of identifiable
classified material from secure or protected data files. (refer-
ence (a))

FIRMWARE. A method of organizing the ADP system’s control hardware
in a microprogrammed structure rather than as wired circuitry
such that the method falls in neither the software nor the hardware
subsystems. Microprograms are composed of micro-instructions,
normally implemented in read-only control storage, to directly
control the sequencing of computer circuits at the detailed level
of the single machine instruction. For the purposes of this manual,
the firmware or microprogramming handling security and related
control functions shall be alterable only within the Central
Computer Facility and only under conditions that are controlled
by specifically designated personnel. It shall not be alterable
by users or by software. Particular care and evaluation are
accordingly required where writable control storage is employed
in the microprogram control storage. (reference (b))

FRONT-END PROCESSOR. A computer associated with a host computer
that performs preprocessing functions. It may perform line control,
message handling, code conversion, error control, data control,
data management, and terminal handling. (DON)

HANDLED. (As in “Data handled.”) Stored, processed or used in
an ADP system or communicated, displayed, produced, or disseminated
by an ADP system. (DON)

HARDWARE SECURITY. Computer equipment features or devices used
in an ADP system to preclude unauthorized accidental or intentional
modification, disclosure, or destruction of ADP resources. (DON)

INTELLIGENCE . The product resulting from the collection, evalu-
ation, analysis, integration, and interpretation of all information
concerning one or more aspects of foreign countries or areas,
which is immediately or potentially significant to the development
and execution of plans, policies, and operations. (reference (b))
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INSTALLATION . See NAVAL INSTALLATION.

INVESTIGATIONS . The review and analysis of system security features
(e.g., the investigation of system control programs using flow
charts, assembly listings, and related documentation) to determine
the security provided by the operating system. (reference (b))

LEVEL I. See DATA LEVEL.

LEVEL II. See DATA LEVEL.

LEVEL III. See DATA LEVEL.

MATERIAL. “Material” refers to data processed, stored, or used in
and information generated by an ADP system regardless of form or
medium, e.g., programs, reports, data sets or files, records, and
data elements. (reference (a))

MODES OF OPERATION. The security environment and method of operating
an ADP system or network. The following modes of operation are
applicable to this instruction:

a. Compartmented Mode. Utilization of a resource-sharing
computer system for the concurrent processing and/or storage of:
(1) two or more types of sensitive compartmented information (SCI),
or (2) any type of SCI with other than SCI. For DON purposes,
the compartmented mode should be considered equivalent to multi-
level mode. (DON)

b. Controlled Security Mode

(1) An ADP system is operating in the controlled security
mode when at least some personnel (users) with access to the system
have neither a security clearance nor a need-to-know for all clas-
sified material then contained in the ADP system. However, the
separation and control of users and classified material on the
basis, respectively, of security clearance and security classifi-
cation is not essentially under operating system control as in
the multilevel security mode.

(2) This mode presents an alternative to encourage ingenuity
in meeting the security requirements of this instruction in a
manner less restrictive than the dedicated and system high security
mode, but at a level of risk lower than that generally associated
with the true multilevel security mode. This is accomplished by
the implementation of explicit augmenting measures that reduce or
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remove a substantial measure of system software vulnerabilities
together with specific limitation of the personnel security clear-
ance levels of users permitted concurrent access to the system.

(a) Examples of measures that augment or enhance the
system by reducing or removing system software vulnerabilities
and associated risk include the employment of hardware and/or
firmware that is alterable only at the Central Computer Facility,
for critical system security functions; employment of hardware/
operating systems or system architectures that manifest reduced
system software vulnerabilities and risk; interconnection of remote
terminals via one-way hardware and/or firmware information commu-
nications wherein substantive information can only be transmitted
in one direction (some circuits require two-way communication for
certain control information in order to receive substantive infor-
mation properly-- these may be considered one-way circuits when it
is determined that only control information can be transmitted in
two directions); assignment of terminal security officers in remote
terminal areas not protected as required for the highest classi-
fication category, most restrictive type(s) of material then being
handled by the system wherein the terminal security officer has a
security clearance for that highest level; system splitting via
hardware and/or firmware alterable only at the Central Computer
Facility; and/or limitation on user capabilities, such as restric-
tion to fixed query access only or the prohibition of user assembled
and machine language programming.

(b) Consideration shall also be given to the specific
limitation of the number of separate personnel security clearance
levels of users permitted concurrent access to the system to no
more than three adjacent levels, including uncleared. For example,
permitting access by uncleared users as well as users with Confi-
dential and Secret security clearances or by users with Secret
and Top Secret security clearances and formal access authorizations
for additionally restrictive types of classified material. Certain
such additionally restrictive types of classified material may
replace other limitations or requirements on the foregoing.
(reference (b))

c. Dedicated Security Mode. An ADP system is operating in
the dedicated security mode when the Central Computer Facility
and all of its connected peripheral devices and remote terminals
are exclusively used and controlled by specific users or group of
users having a security clearance and need-to-know for the
processing of a particular category(ies) and type(s) of classi-
fied material. (reference (a))
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d. Multilevel Security Mode. An operation under an operating
system (supervisor or executive program) which provides a capability
permitting various categories and types of classified materials
to be stored and processed concurrently in an ADP system and
permitting selective access to such material concurrently by
uncleared users and users having differing security clearances
and need-to-know. Separation of personnel and material on the
basis of security clearance and need-to-know is accordingly
accomplished by the operating system and associated system
software. In a remotely accessed resource-sharing system, the
material can be selectively accessed and manipulated from
variously controlled terminals by personnel having different
security clearances and need-to-know. This mode of operation can
accommodate the concurrent processing and storage of (1) two or
more levels of classified data, or (2) one or more levels of
classified data with unclassified data depending upon the
constraints placed on the system by the Designated Approving
Authority. (reference (a))

. System High Security Mode. An ADP system is in the system
highesecurity mode when the Central Computer Facility and all of
the connected peripheral devices and remote terminals are protected
in accordance with the requirements for the highest classification
category and type of material then contained in the system. All
personnel having ADP system access shall have a security clearance
but not necessarily a need-to-know for all material then contained
in the system. In this mode, the design and operation of the ADP
system must accordingly provide for the control of concurrently
available classified material in the system on the basis of need-
to-know. (reference (a))

f. Limited ADP Access Security Mode. An ADP system or network
is operating in the limited access security mode when the type of
data being processed is categorized as unclassified and requires
the implementation of special access controls to restrict the
access to the data only to individuals who by their job function
have a need to access the data. (DON)

MULTILEVEL SECURITY MODE. See MODES OF OPERATION.
!

NAVAL ACTIVITY. A naval activity is any unit of the Naval
Establishment, of distinct identity, and established under an
officer in command or in charge by direction from appropriate
authority. This definition encompasses, but is not necessarily
limited to the following:

a. Operating forces of the Navy; unified and specified commands;
and U.S. elements of international commands as published in the
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Standard Navy Distribution List (SNDL), Part 1, OPNAV Publication
PO9B22-107.

b. Naval shore activities as published in Catalog of Naval
Shore Activities (SNDL, Part 2), OPNAV Publication PO9B2-105.

c. Ships being constructed or converted as shown in the Naval
Sea Systems Command Monthly Progress Report for Shipbuilding and
Conversion (NAVSEA 250-574) (NOTAL).

d. Shore activities being established as reported in periodic
OPNAV Notices 5450.

e. Miscellaneous detachments, operating locations, etc. , or
the activities reflected in the publications described in sub-
paragraphs a and b.

f. Commercial firms performing on Department of the Navy
contracts.

9* Segments of the activities referred to in subparagraphs a
through e above performing missions or functions that must be
specifically identified in the Department of the Navy planning,
programming, and budgeting system. (DON)

NAVAL INSTALLATION. A naval installation consists of two or more
naval activities, one of which is responsible for the physical
security perimeter which separates the entire grouping from non-
Naval areas and activities. (DON) (NAVCOMPT Manual Vol. II)

NEED-TO-KNOW . The necessity for access to, knowledge of, or
possession of certain information required to carry out official
duties. Responsibility for determining whether a person’s duties
require that possession of or access to such information and
whether the individual is authorized to receive it rests upon the
individual having current possession, knowledge, or control of
the information involved and not upon the prospective recipient(s).
(DON)

NETWORK. This is the interconnection of two or more ADP central
computer facilities that provides for the transfer or sharing of
ADP resources. The ADP network consists of the central computer
facilities, the remote terminals, the interconnecting communication
links, the front-end processors, and the telecommunications systems.
(DON)

NETWORK SECURITY OFFICER (NSO). See ADP SECURITY STAFF.
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OFFICE INFORMATION SYSTEM (01S). Any electronic system which is
designed specifically for the purpose of and is being used primarily
for office information applications. Office information applica-
tions are those functions normally performed in an office environ-
ment dealing with documents-- including reports, memoranda, notes,
correspondence, letters, messages, files, records, forms, working
papers, and other textual information. Office information appli-
cations include document preparation (word processing) , document
storage, document retrieval, document manipulation (sorting,
indexing, etc.) , and distribution (electronic mail). Office
information system equipment (OISE) excludes typewriters, office
copy machines, and other devices which have no text editing capa-
bility as well as general purpose and specially designed ADPE
which is designed primarily to be applied through the internal
execution of a series of instructions-- not limited to specific
key-stroke functions, but controlled by a general purpose data
processing language--to process a variety of applications such as
financial management, logistics, scientific, communications, and
the like. (DON)

OFFICE INFORMATION SYSTEM SECURITY OFFICER (01SS0). See ADP
SECURITY STAFF.

OPERATING SYSTEM (0/S). An integrated collection of service
routines for supervising the sequencing and processing of programs
by a computer. Operating systems control the allocation of resources
to a user and their programs and play a central role in ensuring
the secure operation of a computer system. Operating systems may
perform debugging, input-output, accounting, resource allocation,
compilation, storage assignment tasks, and other “system” related
functions. Synonymous with terms such as “Monitor,” “Executive,”
“Control Program,” and “Supervisor.” (reference (a))

ORIENTATION . The formal and informal presentations and discus-
sions with the authority responsible for the ADP system which
supplement the information in the initial security testing and
evaluation (ST&E) request. They provide system evaluators with
an introduction to the operating environment, the techniques used
to provide system security, the identify and location of documen-
tation describing the implementation of system security measures
(e.g., 0/S modifications, etc.) , and the techniques available to
demonstrate the effectiveness of such measures. (reference (a))

PASSWORD. A protected word or string of characters that identifies
or authenticates a user for access to a specific resource such as
a data set, file, or record. (DON)
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PENETRATION . The successful and repeatable extraction and identi-
fication of recognizable information from a protected data file
or data set without any attendant arrests. (reference (b))

PERSONAL DATA. Data about an individual including, but not limited
to, education, financial transactions, medical history, qualifi-
cations, service data, criminal or employment history which ties
the data to the individual’s name, or an identifying number, symbol,
or other identifying particular assigned to the individual, such
as a finger or voice print or a photograph. (DON)

PERIODS PROCESSING. Processing data of a given classification
level during a period of time and data of a different classifi-
cation during a different period of time. Also applies to changing
security mode of operation. (DON)

PERSONNEL SECURITY. The procedures established to ensure that
each individual has a background which indicates a level of assur-
ance of trustworthiness which is commensurate with the value of
ADP resources which the individual will be able to access. (DON)

PHYSICAL CONTROL ZONE. Defined as the space surrounding equipment
which processes classified information that is under sufficient
physical and technical control to preclude a successful hostile
intercept of compromising emanations from within this space. (DON)

PHYSICAL SECURITY. Physical security is the protection of a material
entity (property) from disruption of its safe and secure state
and is concerned with physical measures designed to safeguard
personnel, to prevent unauthorized access to equipment, facilities,
material, and documents, and to safeguard them against espionage~
sabotage, damage, and theft.

a. The use of locks, badges, and similar measures to control
access to the central computer facility.

b. The measures required for the protection of the structures
housing the central computer facility from damage by accident,
fire, environmental hazards, loss of utilities, and unauthorized
access. (DON)

PROCEDURAL SECURITY. See ADMINISTRATIVE SECURITY.

REVIEW AND APPROVAL. The process whereby information pertaining
to the security and integrity of an ADP activity or network is
collected, analyzed, and submitted to the appropriate DAA for
accreditation of the activity or network. (DON)
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RESOURCE-SHARING COMPUTER SYSTEM. A computer system which uses
its resources, including input\output (1/0) devices, storage,
central processor (arithmetic and logic units) , control units,
and software processing capabilities, to enable one or more users
to manipulate data and to process co-resident programs in an
apparently simultaneous manner. The term includes systems with
one or more of the capabilities commonly referred to as timesharing,
multiprogramming, multi-accessing, multiprocessing, or concurrent
processing. (reference (a))

REMOTELY ACCESSED RESOURCE-SHARING COMPUTER SYSTEM. A computer
system which includes one or more central processing units, periph-
eral devices, remote terminals, and communications equipment or
interconnection links, and allocates its resources to one or more
users, and which can be entered from terminals located outside
the central computer facility. (reference (b))

RISK ASSESSMENT. An analysis of system assets and vulnerabilities
to establish an expected loss from certain events based on estimated
probabilities of the occurrence of those events. The purpose of
a risk assessment is to determine if countermeasures are adequate
to reduce the probability of loss or the impact of loss to an
acceptable level. (DON)

SECURITY INSPECTION. An examination of an ADP system to determine
compliance with ADP security policy, procedures, and practices.
(DON)

SECURITY MODE. See MODE OF OPERATIONS.

SECURITY SPECIFICATIONS. A detailed description of the counter-
measures required to protect an ADP activity or network from
unauthorized (accidental or unintentional) disclosure, modifi-
cation, and destruction of data, or denial of service. (DON)

SECURITY TEST & EVALUATION (ST&E). An examination and analysis
of the security features of an ADP activity or network as they
have been applied in ,an operational environment to determine the
security posture of the activity or network upon which an accredi-
tation can be based. (DON)

SENSITIVE BUSINESS DATA. Data which requires protection under
Title 18, USC 1905, and other data which by its nature requires
controlled distribution or access for reasons other than the fact
that it is classified or personal data. Sensitive business data
is recognized in the following categories:
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a. For Official Use Only-Requiring confidentiality of infor-
mation derived from Inspector General, authority, or other inves-
tigative activity.

b. Financial--Requirin”g protection to ensure the integrity
of funds or other fiscal assets.

c. Sensitive Management --Requiring protection to defend
against the loss of property, material, or supplies or to defend
against the disruption of operations or normal management practices,
etc.

d. Proprietary --Requiring protection to protect data or infor-
mation in conformance with a limited rights agreement or which is
the exclusive property of a civilian corporation or indivdual and
which is on loan to the Government for evaluation or for its proper
use in adjudicating contracts.

e. Privileged--Requiring protection for conformance with
business standards or as required by law. (Example: Government-
developed information involving the award of a contract.) (DON)

SENSITIVE COMPARTMENTED INFORMATION (SCI). See COMPARTMENTED
INTELLIGENCE .

SPECIAL ACCESS PROGRAMS. Any programs imposing need-to-know or
related security requirements or constraints which are beyond
those normally provided for the protection of information clas-
sified in one of the three security classification designations;
i.e., CONFIDENTIAL, SECRET, or TOP SECRET. Such a ~rogram includes,
but is not limited to, special clearance, adjudicative, or inves-
tigative requirements, special designation of officials authorized
to determine need-to-know, or special lists or briefings of persons
determined to have a need-to-know. SIOP-ESI is an example of a
DOD Special Access Program. Other sources of additional access
control or other pertinent security requirements, not generally
applicable to the same security classification category within
DOD , include: (a) the Atomic Energy Act of 1954; (b) procedures
based on International Treaty requirements; and (c) programs for
the collection of foreign intelligence or under the jurisdiction
of the National Foreign Intelligence Board or the U.S. Communi-
cations Security Board. (reference (b))

Note - These programs within the DON will be identified by CNO
(OP-009D) as described in reference (g).

ST&E TOOLS AND EQUIPMENT. Specialized techniques, procedures,
criteria, standards, programs, or equipment accepted by qualified
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security testing and evaluating (ST&E) personnel for uniform or
standard use in testing and evaluating the secure features of ADP
systems or networks. (reference (b))

SYSTEM HIGH SECURITY MODE. See MODES OF OPERATION.

TEMPEST. See COMPROMISING EMANATIONS.

TERMINAL AREA SECURITY OFFICER (TASO). See ADP SECURITY STAFF.

THREAT . Any circumstance or event with the potential to cause
harm to the ADP system or activity in the form of destruction,
disclosure, and modification of data, or denial of service. A
threat is a potential for harm. The presence of a threat does
not mean that it will necessarily cause actual harm. Threats
exists because of the very existence of the system or activity
and not because of any specific weakness. For example, the threat
of fire exists at all facilities, regardless of the amount of
fire protection available. (DON)

USER . A person or organization receiving products or services
produced by a ADP system either by access to the system or by
other means. (DON)

VALIDATION. That portion of the development of specialized ST&E,
procedures, tools, and equipment needed to establish acceptance
for joint usage by one or more DOD components or their contractors.
Such action will include, as necessary, final development, evalu-
ation, and testing, leading to acceptance by senior ST&E staff
specialists of the three Military Departments or a Defense Agency,
and approval for joint usage by the Deputy Under Secretary of
Defense for Policy Review. (reference (b))

WLNERABILITY. A weakness in the physical layout, organization,
procedures, personnel, management, administration, hardware, or
software that may be exploited to cause harm to the ADP system or
activity. The presence of a vulnerability does not in itself
cause harm; a vulnerability is merely a condition or set of condi-
tions that may allow the ADP system or activity to be harmed by
an attack. (DON)
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APPENDIX A

AADPSP

ADP

ADS

AGCY

ADPSO

ADPSSO

AIS

ALE

ASD

c

CDA

CFR

CHNAVMAT

co

COMNAVDAC

COMNAVELEXSYSCOM -

COMNAVSECGRU -

PART II

ACRONYMS

Activity Automatic Data Processing
Security Plan

Automatic Data Processing (See EDP)

Automatic Data System(s) (See AIS)

Agency (Generally, Department of
Defense, or Service (Navy Agency),
Defense Communications Agency)

Automatic Data Processing Security
Officer

Automatic Data Processing System
Security Officer

Automated Information System

Annual Loss Expectancy

Assistant Secretary of Defense

Confidential

Central Design Agency

Code of Federal Regulations

Chief of Naval Material Command

Commanding Officer

Commander, Naval Data Automation
Command

Commander, Naval Electronic Systems
Command

Commander, Naval Security Group
Command
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COMSEC

CNO

CPU

CRT

Css

C31

DAA

DBMS

DCI

DCID

DES

DIA

DIAM

DOD

DON

DNI

DPPSO

EDP

EMSEC

ESI

FIPS

Communications Security

Chief of Naval Operations

Central Processing Unit

Cathode Ray Tube

Chief of Security Services

Command, Control,Communications,
and Intelligence

Designated Approving Authority

Data Base Management System

Director of Central Intelligence

Director of Central Intelligence
Directive

Data Encryption Standard

Defense Intelligence Agency

Defense Intelligence Agency Manual

Department of Defense

Department of the Navy

Director of Naval Intelligence

Data Processing Program Support
Organization

Electronic Data Processing

Emanations Security

Extremely Sensitive Information

Federal Information Processing
Standard (National Bureau of
Standards)

FOUO For Official Use Only
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FPMR

FPR

GAO

GKI

IG

I/0

JCS

MCO

NACSEM

NARDAC

NAVAUDSVC

NAVDAC

NESEC

NIC

NIS

NMC

NOTAL

NSA

NSA/CSS

NSO

NTS

Federal Property Management
Regulations

Federal Procurement Regulations

General Accounting Office

General Kinetics, Inc.

Inspector General

Input/Output

The Joint Chiefs of Staff

Marine Corps

National Communications Security/
Emanations Security Information

Navy Regional Data Automation
Center

Naval Audit Service

Naval Data Automation Command

Naval Electronic Systems
Engineering Center

Naval Intelligence Command

Naval Investigative Service

Naval Material Command

Not Transmitted to All

National Security Agency

National Security Agency/
Chief of Security Services

Network Security Officer

Naval Telecommunications System
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01S

01SS0

OMB

OPR

OP-009

OP-942

PCM

PDA

PDS

POA&M

PPBS

RDT&E

ROI

s

SCA

SCI

SIGINT

SIOP

SIOP-ESI

ST&E

TASO

Office Information System

Office Information System
Security Officer

Office of Management and Budget

Office of Primary Responsibility

Office of Naval Intelligence

Command and Control Support Systems
and Information Systems Division

Punched Card Machine

Principal Design Agency (See CDA)

Protected Distribution System

Plan of Action and Milestones

Planning, Programming, and
Budgeting System

Research, Development, Test, and
Evaluation

Return on Investment

Secret

Service Cryptologic Agencies

Sensitive Compartmented Information

Signal Intelligence

Single Integrated Operational Plan

Single Integrated Operational Plan-
Extremely Sensitive Information

Security Test and Evaluation

Terminal Area Security Officer
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TCB

TLS

TS

u

UCMJ

UIC

USSID

Usss

VMM

WASSO

WwMccs

Trusted Computer Base

Top-Level Specification

Top Secret

Unclassified

Uniform Code of Military Justice

Unit Identification Code

United States Signals Intelligence
Directive

United States SIGINT System

Virtual Machine Monitor

WWMCCS ADP System Security Officer

World Wide Military Command and
Control System
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APPENDIX B

ADP SECURITY BIBLIOGRAPHY

B.1 INTRODUCTION. The following documents, listed by the organi-
zation responsible for their promulgation, provide security policy
and procedures for the safeguarding of data handled by DON ADP
systems. Unless otherwise indicated, copies of the listed docu-
ments may be obtained from:

Commanding Officer
Navy Publications and Forms Center
Attn: Code 3015
5801 Tabor Avenue
Philadelphia, PA 19120

B.2 DEPARTMENT OF DEFENSE DOCUMENTS. The following security
documents apply to all DOD components and contractors providing
ADP support to DOD:

a. DOD Directive 5200.28 of 18 December 1972, “Security
Requirements for Automatic Data Processing (ADP) Systems.” This
directive establishes uniform policy for protecting classified
data handled by ADP systems. It specifies conditions and prescribes
security requirements for operating ADP systems when handling
classified material and assigns responsibility for the testing,
evaluation? and approval of such systems. It provides for the
application of administrative, physical, and personnel security
measures required to protect ADP equipment, software, material,
and facilities. (NOTAL) Copies may be obtained from:

Commander
Naval Data Automation Command
(Code 51)
Washington Navy Yard, Bldg. 166
Washington, DC 20374

b. DOD 5200.28-M of January 1973, “ADP Security Manual: Tech- (R
niques for Implementing, Deactivating, Testing, and Evaluating
Secure Resource-Sharing ADP Systems.” This manual provides guide-
lines and establishes techniques and procedures for implementing
secure resource-sharing ADP systems used for handling classified
data. It prescribes standards, criteria, and specifications for
deactivating secure ADP systems. It provides guidelines which
can be used to develop, acquire, and establish methodologies,
techniques, standards, and procedures for the design, analysis,
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testing, evaluation, and approval of the security features for
resource-sharing ADP systems. (NOTAL) Copies may be obtained
from:

Commander
Naval Data Automation Command
(Code 51)
Washington Navy Yard, Bldg. 166
Washington, DC 20374

DOD Manual 5200.17 of 17 June 1976, TOP SECRET, “Special
Secu~~ty Manual and the Navy Supplement thereto (U).” This directive
establishes policy and procedures for the security, use, and dissem-
ination of intelligence information and involves such areas as
physical and personnel security. (NOTAL) Copies of this document
may be obtained from the local Special Security Officer.

d. DOD 5220.22-M of April 1980, “Industrial Security Manual
for Safeguarding Classified Information.” This manual establishes
the standards and provides procedures for safeguarding all clas-
sified information to which contractors and their subcontractors,
\Tendors,or suppliers have access or possession. It also applies
to safeguarding of foreign classified information which has been
furnished to U.S. contractors and which the U.S. Government iS
obligated to protect in the interest of National Defense. Section
XIII specifically addresses ADP security requirements. (NOTAL)
NAVPUBFORMCEN Stock Number 0526-LP-522-O080

DOD-MIL-HDBK 232, “Engineering-Installation Guidelines
(u) %D/BLACK, CONFIDENTIAL (U).” This handbook provides technical
criteria for secure electrical transmission of unencrypted classified
information. (NOTAL) NAVPUBFORMCEN Stock Number 0699-LP-502-
3200

B.3 DEFENSE INTELLIGENCE AGENCY (DIA) AND NATIONAL SECURITY AGENCY
(NSA) DOCUMENTS. The following security documents apply to all
DON ADP systems handling Sensitive Compartmented Information (SCI).
Copies may be obtained from:

Commander Commander
Naval Intelligence Command Naval Security Group Command
(Code NIC-31) or (Code G32)
4600 Silver Hill Road 3801 Nebraska Avenue, N.W.
Washington, DC 20389 Washington, DC 20390
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a. DIAM 50-3, “Physical Security Standard for Sensitive Com-
partmented Information Facilities,n FOR OFFICIAL USE ONLY. This
manual establishes standards governing the construction and pro-
tection of facilities for storing and processing SCI data and
material. Perimeter construction criteria are prescribed as well
as standards for security alarm systems, perimeter doors, telephone
and intercommunication equipment security, and other physical
security requirements. (NOTAL)

b. DIAM 50-4, CONFIDENTIAL, “Security of Compartmented Computer
Operations (U).” This manual provides guidance on security require-
ments for protecting SCI stored and/or processed in an ADP system
or network. It establishes the criteria and procedures for the
test, analysis, evaluation, and accreditation of such systems and
networks. (NOTAL )

. DIAM 50-5, “Sensitive Compartmented Information (SCI)
Cont~actor Administrative Security, Volume I, FOR OFFICIAL USE
ONLY and Volume II, CONFIDENTIAL (U).” These two manuals provide
guidance in physical, document, ADP, and TEMPEST security and
billet management to all contractors engaged in SCI controlled
efforts. (NOTAL)

d. NSA/CSS Manual 90-4, CONFIDENTIAL, “ADP Security Design
and Operating Standards (U).” This manual incorporates the security
requirements prescribed in DCID 1/16 for classified intelligence
information and the security requirements prescribed in DOD Directive
5200.28 for classified defense information. This manual establishes
standards for protection of ADP systems and subsystems which handle,
process, or store cryptologic information. In order to certify
and accredit these NSA or Service Cryptologic Agencies ADP systems
or subsystems, it is mandatory that they meet the relevant ADP
security design and operating standards in this manual. This
document applies to cryptologic ADP systems under the cognizance
of NSA. It establishes system design standards to achieve a desired
security protection level based on threat scenarios. (NOTAL)

e. USSID 702, CONFIDENTIAL, “United States Signals Intelligence
Directive - Automatic Data Processing Systems Security (U).” This
directive establishes the policy, identifies the responsibilities,
and provides procedures for security of SIGINT ADP systems and
for the data within the United States SIGINT System (USSS). This
document applies to cryptologic ADP systems at DON shore activities
under the operational cognizance of NSA. It establishes policy
on security requirements and accreditation procedures. (NOTAL)
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f. NACSEM NO. 7002, CONFIDENTIAL, “National COMSEC/EMSEC
Information Memorandum: COMSEC Guidance for ADP Systems (U).”
This document presents a perspective view of the communications
related threats in ADP systems and in automation of communications
control and information exchange, along with a treatment of available
countermeasures. (NOTAL)

B.4 JOINT CHIEFS OF STAFF (JCS) DOCUMENTS. The following security
document applies to all World Wide Military Command and Control
System (WWMCCS) ADP systems.

JCS PUB 22, “WWMCCS ADP System Security Officer (WASSO) Manual.”
This manual prescribes security policies, minimum requirements,
and standards for protecting data handled by WWMCCS ADP systems.
It provides guidelines and procedures for implementing ADP security
programs which will meet specifications for interfacing each ADP
site with the WWMCCS Intercomputer Network TflIN). (NOTAL)
NAVPUBFORMCEN Stock Number 0579-LP-016-3000

B.5 SECRETARY OF THE NAVY (SECNAV) DOCUMENTS. The following
SECNAV instructions provide policy guidance applicable to protecting
DON ADP systems.

a. SECNAVINST 5000.lA, “System Acquisition in the Department
of the Navy.” This instruction provides supplemental guidelines
for acquisition policy in the DON. (NOTAL)

b. SECNAVINST 5211.5C, “Personal Privacy and Rights of Individ-
uals Regarding Records Pertaining to Themselves.” This instruction
prescribes policies and procedures for the collection, safeguarding,
maintenance, use, and dissemination of data of a personal nature,
including when such data is handled by an ADP system.

c* SECNAVINST 5230.4, “Department of the Navy Automatic Data
Processing Program.” This instruction establishes the DON ADP
Program. Its goal is to improve functional mission operation
through the economic and effective exploitation and implementation
of ADP technology, including technology that impacts the security
and integrity of systems that handle various categories of data.
(NOTAL)

d. SECNAVINST 5231.1A, “Life-cycle management of automated
information systems within the Department of the Navy.” This
instruction establishes policy and assigns responsibilities for
life cycle management of automated information systems within the
DON . (NOTAL)
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e. SECNAVINST 5233.lB, “Department of the Navy Automated
Data Systems Documentation Standards.” This instruction provides
instructions and policy guidance for the preparation of automated
data systems documentation. (NOTAL)

f. SECNAVINST 5500.4D, “Missing, lost, stolen, or recovered
government property; reporting of.” This instruction prescribes
the policy and procedures for reporting missing, lost, stolen, or
recovered government property to the proper authority within the
DON .

9* SECNAVINST 5520.3, “Criminal and security investigations
and related activities within the Department of the Navy.” This
instruction prescribes duties of the criminal and security
investigators within the DON and establishes judicial procedures
and related activities for conducting such investigations.

h. SECNAVINST 751O.7B, “Department of the Navy Audit Manual
for Management.” This instruction prescribes policies and procedures
for the management of external and internal audit within the DON.
(NOTAL)

i. SECNAVINST 751O.8A, “Internal Review in the Department of
the Navy.” This instruction restates and reemphasizes policy and
guidelines for internal review in the DON. (NOTAL)

B.6 CHIEF OF NAVAL OPERATIONS DOCUMENTS. The following OPNAV
instructions provide policy guidance applicable to the development
and operation of Navy ADP systems which handle all categories of
data.

a. OPNAVINST C2200.13, “Communications Security (COMSEC)
(u).” This instruction contains DOD Directive C-5200.5, which
provides guidance in the validation of security requirements and
in the planning, design, development, test, evaluation, and
operation of telecommunication systems. (NOTAL) Copies of this
document may be obtained from:

Commander, Naval Security Group Command
3801 Nebraska Avenue, N.W.
Washington, DC 20390

(R

(R

b. OPNAVINST 3050.18B, “Continuity of Operations Policies (R
and Planning.” This instruction disseminates DOD Directive 3020.26,
which provides DOD-wide policy guidance for Continuity of Operations
Plans (COOPS) for the continuity of essential operations during
an impending or actual national emergency. (NOTAL)
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c. OPNAVINST 551O.1F, “Department of the Navy Information
Security Program Regulation.” This instruction, which implements
DOD Directive 5200.1 of 29 November 1978 and DOD 5200.1-R of October
1980, is the basic DON regulation relating to the Information
Security Program. This instructionprovides all DON activities
and personnel with policy guidance for classifying and safeguarding
classified information. (NOTAL)

R) d. OPNAVINST 5530.14, “Physical Security and Loss Prevention
Manual.” This manual sets forth policy and establishes minimum
physical security standards for safeguarding property and material
at Navy shore activities, including installations housing ADP
systems. (NOTAL)

. OPNAVINST C551O.93D, “Navy implementation of national
poli~y on control of compromising emanations (U).” This instruction
promulgates national policy on control of compromising emanations,
generally referred to as TEMPEST. It applies to all activities
of the DON responsible for the design, procurement, installation,
operation, maintenance, or repair of electronic equipment or systems
used to process classified information. (NOTAL)

f. OPNAVINST S5511.35J, “Policy for safeguarding the Single
Integrated Operational Plan (SIOP) (U).” This instruction imple-
ments JCS policy for safeguarding the SIOP. (NOTAL)

R) 9- OPNAVINST C5513.1OA, “Department of the Navy (DON) security
classification guidance for miscellaneous programs.” This instruction
provides guidance for classifying all types of documents. Enclosure
(12) addresses only ADP.

R) h. OPNAVINST 5540.8J, “DOD Industrial Security Program.”
This directive implements DOD 5220.22-R of January 1983, “Industrial
Security Regulation.” This provides the policy, procedures, require-
ments, and practices concerned with the effective protection of
classified information. (NOTAL )

B.7 INTRA-NAVY DOCUMENTS. The following instructions provide
guidance in implementing Navy ADP security policies.

a. NAVMATINST 5510.19, “Automatic Data Processing (ADP) Security
Support for Naval Material Command (NMC) Inspectors General Teams.”
This instruction promulgates guidelines for ADP security support
for NMC inspection teams. (NOTAL)
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NAVTELCOMINST C201O.4A, “Naval Telecommunications System
(NTS~”Automated System Software (U).” This instruction promulgates
procedures for the configuration control of software employed by
ADP equipment systems used in the Naval Telecommunications System
(NTS) and for the configuration control of interface software
employed in ADP equipment systems which impact the NTS. (NOTAL)

c. NAVCOMPTINST 7000.36, “Financial Management Systems:
Standard Criteria for ADP Internal Controls.” (NOTAL )

d. NAVFAC-DM-8, “Design Manual Fire Protection Engineering.”
This manual prescribes design criteria for fire protection engi-
neering as presented, applicable to naval shore facilities. The
contents include construction, life safety, common and special
hazards, hazard facilities and occupancies, water supply, extin-
guishing equipment, and fire alarm and detection systems. (NOTAL)
NAVPUBFORMCEN Stock Number 0525-LP-300-8050

MCO P551O.14, “Marine Corps Automatic Data Processing
(ADP7”Security Manual.” This manual publishes the technical
direction and guidance governing the security of Marine Corps ADP
activities. (NOTAL )

B.8 FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATIONS (FIPS
PUBS). The following documents are not directive in nature unless
specifically stated in the document or a Navy directive. They do
provide valuable guidance and assistance in implementation of ADP
security programs. Copies of FIPS PUBS may be obtained from:

National Technical Information Services
Springfield, VA 22161

a. FIPS PUB 31, “Guidelines for ADP Physical Security and
Risk Management.” This publication provides guidelines in struc-
turing physical security and risk management for ADP facilities.
It includes guidance in areas such as security analysis, natural
disasters, supporting utilities and controls, offsite facilities?
contingency plans, security awareness, and security audit. (NOTAL)

b. FIPS PUB 39, “Glossary of Computer Systems Security.”
This publication provides an alphabetic listing of approximately
170 terms and definitions pertaining to privacy and security
related data, information systemsl hardware? and software.
Multiple word terms are listed in natural order, synonyms are
referenced, and glossary terms appearing within a definition are
indicated. (NOTAL)
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FIPS PUB 41, “Computer Security Guidelines for Implementing
the ~~ivacy Act of 1974.” This publication provides guidelines
in implementing security safeguards required by the Privacy Act
of 1974. It describes a variety of technical and procedural safe-
guards in the categories of physical security, information manage-
ment practices, and computer system/network security controls.
(NOTAL)

d. FIPS PUB 46, “Data Encryption Standard.” This publication
provides a description of a data encryption standard algorithm to
be used in ADP systems that handle unclassified sensitive data
requiring protection. The algorithm, which is implemented in
computer or related data communications devices using hardware
technology, may be used in various applications and in different
environments. (NOTAL )

e. FIPS PUB 48, “Evaluation of Techniques for Automated
Personal Identification.” This publication provides automated
methods and techniques for controlling personal access to com-
puters and computer networks. It describes various types of
personal identification devices and presents evaluation criteria
as a guide in comparing and selecting appropriate techniques and
devices. (NOTAL)

f. FIPS PUB 65, “Guidelines for Automatic Data Processing
Risk Analysis.” This publication provides a technique for conduc-
ting a risk analysis (assessment) of an ADP facility and its
associated resources. The purpose of a risk analysis is to produce
annual loss expectancy values which are fundamental to the cost-
effective selection of security countermeasures. An ADP facility
of a hypothetical government agency is used for an example. (NOTAL)

9* FIPS PUB 73, “Guidelines for Security of Computer Applica-
tions.” This publication describes the technical and managerial
decisions that should be made to ensure that adequate controls
are included in new and existing computer applications. It
describes the multifaceted nature of computer security and
identifies differences in security objectives, sensitivity
levels, and vulnerabilities that must be considered. (NOTAL)

h. FIPS PUB 83, “Guidelines for User Authentication Techniques
for Computer Network Access Control.” This publication provides
information and guidance on techniques and practices which can be
used to control access to computer resources via remote terminals
and networks. It describes variety of methods for verifying the
identity of persons using remote terminals. (NOTAL)
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i. FIPS PUB 87, “Guideines for ADP Contingency Planning.”
This publication describes for data processing managers and
operations personnel what should be considered when developing a
contingency plan for the ADP facility. It provides a suggested
structure and format which may be used as a starting point from
which to design a contingency plan. (NOTAL)

B.9 OTHER OFFICIAL PUBLICATIONS. The following documents apply
to all federal organizations in implementing ADP security programs.

Title 18, “Crimes and Criminal Procedures,” U.S. Code
1905:””Disclosure of Confidential Information Generally.” This
code makes it unlawful for any officer or employee of the United
States Government to disclose information of an official nature
except as provided for by law, including when such information is
in the form of data handled by ADP systems. Copies may be obtained
from:

Office of Management and Budget
Information Systems Policy Division
New Executive Office Building
Washington, DC 20503

b. OMB Circular No. A-71, Transmittal Memorandum No. 1 of
27 July 1978, “Security of Federal Automated Information Systems.”
This memorandum promulgates policy and responsibilities for the
development and implementation of ADP security programs by executive
branch departments and agencies. Copies may be obtained from:

Office of Management and Budget
Information Systems Policy Division
New Executive Office Building
Washington, DC 20503

c. OMB Circular No. A-121 of 16 September 1980, “Cost
Accounting, Cost Recovery, and Inter-Agency Sharing of Data
Processing Facilities.” Copies may be obtained from:

Office of Management and Budget
Information Systems Policy Division
New Executive Office Building
Washington, DC 20503

d. GAO Pamphlet, 1981 Revision, “Standards for Audit of
Governmental Organizations, Programs, Activities, and Functions.”
Chapter VI.E establishes two audit standards. Auditors will review
general controls in data processing systems and review application
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controls of installed data processing applications. Appendix I
goes a step further and advocates auditor involvement in the design
and development of data processing systems. Copies may be obtained
from:

Superintendent of Documents
U.S. Government Printing Office
Washington, DC 20402
Stock #020-000-00205-1

e. GAO Federal Government Accounting Pamphlet Number 4,
“Guidelines for Accounting for Automatic Data Processing Costs,”
dated 1978. Copies may be obtained from:

Superintendent of Documents
U.S. Government Printing Office
Washington, DC 20402

f. GAO Audit Guide of June 1981, “Evaluating Internal Controls
for Computer Based Systems.” Copies may be obtained from:

U.S. General Accounting Office
Document Handling and Information Service Facility
P.O. BOX 6015
Gaithersburg, MD 20877
Stock #AFMD-81-76
Commercial: (202) 275-6241

9= U.S. Department of Commerce, RP-1, “Standard Practice for
the Fire Protection of Essential Electronic Equipment Operations
(August 1978).” This publication is recognized in the FPMR and
is used by agencies as the guide for the fire protection of
essential electronics. Copies may be obtained from:

Superintendent of Documents
U.S. Government Printing Office
Washington, DC 20402
Stock #003-000-00540-2

h. Federal Procurement Regulations (FPR) 1-4.1109-20 ‘Com-
puter Security Requirements,” states the ADP security require-
ments required for solicitation documents for ADPE, software,
maintenance services, and supplies. (NOTAL) Copies may be
obtained from:
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Commanding Officer
Navy Publications and Forms Center
Attn: Code 3015
5801 Tabor Avenue
Philadelphia, PA 19120

i. Federal Property Management Regulations (FPMR) 101-35.3,
“Security of Federal ADP Telecommunication Systems,” provides
Government-wide security management guidance for the protection
of ADP and telecommunication systems and facilities. 101-36.7,
“Envirwmental and Physical Security,” provides guidelines
applicable to Federal agencies concerning environmental and
physical security of ADP facilities. (NOTAL) Copies may be
obtained from:

Commanding Officer
Navy Publications and Forms Center
Attn: Code 3015
5801 Tabor Avenue
Philadelphiar PA 19120
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APPENDIX C

SECURITY OF ADP MEDIA

C.1 INTRODUCTION. Data and information, whether unclassified or
classified, are represented and stored on many different substances
and materials within the ADP environment. These various forms
are collectively referred to as ADP media. They include: magnetic
tapes, disks, diskettes, disk packs, paper tape, punch cards,
aperture cards, cathode ray tube (CRT) displays, hard copy output,
core storage units, mass memory storage units, printer ribbons,
carbon paper, and computer output microfilm/microfiche. ADP media
will be controlled and safeguarded according to the procedures
described below. Some of the procedures pertain only to declas-
sifying, degaussing, and marking of classified material. There
are two categories of ADP media: working copy media and finished
media.

Working copy media is temporary in nature (retained for
180 ~~ys or less) and stays within the confines and control of -
the activiky. This type of media includes tapes and disk packs
which are used and updated at frequent intervals and punched cards
and coding forms which are returned immediately to the user after
processing.

—
b. Finished media is permanent in nature and can be released

to another activity only if released by other than electrical
means. For example, magnetic tape can be shipped and will be
receipted for as a finished media. When the tape is introduced
into the receiving activity, it may be treated as a working copy
media if it satisfies the conditions above. This type of media
includes tapes and disk packs which have permanent files and hard
copy output, punched cards, or any other ADP media retained for
more than 180 days.

C.2 SECURITY CONTROLS. These controls are general in nature and
comprise the minimum essential controls for ADP media.

a. Working Copy Media

(1) Unclassified working copy media will be controlled by
local activity standard operating procedures (SOPS). These SOPS
should ensure that an adequate level of protection is provided.

(2) Classified working copy media will be dated when created,
marked with the highest classification of any data contained on
the media, protected, and destroyed when it has served its purpose.
It will be stored in accordance with OPNAVINST 551O.1F.
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If classified working copy media are given to a user, the user is
responsible for their protection.

b. Finished Media

(1) Unclassified finished media will be controlled the
same as in paragraph C.2a.

(2) Classified finished media will be marked, accounted
for, and controlled in the same manner prescribed for classified
material outside of an ADP environment. See OPNAVINST 551O.1F
for appropriate guidance. The activity receiving classified
finished media will provide the user with a signed and dated
receipt. An activity forwarding ADP media categorized as
finished media will have the material signed for upon release and
will have a safeguard statement attached. A sample statement
might read: “Handle as SECRET information until signed below by
an individual who has determined that the security classification
of this media is appropriately marked for that classification.
Report discrepancies to the ADP System Security Officer.”

c. Printer Ribbons. Due to the large variety of ribbons and
printers in use, it is difficult to state with certainty that any
and all classified information has been totally obscured from a
given ribbon without a detailed examination of that ribbon. There-
fore, printer ribbons should be controlled at the highest level
of information ever printed by that ribbon until that ribbon is
destroyed. The same ribbon should be retained in the printer for
unclassified and classified information consistent with the levels
of physical security enforced for the area. The procedures
described in OPNAVINST 551O.1F for typewriter ribbons do not
apply to printer ribbons and should not be used as a guide or
authority for declassifying printer ribbons.

d. Destruction. ADP media, both classified and unclassified,
will be destroyed as soon as it is no longer required. Unclas-
sified ADP media will be disposed in the same manner as unclas-
sified material outside of an ADP environment. Classified ADP
media will be destroyed according to OPNAVINST 551O.1F. Prior to
destroying magnetic media, the media should be degaussed.

e. Inventories of Tapes, Disk Packs, and Other ADP Media.
Activities will maintain a master list of ADP media that is clas-
sified as SECRET or TOP SECRET and controlled as finished documents.
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This master list will include the overall security classification
of the media, the special access category (if appropriate) , and
the permanently assigned identification number.

C.3 SECURITY MARKINGS

a. Decks of Punched or Aperture Cards

(1) Unclassified. Each activity will implement appropriate
SOPS to protect punched cards from their unauthorized accidental
or intentional disclosure, modification, destruction, or loss.
Care should be taken when combining unclassified punched cards
for processing or storage because the combination may result in a
classified product.

(2) Classified. A deck of classified punched or aperture
cards will be marked as a single document. Only the first and
last card require classification markings. A deck so marked will
be stored, transmitted, destroyed, and otherwise handled in the
manner prescribed for other classified documents of the same clas-
sification. An additional card will be added (or the job control
card modified), however, to identify the contents of the deck (at
a minimum, the number of cards) and the highest classification
involved. Alternatively, a manual log for decks undergoing frequent
changes may be employed. Cards removed for separate processing
or use, and not immediately returned to the deck after processing
or use, will be protected to prevent compromise of any classified
information they contain, and for this purpose will be marked
individually as prescribed for an individual, ordinary document.

(3) Punched cards will be stored and transmitted in suitable
boxes, trays, or holders with classification affixed to or marked
plainly visible on the outside of each container. When unclassified
punched cards are handled in an area where a reasonable potential
exists for their being mixed with classified punched cards, the
unclassified punched cards will be stored and transmitted in suitable
boxes, trays, or holders marked or labeled UNCLASSIFIED plainly
visible on the outside of each container.

b. Magnetic Tapes, Cassettes, and Disk Packs

(1) Each magnetic tape, cassette, and disk pack will be
externally marked on a tape label which is removable with the
overall security classification, special category (if appropriate) ,
and a permanently assigned identification number. These same
devices will be marked internally with a recorded notation that
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indicates individual classification and special category (if approp-
riate). If the tape, cassette, or disk pack is classified, every
set of records or file on the ADP media will identify the classifi-
cation authority, date of creation, record owner, record classifi-
cation, and downgrading/declassi fication instructions.

(2) When the tapes, cassettes, and disk packs are declas-
sified by degaussing using an approved magnetic device or magnet,
all external labels indicating the classification will be removed
unless the media will be immediately used to store information of
the same classification.

c. Punched “Paper” Tape. This term is used generically and
includes tapes made of paper, as well as tapes made of other sub-
stances. All such tapes will be marked as stated in the following
procedures:

(1) Reels of tape will be marked externally with labels
indicating the highest classification and special category (if
appropriate) of the recorded information.

(2) Tape not on a reel will be marked at the beginning
and end on a readily observable portion of the tape. Tape made
of paper may be marked with a felt tip pen. Tape made of other
substances may be marked by affixing pressure sensitive tape,
masking tape, or another adhesive to the recorded tape and writing
the classification and special category (if appropriate) on it.

d. Other Magnetic Media. Magnetic cards, disks, diskettes,
drums, data cells, bubble memory, and other media are included in
this category. Media on which classified information is stored
will be marked with a label indicating the classification, special
category (if appropriate), and a permanently assigned identifica-
tion n’]mber. In those instances where it is not practical to
label the media i’self, the container in which it is stored will
be labeled.

e. Hard Copy Reports. Hard copy reports or printouts from a
line printer, terminal, plotter, or other ADP equipment will be
marked as follows:

(1) Reports prepared during classified processing will be
marked at the top and bottom of each page with the appropriate
classification or the word “UNCLASSIFIED.”

(2) Page numbering and binding of classified reports are
to be used when possible. Forewords, prefaces, or special instruc-
tions may be bound as an ADP product, but will be in a separately
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numbered section or distinguished by Roman numeral page numbers
to avoid renumbering of machine numbered pages.

f. Computer output microfilm/microfiche will be machine marked
the same as described for hard copy reports.

9= CRT Displays. All classified CRT displays will have the
appropriate security classification markings displayed at the top
of the screen. Hard copy reports generated from such a device
will be marked as cited above.

C.4 DECLASSIFYING AND CLEARING PROCEDURES. Declassifying ADP
media is a procedure to erase totally and unequivocally any and
all classified information stored on that media. Clearing ADP
media is a procedure used to erase the classified information,
but the totality and finality of declassifying are lacking. The
distinction between the two procedures lies both in the purpose
for which each is done and the specific manner and techniques
employed. Clearing is used in a facility when the media will
remain within the facility, and it is normally done because the
media are to be reused. Declassifying may be done for the same
reason (in the case of magnetic tapes and disk packs) , but it is
required when the media will be released outside the facility,
such as when equipment is turned in for repair outside the facility;
for permanent turn-in; or for release to another facility, agency,
or activity. This paragraph describes the procedures to be followed
to declassify or clear ADP mediaj except for ADP hard copy reports
or products, which are described in OPNAVINST 551O.1F. A record
will be maintained for two years after the ADP media is declassified.

a. Exceptions. Media containing certain types of information
such as classified Communications Security keying material marked
CRYPTOGRAPHIC will not be declassified or downgraded in accordance
with the procedures described below. Such media will be safeguarded
as required for the highest classification of information ever
recorded thereon until the media are physicali~ destroyed.

b. General. When media have been declassified as described
below, all markings identifying previous source, use, or classifi-
cation will be removed. Media considered as working papers may
be declassified or cleared without executing a certificate of
destruction. Media controlled as finished documents may be deleted
from the master list by lining through the item, entering the
disposition, date of disposition, and the initials of the individ-
ual deleting the item. No certificate of destruction is required
for declassifying or clearing such magnetic media, if the classifi-
cation level is below SECRET.
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c. Magnetic Tapes. Magnetic tapes may be declassified when
degaussed by equipment and procedures. Magnetic tapes may be
individually cleared by overwriting one time with any one character.
However, cleared magnetic tapes will be safeguarded, controlled,
and marked at the level commensurate with the highest classification
of information recorded on them before they were cleared.

d. Disks, Disk Packs, Drumsr and Other Rigid Magnetic Media.
Such media may be declassified if completely overwritten at least
three times, once with binary digit “1”, once with binary digit
“O”, and once with any other alphanumeric or special character
which will be left on the media. The last overwrite will be
verified, such as by attempting to read and print all characters
other than the character used for the last overwrite. The electrical
current used to accomplish the overwrite will be at least equal
to normal recording strength, and it will be sufficient to override
any peaks or valleys which may have occurred in the power source
during the recording period. Inoperative equipment which cannot
be overwritten may be declassified by exposing each recording
surface to a magnet having a field strength at least 1500 oersted.
The entire recording surface (all tracks) will be wiped at least
three times by a nonuniform motion of the magnet. A thin sheet
of plastic (l-5 roilsthick) should be used to prevent damage to
the recording surfaces. Media of this type will be cleared by
one overwrite, assuming they are safeguarded, controlled, and
marked at the level commensurate with the highest classification
of information recorded on them before clearing.

e. Magnetic Media Used to Store Analog, Video, or Other Non-
digital Information. The procedures used to declassify or clear
such media will be those described in paragraphs C.4C and C.4d
except that analog signals will be used instead of digital signals.

f. Internal Memory, Buffers, Registers, and Similar Storage
Areas. These storage areas will be declassified or cleared, as
described below.

(1) These areas may be cleared by use of: a hardware
clear switch, a power~on reset cycle, or a program designated to
overwrite the storage area. Periodic verification should be made
that the methods are working correctly. Verification may take
the form of random sampling or program read and compare.

(2) Ferromagnetic core memory will be declassified (e.g.,
in preparation for turn-in) by setting each memory location alter-
nately to all “ones” and “zeros” for 1000 cycles until the state
is changed at least 999 times. If the core memory has malfunctioned
and cannot be accessed, the memory will be physically destroyed.
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(3) Volatile, read/write semiconductor memories may be
declassified .n whole or in part by setting a “zero” or “one” in
all memory locations or by removal of power from the system. This
will be followed by a verification. This procedure is authorized
provided the classified data has not resided undisturbed in the
memory for over 72 hours. This procedure does not apply to non-
volatile semiconductor memories such as metal nitride oxide semi-
conductor memories or to read-only semiconductor memories.

(4) For declassifying all other media not specifically
described in this regulation, the following procedure will be
used: For media containing TOP SECRET or special category infor-
mation, the Director of Naval Intelligence should be contacted
for guidance. For declassifying a media containing SECRET or
CONFIDENTIAL information, the procedures described in paragraph
C.4d will be used.

9* CRT . Prior to the release or turn-in of a CRT which has
been used to display classified information, each screen surface
will be inspected under high intensity internal CRT illumination
to detect evidence of burned-in information. Ifr after careful
inspection, it is determined that no classified information has
been etched into the CRT phosphor, the CRT may be considered
declassified and released. CRT screens which contain burned-in
classified information will either be retained within the appro-
priate classified environment or be destroyed to preclude the
classified information from being recovered by unauthorized persons.

h. Punched Card Machines (PCM) and Auxiliary Equipment

(1) Punched card machines and computer auxiliary equipment
which process punched cards are capable of retaining classified
information if proper operator practices are not followed. To
clear classified information, the equipment will be operated for
at least three card cycles with the input hopper empty. In addition,
the card path and adjacent areas should be examined to be certain
that a punched card or a portion of a punched card is not lodged
in the machine. Examination requires removal or opening of access
panels to the equipment. Relays, counters, and other electromechan-
ical storage units are considered erasable if the equipment is
capable of purging such retentive elements to their normal “reset”
or “common” position which indicates the absence of data. For
equipment having a switch for the reset position, the validity of
the reset switch will be determined and, if a complete reset con-
dition is not accomplished, additional procedures will be developed
to purge the equipment.
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(2) When the methods in paragraph C.4h(l) have been used
to clear PCM, verification will be accomplished by repeating the
same procedures. As an alternate, verification may be accomplished
by a second physical inspection and examination of output produced
by the use of a specially wired control panel which dumps all
storage locations.

(3) ADP equipment control panels themselves may be classified
because wiring may disclose classified information. In such cases,
the control panels will be protected until such wiring has been
removed or changed so that it is no longer classified.

C.5 APPROVED MAGNETIC TAPE DEGAUSSING DEVICES. The following
commercial tape degaussing devices have been approved by the
National Security Agency for the effective erasure of magnetic
tapes on which classified data has been written.

Manufacturer

a. General Kinetics Inc. (GKI)
Magnetic Tape Eraser

b. AMPEX Magnetic Tape
Degausser

c. Hewlett Packard Automatic
Tape Degausser

d. Bell and Howell

e. Consolidated Electrodynamics
Corp. Automatic Tape Degausser

f. Electro-Matic Products*
Conveyorized Degausser

9- Electro-Matic Products
Conveyorized Degausser*

h. Data Devices International

Model

K-80

SE-20

3603A

TD2903-4B

TD2903-4A

2PTFB15-17

2PTFB15-18

Cambrian

.

* These larger conveyorized degaussers, while more costly,
are more suitable for large activities processing tapes in large
quantities.
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APPENDIX D

ADP SECURITY TRAINING

D.1 INTRODUCTION . This appendix contains the outline for the
DON ADP Security curriculum that is currently under development
to support the DON ADP Security Program. The ADP Security curri-
culum will be divided into two 40-hour ADP Security Courses. The
first 40-hour course will be a basic course covering ADP security
policy, risk assessment, accreditation, and requirements/plans
for contingency planning. The second 40-hour course will be more
advanced for GS-334 11/13s and includes audit/inspection tech-
niques and procedures and case studies on performing an internal
audit, IG inspection, and ST&E. It is planned to conduct courses
on-site at the Navy Regional Data Automation Centers.

D.2 COURSE INFORMATION. Course information may be obtained from
the nearest NARDAC. DON activities will be notified of course
dates.

D.3 ADP SECURITY CURRICULUM. The following curriculum outline
provides training guidance on specific subject areas for ADP
security personnel.
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ADP SECURITY CURRICULUM

SUBJECT AREAS

I.

II.

General Security Awareness

A.

B.
c.
D.
E.

F.
G.
H.

Philosophy and Reasons for the Security
Program
Scope of ADP Abuse
Scope of ADP Security
Information Classification and the Law
Applicable DOD\DON Policies, Directives
Regulations, Impact Areas
Categories of Security
Navy Interdisciplinary Approach
Activity ADP Security Plan

User Security

A. Customer/User Security Responsibilities
in Terminals

B. Risk in ADP Operations
c. Risk Operations (Facility)
D. Terminal Security Countermeasures
E. Password Controls

III. Security Administration

A. Organizing the Security Responsibilitie
B. Security Implementation Plans
c. Security Work Flow Control
D. Personnel Practices and Responsibilitie

IV. Change Control and Computer Abuse

A. Facility
B. Hardware
c. Software
D. Telecommunication
E. Data

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

x

Yi-

X

x

x
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ADP SECURfTY CURRICULUM

F. Human Resources
G. Software Security Documentation
H. Documenting Computer Abuse Violations
I. Reporting Computer Abuse Violations

v. Software Security I
A. Operating Systems
B. Application Systems
c. Utility Routines

1. Access Control and Authorization
2. Detecting Attempted Violations
3. Additional Software Functions
4. Real Time Software Auditing
5. Software Configuration Management

VI . Telecommunication Security
I

A. Dial Up
B. Point to Point
c. Network
D. Encryption
E. Fiberoptic

VII. Terminal/Device Security I
A. Access to Terminals and Output
B. Access to Computers and Files
c. Access to Communications Lines
D. Terminal Protection
E. Terminal Identification

x x

x

x

x

x

x

x

x

x

x

x

x

D-3



OPNAVINST 5239.1A

AUG 3 1982

ADP SECURITY CURRICULUM

SUBJECT AREAS

VIII. Systems Design Security

IX.

x.

A. Project Initialization
B. Investigative Study
c. Generalized System Design
D. Detailed System Design
E. File Access Processing
F. Implementation Planning
G. Systems Implementation
H. Post Implementation Evaluation

Hardware Security

A. Firmware
B. Emanation Protection
c. Encryption Devices
D. COMSEC (Communications Security)

Physical Security

A.
B.
c.
D.
E.
F.
G.
H.
I.
J.
K.

Building Design/Protection
Emanation Protection
Electric Power
Fire Protection
Air Conditioning
Floods
Earthquake
Windstorm
Housekeeping
Alternative/Emergency Backup Facilities
Access

— —

L
L
<
1-
Co

UI

Qu

5
—

x

x

x

—

[

K

x

—

x

x

x
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ADP SECURITY CURRICULUM

SUBJECT AREAS

XI. Personnel Security

A. Personnel Selection/Hiring Procedures
B. Personnel Control
c. Job Rotation Program
D. Security Awareness Training Program
E. Polygraph/Honesty Tests
F. Background Investigation
G. Access/Clearances
H. Screening Techniques
I. Security Briefing
J. Disciplinary Actions
K. Substance Abuse

XII. Audit

A.

B.
c.
D.
E.
F.
G.
H.

XIII.

A.
B.

c.
D.
E.

F.

Navy Management Policies for
Conducting Audits
Audit Trails in ADP Systems
Audit Controls in ADP Systems
Efficiency and Economy of Audit
Legal Requirements for Navy Audits
Audit Tools and Techniques
Documentation of Audits
Procedures for Conducting an ADP Audit

Data Security

Unclassified
Unclassified Requiring Special Protecti
(Privacy, FOUO, etc.)
Classified
Sensitive Compartmented Information (SC
Single Integrated Operational Plan - Ex
Sensitive Information (SIOP-ESI)
National Cryptographic Information
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ADP SECURITY CURRICULUM

SUBJECT AREAS

XIV. Risk Assessment

A. Data Collection

1. Asset Identification
2. Threat and Vulnerability Identifica

B. Analysis

1. Asset Valuation
2. Threat and Vulnerability Evaluation

Annual Loss Expectancy Analysis
;: Cost Benefit Analysis of Countermen

Alternatives
5. Selection of Cost Effective

Countermeasures
6. Implementation Plan

c. Documentation

1. Risk Assessment Documentation

xv. Contingency/Backup Planning

A. Preliminary Planning

1. Purpose
2. Scope
3. Assumptions
4. Responsibilities
5. Strategy

B. Preparatory Actions

1. Personnel
2. Data
3. Software

on

ire

x

x

x

x

x

x

x

.-
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ADP SECURITY CURRICULUM

4.
5.
6.
7.
8.
9.
10.
11.

Hardware
Communications
Supplies
Transportation
Space
Power and Environmental Controls
Documentation
Budget Requirements

c. Action Plan I
1. Emergency Response
2. Backup Operations
3. Recovery Actions
4. Backup Site Agreement
5. ‘Annual Test Plan/Results

XVI. Disaster Recovery
I

A. Disaster Planning
I

1. Emergency Phase
2. Backup Phase
3. Restoration Phase

B. Recovery Test and Evaluation
I

c. Recovery Operation Centers
I

XVII. Security Accreditation
I

A. Categories of Data
B. Accreditation Authority
c. Accreditation Process
D. Accreditation Review
E. Accreditation Documentation Requirement

/
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ADP SECURITY CURRICULUM

SUBJECT AREAS G

XVIII.

A.
B.
c.
D.
E.
F.
G.

XIX. ADP

A.
B.
c.
D.
E.
F.
mu.

Security Test and Evaluation (ST&E)

ST&E Requirements
ST&E Team Composition
ST&E Plan Development
Specific Test Requirements
Formal ST&E Test
Evaluation of Results and Recommendation
Documentation

Security and Navy Contractor Interface

Requirements for ADP Security
Industrial Security Regulation(s)
Navy Security Regulations
Other Government Agency Regulations
Software Configuration Control(s)
Contractor Accreditation Process
Accreditation Documentation

—

x

;

x

x

—

x

x

UI

—

x

L

2
1-
Va

—

x
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RISK ASSESSMENT METHODOLOGY

E.1 INTRODUCTION. A risk assessment involves a detailed examina-
tion of the assets and procedures of the ADP activity; the vulner-
abilities of the existing countermeasures of the ADP activity;
and the threats that may exploit the vulnerabilities and result
in destruction, disclosure, or modification of data, or denial of
ADP services. A risk assessment considers the current status and
mission of the ADP activity. Changes affecting the ADP security
posture are cause for a review of the existing risk assessment.
The primary purpose for conducting a periodic risk assessment is
to evaluate the risk to DON ADP activities and networks and identify
the most cost-effective countermeasures for reducing the risk of
operating those activities.

E.2 METHOD SELECTION. This appendix provides a general guideline (R
for an ADP Security Survey and two risk assessment methodologies.
It is recommended that naval activities perform a survey(s) of
computer resources first. The results of the survey(s) will help
determine the scope of the activity risk assessment effort. The
ADP/Computer System DAA will determine which risk assessment metho-
dology will be used. The decision should be based on the complexity
of the ADP environment. The complexity of the ADP environment is
governed by the level of data processed, security mode of operation,
ADP system configurations and locations (stand-alone, networked,
etc.) , and the criticality of the mission. The physical makeup
or hardware (large mainframe, minicomputer, etc.) involved is not
a determining factor in method selection. Method I is the standard
method for use in most ADP environments. Method II is for use in
less complex ADP environments. If an activity wishes to use any
method other than the two presented here, permission will first
be obtained from CNO (OP-945) via COMNAVDAC.

E.3 ADP SECURITY SURVEY. A general survey(s) will provide basic (R
information about the ADP security environment. This will help
determine the scope of the risk assessment effort. In addition,
the survey is one method of documenting that the minimum require-
ments of paragraph 3.8 have been met, satisfying that part of the
accreditation requirement for activities processing only Level
111 data. Figure E-1 (pages E-18 through E-27) is a sample format
for a security survey of ADP systems, 01Ss and networks within a
naval activity. The survey should be adapted as needed to fit
the individual activity’s ADP environment.

E.4 METHOD I OVERVIEW. (See Figure E-2.) Risk Assessment Metho-
dology I consists of the following major steps:
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a. Step 1. ASSET IDENTIFICATION AND VALUATION

(1) List and describe each asset.

(2) For each asset determine the impact value for each
applicable impact area.

b. Step 2. THREAT AND VULNERABILITY EVALUATION

(1) List and describe all the threats, vulnerabilities,
and existing countermeasures.

(2) Give examples of how the threats might exploit the
~,u~nerabilities and penetrate the existing countermeasures.

(3) Indicate the impact area(s) to which each threat
applies.

(4) Estimate the frequency of successful attack for each
applicable impact area for the threat.

(5) Justify the selected frequency of successful attack.

c. Step 3. COMPUTATION OF THE ANNUAL LOSS EXPECTANCY (ALE)

Calculate the estimated potential annual dollar loss to the activity
based upon the identified threats, vulnerabilities, and existing
countermeasures, thus determining the activity’s overall ADP
security posture. The ALE represents a quantitive estimate of
the potential average yearly financial loss resulting from modi-
fication, destruction, or disclosure of data, or denial of services
because of existing vulnerabilities (i.e., flaws or weaknesses)
which may permit identified threats to be realized. The ALE provides
a dollar value baseline for determining the current ADP security
posture and for accomplishing a cost-benefit analysis of new
countermeasures under consideration.

d. Step 4. EVALUATION AND SELECTION OF ADDITIONAL COUNTER-
MEASURES

(1) Identify additional countermeasures which could be
applied to the activity.

(2) Evaluate the effectiveness of each proposed counter-
measure to reduce the identified vulnerability and indicate the
impact on the frequency of successful attack for the applicable
thraat(s) .
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(3) Determine the cost-effectiveness of each proposed
countermeasure by analyzing the effect of its implementation on
the ALE caused by the reduction in the frequency of successful
attack.

(4) Recommend to the commanding officer an implementation
schedule for all countermeasures having a return on investment
(ROI) greater than one.

e. Step 5. PROCEED WITH ACCREDITATION PROCESS

E.5 METHOD I RISK ASSESSMENT PROCEDURES. The following steps
present the detailed procedures for performing the risk assessment.
Each step will describe one procedure and will contain the instruc-
tions, forms, and tables for performing the procedure. If forms
completed in a previous step are required, it will be noted.
Enclosure (3) to this instruction contains copies of blank forms.
Additional copies may be obtained from the nearest Navy Regional
Data Automation Center. Addresses are provided in enclosure (3).

E.5.1 ASSET IDENTIFICATION AND VALUATION. Identify each asset
of the ADP activity or network. Determine a dollar amount for
each of the four ways in which threats can impact (destruction,
disclosure, and modification of data, and denial of service to
users) . In a broad sense, the dollar amount assigned to an asset
for each impact area represents the importance of not allowing
the particular type of damage to occur. Think in terms of how
much money could reasonably be spent to avoid a single incident
of the type being considered. All assets must be listed.
Particular attention should be given to valuation of data assets
since these typically represent the greatest risk of substantial
loss . Table E-1 provides examples of assets of a typical ADP
activity. Table E-2 provides impact value ratings for assets and
guidelines for the minimum impact value for disclosure of different
types of sensitive data. The impact values indicated in Table
E-2 are guidelines only. The Risk Assessment Team may determine
that the recommended impact value may be too high or too low. In
all cases the risk assessment documentation will provide justifi-
cation for the asset impact values assigned. For example, labor
costs should include the type of labor (system programmer, operator,
construction worker) and the hourly rate. Reconstruction/replacement
cost estimates for physical assets such as power, air-conditioning,
and buildings may be obtained from the local Public Works Officer.
Software costs will depend upon whether the data or code can be
reconstructed, converted, or generated from scratch. For example,
these costs may include the cost of coding by programmers (the
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number of lines of code, hours needed for the job, hourly wage
for the programmer) and the cost of an operator inputting the
data and creating the file.

a. Forms and Tables Required

(1) Examples of Assets (Table E-1)

(2) Impact Value Ratings (Table E-2)

(3) OPNAV 5239/7, Asset Valuation Worksheet (Figure E-3)

(4) Asset Identification and Valuation Process
(Figure E-4)

b. Procedure

(1) Identify and list each asset on the blank Asset Valuation
Worksheet. Outside activities, such as users, Central Design
Activities, and Principal Design Agencies, will be required to
complete Asset Valuation Worksheets for their assets.

There may be some question about how broadly or narrowly to define
an asset. For each asset defined, all components of this asset
should be in the same physical area, protected in the same manner,
and subject to damage by the same threats. If one component of
the asset is damaged either all other components should be highly
likely to be damaged in a similar manner, or the entire asset
should be rendered unusable. For example, consider six identical
computers as six separate assets because damage to one of them
would not imply damage to all of them. On the other hand, do not
treat a single computer as a collection of subparts, because if
one of these components were to fail, the entire computer would
be damaged to a similar level. Additionally, it may not be
practical to break data assets down to individual files (tapes,
disc packs, etc.) for the purpose of assigning an impact value.
If dictated by volume, an impact value may be assigned to projects
or tasks following due consideration for the value of their
individual assets. When completing the Asset Valuation Worksheet,
categorize assets as (1) software, (2) data, (3) hardware, (4)
administrative, (5) physical, (6) personnel or (7) communication.

(2) Evaluate the effect of each impact (modification,
destruction, and disclosure of data, and denial of service) on
the asset. The Risk Assessment Team should adapt the following
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definitions of impact areas to their specific activity and document
the assumptions used in determining asset dollar values.

(a) Modification. The value of software or data asset
values should be based on the cost to correct the consequences of
the modification and/or the cost of locating and recovering from
the modification itself. The value of hardware, administrative,
physical, or communication assets should be based on the total
cost to detect, locate, and correct the modification.

(b) Destruction. Destruction involves loss of the
asset. The value should include the cost to reconstruct or
replace the asset, as well as the costs incurred from denial of
service caused by the destruction of the asset. Software or data
asset impact values should be based on the cost to replace the
asset. The value should include the cost of reconstructing the
asset from scratch or the cost of importing and updating a copy
of the asset. Cost of labor required to reconstruct or update
should be included. Consider all factors in determining the value.
For example, if good backup tapes are readily available, the impact
of destruction of a data or software asset may be negligible.
Hardware, administrative, physical, or communication asset impact
values should be based on replacement or reconstruction of the
asset. This would normally include the purchase or construction
price of the replacement, although, in some cases, relocation
costs might be considered.

(c) Disclosure. All classified and Privacy Act data
will be assigned an impact value for the impact of disclosure in
accordance with the policies of the functional user. See the
guidelines of Table E-2 for recommended values.

(d) Denial of service. This value should include the
costs incurred from all denial of service, except for that caused
by destruction of the asset. For example, a power outage to ADP
hardware may cause denial of service to users without actually
destroying the hardware assets. Asset impact values should be
based, when possible, on additional costs incurred and penalties
assessed due to delays in job completion. In addition, an impact
value should be assigned for denial of service if operations would
be delayed or cancelled or if appreciable delay in oper-ational
decisions results. Quantification of these intangibles should be
based on a typical case (for example, the average length of a
power outage at the activity) and consider the extent of the denial
and the importance of the operation or decision. Key personnel
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should be assigned a denial of service value if their absence
would result in delays similar to those outlined above.

(3) If the impact affects the asset, determine the monetary
loss resulting from the impact. Using the monetary amount, refer
to Table E-2 and select the corresponding impact value rating
(i.e., 1 through 8) and place it in the applicable box on the
Asset Valuation Worksheet. If the impact does not affect the
asset, place a dash in the impact value rating box on the Asset
Valuation Worksheet. For example, disclosure of Privacy Act data
has a definite impact. Disclosure of the software program that
processes that data may not have an impact. Provide documentation
to support the impact value ratinq assigned and identify the costs
included in the impact value. (See Figure E-4.)

(4) Repeat steps (1) through (3) for each asset.

E.5.2 THREAT AND VULNERABILITY EVALUATION. In the threat and
vulnerability evaluation step, identify all of the threats and
rate them according to how often they may exploit vulnerabilities
in existing countermeasures and successfully attack an asset. A
successful attack is one that results in a definite adverse impact
on the activity. The frequency of successful attack may be based
on the information available evaluating vulnerability in light of
existing countermeasures. When no historical data is available,
the Risk Assessment Team will use their experience and judgement
in estimating the frequency of successful attack. The evaluation
should determine the threats that apply and justify the impacts
they may have. Table E-4 lists several generally recognized
threats and their potential impacts on a typical ADP activity.
Appendix G contains sample Threat and Vulnerability Evaluation
Worksheets which describe generic threats and provide guidance
for evaluating them. These preprinted forms are for reference
only and are not intended to include all the threats which may
impact an ADP activity or network. An activity may have site-
specific threats such as aircraft traffic if located in a flight
pattern or earthquake if situated in a fault region. The Risk
Assessment Team should define threats so as to minimize overlap.
For example, the threats of fire and sabotage overlap in the
instance where a saboteur sets a fire in the computer room. To
prevent “double counting,” the Risk Assessment Team must decide
what types of attacks or threat manifestations belong under each
threat heading.
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a. Forms and Tables Required

(1) Completed Asset Valuation Worksheets

(2) Successful Attack Frequency Rating (Table E-3)

(3) Threats and Their Impacts (Table E-4)

(4) OPNAV 5239/8, Threat and Vulnerability Evaluation
Worksheet (Figure E-5)

(5) Threat and Vulnerability Evaluation Process (Figure E-6)

b. procedure

(1) For each asset, determine the threat(s) which could
cause the impact(s) indicated on the completed Asset Valuation
Worksheets.

(2) For each threat identified above, complete the Threat
and Vulnerability Evaluation Worksheet (Figure E-5) as prescribed
below.

(a) List the threat by name.

(b) Describe the threat in general terms.

(c) Provide examples of how the threat can manifest
itself at the activity by exploiting vulnerabilities of the ADP
environment. Describe existing countermeasures against the threat.

(d) Evaluate the impact areas(s) affected by the threat.
Table E-4 provides general guidelines.

(e) Estimate the frequency of successful attack for
each impact area using Table E-3 and record the corresponding
rating in the applicable box.

(f) Describe the unique circumstances and vulnerabilities
of the ADP activity which permit the threat to exist and document
how the frequency of successful attack was estimated. (See Figure
E-6.)
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E.5.3 COMPUTATION Ol?THE ANNUAL LOSS EXPECTANCY (ALE). Computation
of the ALE consists of determining the annual loss expectancy
based upon the interaction of impact dollar value ratings and
successful attack frequency ratings.

a. Forms and Tables Required

(1) Completed Asset Valuation Worksheets

(2) Completed Threat and Vulnerability Evaluation Worksheets

(3) OPNAV 5239/9, ALE Computation Worksheet (Figure E-7)

(4) Annual Loss Expectancy Computation (Table E-5)

(5) ALE Computation Process (Figure E-8)

b. Procedure

(1) For each of the four impact areas, complete a separate
ALE Computation Worksheet.

(a) Identify the impact area for which the ALE is
being computed bv checking the applicable box (modification,
destruction, disclosure, or denial of service) on the ALE
Computation Worksheet.

(b) List assets and the asset impact value ratings
for the impact area being computed from the completed Asset
Valuation Worksheets across the top of the ALE Computation
Worksheet. Use additional sheets if extra columns are needed.

(c) List threats and successful attack frequency
ratings for the impact area being computed from the Threat and
Vulnerability Evaluation Worksheets down the left column of the
ALE Computation Worksheet. Cut and paste sufficient additional
rows at the bottom of the form if extra rows are needed. Do not
use separate additional sheets since this may prevent consideration
of each asset/threat pair. If an impact area does not apply for
a particular asset (i.e., there is no impact value rating assigned
for that impact area), place a dash in the column for that asset
to ensure that no value is entered by mistake. For example, the
disclosure of the operating system software may not have an impact,
regardless of which threat (fire, theft, etc.) attacks the operating
system. If a threat does not apply to a particular impact area
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(i.e., there is no successful attack frequency rating assigned
for that impact area), place a dash in the row for that threat.
For example, the threat of compromising emanations affects assets
in the impact area of disclosure, but not modification, destruc-
tion, or denial of service. In addition, the Risk Assessment
Team should decide if particular threats impact on particular
assets, based on their definition of the threat and how it attacks
the asset. Care must be taken to insure that the asset impact
value ratings and successful attack frequency ratings are based
on the same assumptions so that a reasonable ALE is obtained.

(d) Use the Annual Loss Expectancy Computation Table
to obtain an entry for each asset/threat intersection. Ordinarily
a threat, such as a fire, could be expected to apply across the
board to all affected assets. Some threats, however, will impact
only one or two assets with each occurrence. For example, a
communications error might modify any on-line file, but it is
unlikely that a single such error would modify all on-line files.
This must be taken into account in completing the ALE Computation
Worksheet, so that ALE values are not exaggerated. In these cases,
enter an ALE value for a typical asset rather than for all affected
assets. Care must be taken to insure that the asset impact value
ratings and successful attack frequency ratings are based on the
same assumptions so that a reasonable ALE is obtained.

(e) Sum annual loss expectancies for the impact area
by individual asset and by individual threat. Sum the individual
ALE values for all assets for the impact area and sum the individual
ALE values for all threats for the impact area. These two figures
should agree. They represent the total ALE value for the impact
area. (See Figure E-8.)

(2) Sum the total ALE values for the four impact areas.
This figure represents the total ALE for the activity.

E.5.4 EVALUATION OF ADDITIONAL COUNTERMEASURES. This step is
concerned with evaluating additional countermeasures and their
impact on the command. The total ALE provides a measure of the
current command security practices and risks and provides a base-
line for evaluating which additional countermeasures (if any)
would benefit and improve the overall ADP security posture. The
benefit of additional countermeasures could be a monetary savings
in terms of reduction in the ALE. For a countermeasure to result
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in a monetary savings, the amount saved over the life cycle of
the countermeasure must exceed the cost of installation and
implementation. Any countermeasure which satisfies this test is
cost-effective. Countermeasures are applied to reduce vulnerabi-
lities and may be directed at specific threats. The Risk Assess-
ment Team should examine the completed ALE Computation Worksheets
to determine which threats have the greatest potential for harm
based on their impact on the ALE. This analysis will provide the
baseline of where to apply countermeasures.

a. Forms Required

(1) Completed ALE Computation Worksheets

(2) OPNAV 5239/10, Additional Countermeasure Evaluation
Worksheet (Figure E-9)

(3) Additional Countermeasure Evaluation Process (Figure E-10)

b. Procedure

(1) Study the completed ALE Computation Worksheets to
locate those threats with the highest values for individual threat
ALE .

(2) Starting with those threats which are potentially
most damaging based on their individual ALEs, identify counter-
measures which show promise of significantly reducing the vulnera-
bilities which these threats exploit. Appendix F provides a partial
catalog of countermeasures.

(3) For each countermeasure warranting evaluation, prepare
an Additional Countermeasure Evaluation Worksheet (Figure E-9).

(a) Estimate the annual cost of implementing the counter-
measure. Amortize one-time costs over the anticipated life of
the countermeasure.

(b) Identify the vulnerabilities that would be reduced
by implementing this countermeasure. Identify and list the threats
that would be reduced by the impact of this countermeasure on
these vulnerabilities.

(c) Enter the current ALE from the completed ALE
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Computation Worksheets for the threats affected by this counter-
measure. For each threat listed, include the ALE values from
each impact area affected by this threat.

(d) For each threat listed, estimate the projected
successful attack frequency rating for each impact area affected
if the countermeasure is implemented.

(e) Calculate a projected ALE for each threat affected
by this countermeasure, by impact area. (Separate ALE Computation
Worksheets may be used. Care should be taken to label these work-
sheets so that they are not mistaken for the original ALE Compu-
tation Worksheets.) The Risk Assessment Team should refer to its
definitions of threats to avoid overlap when calculating the
projected ALE. Some countermeasures may have a positive impact
on reducing the successful attack frequency rating for an impact
area, but the reduction is not enough to reduce the rating by a
whole factor (for example, from a 3 to a 2). The projected ALE
for countermeasures of this type should be estimated and fully
documented to support this deviation from the established procedure.

(f) Take the difference between the current and projected
ALE to show the ALE saving from this countermeasure for each affected
threat, by impact area.

(g) Sum the savings.

(h) Divide the total ALE savings by the annual cost
of the countermeasure to get the return on investment (ROI).

(i) List at the end of the worksheet any proposed
countermeasures that may overlap the particular countermeasure
under evaluation. (See Figure E-10.)

E.5.5 SELECTION OF ADDITIONAL COUNTERMEASURES. This step considers
the evaluated countermeasures and selects which countermeasures
to implement and in what priority. Counter-measures are considered
for implementation in descending order of return on investment.
Deviations may be ndcessary because of budget constraints and
positive requirements of higher authority. Participation by senior
management in this step is critical.

a. Forms required

(1) Completed Additional Countermeasure Evaluation Work-
sheets
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(2) OPNAV 5239/11, Additional Countermeasures Summary
Listing (Figure E-n)

(3) Additional Countermeasures Summary Process (Figure E-12)

b. Procedure

(1) Sort the completed Additional Countermeasures Evaluation
Worksheets in descending order of ROI.

(2) List the countermeasures on the Additional Counter-
measures Summary Listing (Figure E-n).

(a) Enter the data for Original ROI, Annual Cost,
Original ALE Saving, and Countermeasure directly from the completed
Additional Countermeasures Evaluation Worksheets.

(b) Cite in the last column any positive requirement
for this countermeasure by higher authority. Do not make an entry
if the countermeasure is merely recommended. (See Figure E-12.)

R) (3) Selection of additional countermeasures is an incremental
process. Each additional countermeasure that is implemented will —

affect the overall ADP security posture and ALE.

(a) Select from the Additional Countermeasures
Summary. List those countermeasures whose collective implemen-
tation is possible. Unless the countermeasure has a positive
requirement from higher authority, those countermeasures with an
ROI of less than 1 will not be included.

(b) Assume the aggregated implementation of the
countermeasures selected above. Recalculate the ROI of the
remaining countermeasures. (Separated ALE Computation Worksheets
may be used to illustrate the adjusted ALE for the threat(s)
affected by the theoretical implementation of the previously
selected countermeasures) . Enter the values for adjusted ROI and
Adjusted ALE Savings onto the Additional Countermeasures Summary
Listing for the remaining countermeasures (see Figure E-12).
Unless required by a higher authority, those remaining
countermeasures with ROI less than one will not be considered
further for implementation.

,
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(4) Develop a plan of action and milestones for implementing
the selected countermeasures. Consider budget limitations as
well as higher authoritv positive requirements in advising senior
management of a proposed schedule for countermeasure implementations.
Additional funds should be sought through the budget process until
all countermeasures with an ROI greater than one are implemented.
Pending implementation of all countermeasures, the DAA will review
the accreditation support documentation and evaluate the security
risk of operating. The DAA will grant the accreditation, issue
an interim authority to operate, or order operations to cease.
(Refer to paragraph 3.lc.)

E.6 METHOD II RISK ASSESSMENT OVERVIEW. Risk Assessment Metho-
dology II contains all of the essential elements of Method I.
These essential elements include: asset identification and
valuation, threat and vulnerability evaluation, assessment of the
frequency of successful attack, computation of the ALE, and selec-
tion of additional countermeasures based on return on investment
and reduction of the ALE. Method I is the standard method for
use in most ADP environments. Method II does not provide the
degree of detail of Method I and does not provide for the inter-
action of threats and evaluation of threats by impact areas as
does Method I. It is therefore limited to use in less complex
ADP environments.

E.7 METHOD II RISK ASSESSMENT PROCEDURES. The following steps
present the detailed procedures for performing the risk assessment.
Each step will describe one procedure and will contain the instruc-
tions, forms, and tables for performing the procedure. If forms
completed in a previous step are required, it will be noted.
Enclosure (3) to this instruction contains copies of blank forms.
Copies may be obtained from the nearest Navy Regional Data
Automation Center. Addresses are provided in enclosure (3).

E.7.1 ASSET IDENTIFICATION AND VALUATION. In the asset identi-
fication and valuation step, all of the assets of the ADP activity
or network are identified and assigned a dollar value based on
the impact of modification, destruction, disclosure, and denial
of service. Table E-1 provides examples of assets of a typical
ADP activity. Table E-2 provides guidelines for the minimum impact
value for disclosure of sensitive defense data. The dollar values
in Table E-2 are guidelines only. In all cases, the risk assessment
documentation will provide justification for the dollar values
assigned.
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a. Forms and Tables Required

(1) Examples of Assets (Table E-1)

(2) Impact Value Ratings (Table E-2)

(3) OPNAV 5239/12, Risk Assessment Matrix (Figure E-13)

(4) Completing the Risk Assessment Matrix (Figure E-14)

b. Procedure. Identify and list each ADP asset on the Risk
Assessment Matrix. Assign a dollar value for each asset and place
it in the Asset Dollar Value space on the Risk Assessment Matrix.
Cut and paste additional columns at the side of the form if needed.
(See Figure E-14.)

E.7.2 THREAT AND WLNERABILITY EVALUATION AND ALE COMPUTATION.
In the threat and vulnerability evaluation step, all of the threats
are identified and assigned a threat value based on the probability
that they will exploit vulnerabilities and successfully attack an
asset. The threat value should be based on the information available
and the experience of the Risk Assessment Team, evaluating vulnera-
bility in light of existing countermeasures. Appendix G contains
sample Threat and Vulnerability Evaluation Worksheets which describe
generic threats and provide guidance for evaluating them. These
preprinted forms are for reference only and are not intended to
include all the threats which may impact an ADP activity or network.
The ALE computation step is simply a series of mathematical compu-
tations.

a. Forms and Tables Required

(1) OPNAV 5239/12, Risk Assessment Matrix (Figure E-13)

(2) Completing the Risk Asessment Matrix (Figure E-14)

(3) Threat Values (Table E-6)

b. Procedure

(1) For each asset on the Risk Assessment Matrix, identify
the threats which could cause an impact to the asset.

(2) For each threat\asset pair identified above, complete
the Risk Assessment Matrix as prescribed below.
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(a) List the threat by name. Cut and paste additional
rows at the bottom of the form if extra rows are needed.

(b) Assign a Threat Value of Low, Medium, or High
(see Table E-6) and enter it in the space labelled “TV.”

(c) Compute the ALE by multiplying the asset dollar
value by the multiplier associated with the Threat Value (see
Table E-6). Enter this figure in the space labelled “ALE.”

(3) Sum the ALE by individual asset and by individual
threat.

(4) Sum the individual ALEs for all assets and sum the
individual ALEs for all threats. These two figures should agree.
They represent the total ALE. (See Figure E-14.)

NOTE : This process assumes threats are mutually exclusive and
does not account for their interaction.

E.7.3 SELECTION OF ADDITIONAL COUNTERMEASURES. This step is
concerned with selecting additional countermeasures and evaluating
their impact on the command. The total ALE provides a measure of
the current command security practices and risks and provides a
baseline for evaluating which additional countermeasures (if any)
would benefit and improve the overall ADP security posture. The
benefit of additional countermeasures could be a monetary savings
in terms of reduction in the ALE. For a countermeasure to result
in a monetary savings, the amount saved over the life cycle of
the countermeasure must exceed the cost of installation and imple-
mentation. Any countermeasure which satisfies this test is cost-
effective. Countermeasures are applied to reduce vulnerabilities
and may be directed at specific threats. Countermeasures are
considered for implementation in descending order of return on
investment. Deviations may be necessary because of budget
constraints and positive requirements of higher authority.
Participation by senior management in this step is critical
because of the decisions concerning which countermeasures to
implement and in what priority. The Risk Assessment Team should
examine the completed Risk Assessment Matrix to determine which
threats have the greatest potential for harm. This analysis will
provide the baseline of where to apply countermeasures.
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a. Forms Required

-

(1) Completed Risk Assessment Matrix

(2) OPNAV 5239/13, Additional Countermeasures Selection
Worksheet (Figure E-15)

(3) Completing the Additional Countermeasures Selection
Worksheet (Figure E-16)

b. Procedure

(1) Study the completed Risk Assessment Matrix to locate
those threats with the highest values for individual threat ALE.

(2) Starting with those threats which are potentially
most damaging based on their individual ALEs, identify counter-
measures which show promise of significantly reducing the
vulnerabilities which these threats exploit. Appendix F provides
a partial catalog of countermeasures.

(3) For each countermeasure warranting evaluation, complete
the Additional Countermeasures Selection Worksheet. (See Figure
E-16.)

(a) List the threats acted upon by the countermeasure.
Cut and paste additional rows to the form if extra rows are needed.

(b) Enter the original ALE for each threat.

(c) Assign a Threat Value projected after implemen-
tation of the countermeasure. Calculate a revised ALE for each
countermeasure.

(d) Take the difference between the original ALE and
the revised ALE to obtain the annual savings.

(e) Sum the annual savings to obtain the Annual Savings
Subtotal for the countermeasures.

(f) Estimate the annual cost of implementing the
countermeasure. This is done by amortizing one-time costs over
the anticipated life of the countermeasure and adding this to the
average annual cost of maintaining the countermeasure.”

(g) Divide the annual savings subtotal by the annual
cost of the countermeasure to get the ROI.

E-16
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(h) Rank countermeasures in the following way:

~. Assign highest priority to countermeasures
fill}ng requirements levied by higher authority, such as access
control, human-readable output labelling, etc., regardless of ROI.

2. For the other countermeasures not so required
by higher author~ty, drop from further consideration any whose
ROI is less than 1. Rank the remaining countermeasures with ROI
of equal to or greater than 1 in descending order of ROI. Of
this ranking, identify countermeasures whose implementation is
possible given the activity’s current available budget and CO’S
authority.

(4) In advising senior management of a proposed schedule
for countermeasure implementation, first make known which counter-
measures fill requirements levied by higher authority. Second,
indicate those countermeasures whose implementation is feasible
given current budget/authority constraints. Third, denote which
countermeasures will require funding not available in the current
fiscal year (a list of these should be forwarded to the next higher
authority for funding and approval). Additional funds should be
sought through the budget process until all countermeasures with
an ROI greater than one are implemented. Pending implementation
of all countermeasures, the DAA will review the accreditation
support documentation and evaluate the security risk of operating.
The DAA will grant the accreditation, issue an interim authority
to operate, or order operations to cease. (Refer to paragraph
3.lC.)

E.8 RISK ASSESSMENT DOCUMENTATION. The risk assessment documen-
tation will be forwarded to the appropriate DAA. The risk assess-
ment will be kept updated and repeated:

a. At least every 5 years.

b. When any change is made to the facility, ADP equipment,
system software, or application software which affects the overall
ADP security posture.

When any change is made in operational configuration,
datac;ensitivity, or classification level.

d. When any change is made which appears to invalidate the
original conditions of accreditation.

(R

Appendix H contains sample formats for documenting the risk assess-
ment.

E-17
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SECTION

SAMPLE FORMAT
ADP SECURITY SURVEY

I. Basic Data. (Applies to all ADP systems, networks,
and 01Ss)

1. System Identification:

-

(

(

(

) Office Information

) ADP System

) Network

System

2. System Description: (List all components, main frames,
peripherals, communications processors, encryption devices,
remote devices, network and remote interfaces, etc.)

—

FIGURE E-1 (Page 1 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

3. Equipment Location:

4. System Operations Contact for Security:

Name: Code:

Bldg : Room: Phone:

5. Types of Data Processed and Security Modes of Operation

PERCENT OF
PROCESSING SECURITY MODE

TYPE OF DATA TIME OF OPERATION*

Level I
SCI
SIOP-ESI
TOP SECRET
SECRET
CONFIDENTIAL

Level II
Privacy Act
For Official Use Only
Financial
Sensitive Management
Proprietary
Privileged

Level III

‘--

TOTAL 100%

(Note: Applicable security modes are: Compartmented,
Controlled, Dedicated, System High, Multilevel, Limited
Access, as defined in Appendix A of this manual.)

FIGURE E-1 (Page 2 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

6. Operating System and Standard Applications Software
Identifications:

7. Scope of System: (Check all that apply.)

( ) Stand-alone and single controlled area (single CPU
with single workstation).

( ) Shared logic and single controlled area (single CPU
with multiple workstations).

( ) Shared logic and more than one controlled area (single
CPU with multiple workstations).

( ) Multiple processors and single controlled area (multiple
CPUS) .

( ) Multiple processors and more than one controlled area
(multiple CPUs).

( ) Used with a remote computer percent of
time.

( ) Other:

8. Total Value of System: $ (Dollar value
impact of loss and cost to replace)

A. Equipment: $

B. Software: $

c. Data: $
(Note: Dollar values in Table E-2 can be used as a
guideline for computing value of data files.)

FIGURE E-1 (Page 3 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

9. Mission Relatedness

A.

B.

Section II.

Primary Function(s) of the System or Network:

— —

Contingency Plan Requirement:

( ) Plan is in existence. Date of plan is

( ) Plan is being developed. Estimated completion
date is .

( ) Plan is not required because loss of processing
capability for a reasonable period of time would
not adversely affect mission. (For example, 2,
4, 8 hours, 2 days, etc. depending on the criti-
cality of the ADP function.) Provide justification.

Site Security Profile and Minimum Requirements for
Environmental and Physical Security. (Applies to-all ADP systems,
networks, and 01Ss.)

1. Vulnerability: Temperature or Humidity Outside Normal
Range.

Operating Countermeasures: (Check all that apply.)

( ) Adequate heating and controls
( ) Adequate cooling and controls
( ) Only designated personnel operate controls
( ) Functioning temperature and humidity recorder
( ) Functioning temperature/humidity warning system
( ) Other:

Assessment of Risk:

( ) High ( ) Moderate ( ) Low

FIGURE E-1 (Page 4 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

2. Vulnerability: Inadequate Lighting or Electrical Service.

Operating Countermeasures: (Check all that apply.)

( ) Adequate primary lighting
( ) Adequate emergency lighting
( ) Adequate periodic checks of emergency lighting
( ) Adequate primary power and outlets
( ) Functioning power filters or voltage regulators
( ) Available backup power
( ) Other:

Assessment of Risk:

( ) High ( ) Moderate ( ) Low

3. Vulnerability: Improper Housekeeping.

Operating Countermeasures: (Check all that apply.)

( )

( )

( )

( )

( )

Routine cleaning schedule is adhered to
Cleaning personnel are trained in computer room
procedures
An ADP facility representative is present during
cleaning
Dust contributors are not permitted in equipment
areas (outer coats, throw rugs, drapes, venetian
blinds, etc.)
Air-conditioning filters are cleaned/replaced
regularly
Floors are polished with non-flake wax using proper
buffer materials or properly damp-mopped
Carpet areas are vacuumed frequently and anti-static
spray is used regularly
Smoking, eating, and drinking are not permitted in
equipment areas
Other:

Assessment of Risk:

( ) High ( ) Moderate ( ) Low

FIGURE E-1 (Page 5 of 10)

E-22



OPNAVINST 5239.1A

NJG3 1982

SAMPLE FORMAT
ADP SECURITY SURVEY

4. Threat: Water Damage.

Operating Countermeasures: (Check all that apply.)

Water/steam pipes are not located above equipment
Water/steam pipes are inspected at regular intervals
Functioning humidity warning system
Dry-pipe sprinkler system
Raised floor
Plastic sheets available to cover susceptible equipment
Water detection devices
Other: ———

Assessment of Risk:

( ) High ( ) Moderate ( ) Low

5. Threat: Fire.

Operating Countermeasures: (Check all that apply.)

( )
( )
( )
( )
( )
( )
( )

[ ;
( )
( )
( )
( )
( )
( )
( )
( )

Up-to-date fire bill posted
Periodic fire drills
Training--fire prevention methods
Training-- emergency power down procedures
Trainng-- knowledge of fire detection system
Training--use of fire extinguishers
Training-- use of fire alarm system
Training-- evacuation plan
Training-- individual responsibilities in case of fire
Functioning emergency power-off switches
Sprinkler system installed
Halon system installed
Carbon dioxide fire extinguishers installed
Smoke/heat detectors installed
Functioning fire alarm system
Emergency exits clearly marked
Other: - ————

Assessment of Risk:

( ) High ( ) Moderate ( ) Low

FIGURE E-1 (Page 6 of 10)

E-23



OPNAVINST 5238.1A

AUG 3 1982

SAMPLE FORMAT
ADP SECURITY SURVEY

6. Vulnerability: Unauthorized Physical Access.

Operating Countermeasures: (Check all that apply.)

( )

[ 1
( )

( )
( )
( )
( )
( )

1I
( )
( )
( )
( )

Perimeter fence
Security guards
Building secured outside of normal working hours
Area alarms (motion detectors, open door detectors,
perimeter penetration detectors)
Authorized access list
Cypher door lock
Combination door lock
Recognition of authorized personnel
Closed circuit television
Administrative procedures
Physical isolation/protection
High employee morale
Close supervision of employees
Indoctrination of personnel in security awareness
Other: ———...—.— ————-—--

Assessment of Risk:

( ) High ( ) Moderate ( ) Low

SECTION III. Current status of accreditation support documentation.
(Applies to all ADP activities and networks which will be authorized
to handle Level I or Level II data.)

1. All ADP activities and networks which will be authorized
to handle Level I or II data must either be accredited or be
granted interim authority to operate pending accreditation.
Accreditation is based on supporting documentation including a
risk assessment. This section provides a statement of the current
status of the accreditation support documentation. (Check all
that apply.)

FIGURE E-1 (PAGE 7 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

In existence
Being developed
Required but no action taken
Not required

() () ( ) ()
( ) () () ()

()()()()
() () () ( )

()()()()
()()()()
()()()()
()()()()
()()()()
()()()()
()()()()
()()()()

Security Operating Procedures Handbook
Line diagrams showing interconnection of
components and physical layout
Description of countermeasures in place
Copies of previous accreditation or interim
authority to operate
TEMPEST accreditation request
TEMPEST accreditation test results
Physical accreditation
ST&E Test Plan
Contingency Plan
Contingency Plan test results
Formal Risk Assessment
Other (specify):

SECTION IV. Countermeasure Documentation for Office Information
Systems. (Applies to all 01Ss which will be authorized to handle
Level I or Level II.)

1. 01Ss Handling Level II Data. (Check all that apply.)

( )

( )

( )

The 01S will be authorized to handle Level II data.
A list of the operating countermeasures is attached.
These countermeasures provide proper data protection
and audit trails.

The 01S is a shared logic system with more than one
simultaneous user not having need-to-know for all
data within the system. Password protection or other
equivalent countermeasures are employed for system
access and for individual file access.

The 01S Security Operating Procedures have been
documented and approved.

FIGURE E-1 (Page 8 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

2. 01Ss handling Level I Data. (Check all that apply.)

()

()

()

()

SECTION V.
or 01Ss.)

The 01S will be authorized to handle Level I data
under a system high or dedicated mode of operation.
A list of the operating countermeasures is attached.
These countermeasures satisfy security requirements.

TEMPEST accreditation has been requested. Request
date ●

TEMPEST accreditation has been received. Accreditation
date .

The 01S Security Operating Procedures have been
documented and approved.

Survey Data. (Applies to all ADP systems, networks,

1. Current Status: (Check all that apply.)

( )

( )

Operating under accreditation for processing Level
data in security mode of

operation. Accreditation granted by
Dated . (Attach a copy of statement of “
accreditation. )

Operating under interim authority for processing Level
data in security mode of operation.

Interim authority granted by Dated
● Expires . (Attach a ;opy of

interim authority to operate.)

2. Survey Prepared By:

Name: Code:

Bldg : Room: Phone:

FIGURE E-1 (Page 9 of 10)
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SAMPLE FORMAT
ADP SECURITY SURVEY

To the best of my knowledge, the information provided in
this survey and the attached documentation is complete
and accurate.

Signature Date

(Provide a list of all survey team members.)

FIGURE E-1 (Page 10 of 10)
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MAJOR STEPS OF METHOD ONE RISK ASSESSMENT

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

ASSET IDENTIFEATION
AND VALUATION I

1

THREAT AND

VULNERABILITY EVALUATION

E

COMPUTATION OF THE
ANNUAL LOSS EXPECTANCY

EVALUATION AND SELECTION OF
ADDITIONAL COUNTERMEASURES

#

PROCEED W~H ACCREDmATION
PROCESS

FIGURE E-2
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RISK ASSESSMENT MATRIX

ASSETS AND THEIR IMPACT VALUE

(a) (b) (c) (d) [e) (f) (9)
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844PLE
ASSET VALUATION WORKSHEET
I ASSET N~ME

2 ASSET DESCRIPTION ANO JUSTIFICATION OF IMPACT VALUE RATINGS ASSIGNED.

3, IMPACT VALUE RATING BY IMPACT AREA

O MODIFICATION O DESTRUCTION O DISCLOSURE O DENIAL OF SERVICE

OPNAV 52 S9/7 (2-82)

FIGURE E-3
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ASSET VALUATION WORKSHEET
ASSET NAME

Svsten A n-cr~tinqS}JstemandSupportPKoQramS

!. ASSET DESCRIPTION ANO JUSTIFICATION OF IMPACT VALUE RATINGS ASSIGNEO.

OPeratina system and conniler support software for the System ‘A’
timesharing system.

Impact of modification was determined to be negligible, exceDt in those
cases where modification would result in denial of service. Those
fiqures were included under denial of service.

Destruction was based on total destruction of all software and on-sit~
backun tapes. These fiqures include drnial of service caused kv

destruction.

Forty hours is required for delivery and check out of replacement 0/S
software. 75 users denied service at $12/hour; plus 6 svstem programmers
at $14/hour for 16 hours; plus 3 data processing technicians at $8/hour
for 36 hours. Total for the operatinq system = $39,936.

Sixty users denied use of the compiler at $12/hour for 24 hours; plus
1 system programmer at $14/hour for B hours. Total for the compiler
support software = $1 ,f132.

Reconstruction of comoiler supnort data I)ased on 6L8 hour.+ to re-enter
data at $P/hour. Total for compiler Slooort data = $4,944.

Disclosure - N/A.

Denial of service wac based on the oumher r)f users denied service for
an averaqe service outaqe.

Operating system: 35 users at $12,fhour for 1 hour = S420.

Compiler support software: 35 users at $12/hour for .< hours = $210.

Compiler support data - ~J/A.

). IMPACT VALUE RATING SIY IMpACT AREA

N~ MODIFICATION ~ OBSTRUCTION N~ DISCLOSURE ~ OENIAL OF SERVICE

PNAV 5239/7(2-82)

FIGURE E-4
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THREAT AND VULNERABILITY EVALUATION WORKSHEET
1. THREAT NAME

!. DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASEO ON EXISTING COUNTERMEASURES AND VULNERABILITIES .

SUCCESSFUL ATTACK FREouENCY RATING BY IMPACT AREA.

n MODIFICATION O DESTRUCTION OOISCLOS”RE ~ DENIAL Of SERVICE

OPNAV 6239/8 [2-S2)

FIGURE E-5
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8MIME
THREAT AND VULNERABILITY EVALUATION WORKSHEET

I THR[AT NAME

Alteration of Software

4

Z. DESCRIPTION, Examples, ANO JuSTIFICATION ❑ASEO ON EXISTING COUNTERMEASURES ANO VULNERA~l LITIES,

The ADP system or application software may be altered in an unauthorized
manner . Software may be modified or destroyed, adverselv affecting
the data processed. Software alterations mav result in proaram or
system failure and denial of service to users.

Payroll and inventorv control prooram alterations could result in monetarv
loss. Disclosure of the software itself is not a threat, but software
changes could affect the data being processed, resulting in modification
or disclosure of data.

There have been five incidents in the last six months where unauthorized
software patches have crashed the system for neriods UP to a day. File
maintenance software failed twice erasinq the master data base. Recon-

struction reauire~ 6+ hours. Default options on the application software

were misproarammed resultina in erroneous processing. Software qeneratina

control totals failed causinq reruns. The program linkaqe control
table software failed, thus preventing authorized nrograms from accessinq
required software modules. Down time amounted to 6 hours.

There are few audit trail featu[es on the system. Configuration control

procedures have not been formally documented. A Dassword system is
used, but passwords are infrequently chanqed and often commonly known

or readily available. A larqe number of cwrsonnel have virtually
unlimited access to the system. [)sers can access tfie svstem 24 hours

a day. Software documentation does not keeo pace with Droaram chanqes.

3 SUCCESSFUL ATTACK FREOUENCY RATING BY IMPACT AREA

~ MODIFICATION ~ DE5TR”CTION ~DISCLOS”RE ~ DENIAL OF SERVICE

I I
OPNAV 5239/8 (2-82)

FIGURE E-6
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ADDITIONAL COUINTERIVIEJNU!3E EVALUATION WORKSHEET
COUNTERMEASURE NAME f?. ANNUAL COST

—

DESCRIPTION

s ALE 6,
THREATS AFFECTEO BY THIS COUNTERMEASURE

a) CURRENT
ALE SAVINOS

‘b’ PROJECTED

RETuRN ON INVESTMENT 8 TOTAL
ALE

SAVINGS

OVERLAPPING ADDITIONAL COUNTERMEASURES

)AI A,, m2. a/, fi /9.09 I

----

FIGURE E-9
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1
1.

3

4

7

9

OPNAV 3239/10 (2-82)

ADDITIONAL COUNTERMEMLJRE EVALLJATION WORKSHEET
CObh~*. Rt.” EL SJ.?: I:AN[ 2 ANNuAL COST

Audit Trail 6 Daily Review bv ADPSSO $~6,0~o

DESCRIPTION

Review svstcm software (S15,000), develop software controls (3’i,000J, Jnrl
degradation of system operation with controls in place and system actlvitv
data revl~wed daily by ADPSSO (S16,000 annually). Cost amortized over 5
years = $26,000. Develop software controls to capture svstem activltv data
(user nam~, loq On/off time, terminal used, files requested, type Of access,
output qencraterl). ADP5S0 review rfaily to check for unusual user act~vitv
In the system.

5 ALE 6.
FtIfICAT5 AFFECTED BY THIS COUNTERMEASURE ALE SAVINGS

‘a’ CURRENT ‘o’ PROJECTED

Alteration of Software 90.3K 4.5K 8’).Rii

MISUSC of Resources 128.6K 12.6K 116K

RETuRN ON INvESTMENT 8. T07AL
ALE

7.8:1
SAVINGS *01.8K

~o?twar. tlncc~sums
1 OV RL PPlf4G AO 110 L cOUNTERMEASURES

Improved Password Procedures
?Iodlfy Opcratln ~ system to Permit Terminal Lockout after a Speclflcd Number

of Unsucccss U1 Log on Attempts
Improved Conflguratlon Control Procedures

FIGURE E-10
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$MMIPLE- . . . —. ——

ADDITIONAL COUNTERMEASURES SUMMARY LISTING

RO1 2 3 ALIZ SAVINGS
4. 5.

ANNUAL E b COUNTERMEASURE MANDATORY REQUIREMENT

RIGINAL 4AOJUSTE0
COST

ORIGINAL ADJUSTED

OPNAV 5239/11 (2-82)

FIGURE E-n
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I RISKASSESSMENT MATRIX

ASSETS AND THEIR IMPACT VALUE

(a) (b) (d (d) (•) (f) (g)
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HARDWARE
● Central Machine

CPU
Main memory

1/0 channels

Operator’s console
● Storage Medium

Magnetic media
Disk pack
Magnetic tapes
Diskettes (floppies)
Cassettes
Drums

Nonmagnetic media

Punched cards
Paper tape
Paper printout

● Special Interface Equipment
Network front ends
Data base machines
Intelligent controllers

● 1/0 Devices
User directed 1/0 devices

Printer
Card reader
Card punch
Paper tape reader
Terminals - local and remote

Storage I/C device
DISK drives
Tape driv~s

TABLE E-1
EXAMPLESOF ASSETS

OPNAVINST 5239.1A
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SOFTWARE
● Operating System
● Programs

‘Application
Standard application\operating programs
System utilities
Test programs
Communications

PHYSICAL

● Environmental Systems
Air-conditioning
Power
Water
Lighting

● Building
● Computer Facility

Computer room
Data reception
Tape and disk library
Customer engineer”room
1/0 area
Data preparation area
Physical plant room

● Backup Equipment
Auxiliary power
Auxiliary environmental controls
Auxiliary supplies

● Supplies
Maynetic media
Paper
Ribbons

PERSONNEL

● Computer Personnel
Supervisory personnel
Systems analysts
Programmers

Applications programmers
Systems programmers

Operators
Librarian
Security Officer
Maintenance personnel
Temporary employees and consultants
System evaluators anrl auditors
Clerical personnel

● Building Personnel
Janitors
Guards
Facility engineers

● Installation Management

ADMltkJISTRATIVE
. Documentation

Software

Hardware

File
Program

JCL
System

● Operations
Schedules
Operating guidelines

and manuals

Audit documents
● Procedures

Emerqel]cy plans
Security procedures
1/0 procedures
Integrity controls

● Inventory Records
● Operational Procedures

Vital records
Priority-run schedule
Production proced~res

DATA
● Classified
. Operations
● Tactical
● Planning
● Financial
● Statistical
● Personal
● Logistic
● Other

COMMUNICATIONS
● Communications Equipment

Communications lines
Communications processors
Multiplexors
Switching devices
Telephones
Modems
Cables
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TABLE E-2

IMPACT VALUES RATINGS

Impact Value

$10

$100

$1,000

$10,000

$100,000

$1,000,000

$10,000,000

$100,000,000

Rating

1

2

3

4

5

6

7

8

GUIDELINES FOR IMPACT OF DISCLOSURE
OF SENSITIVE DATA *

FOR OFFICIAL USE ONLY $1,000

Privacy Act or $10,000
CONFIDENTIAL

SECRET $100,000

TOP SECRET $1,000,000

* These values are provided for determining the impact of
disclosure of sensitive data. For example, the impact of
diclosure of a SECRET data file is assigned a value of $100,000,
which corresponds to an impact value rating of 5. These values
are only guidelines. The impact of disclosure of classified
data, Privacy Act data, and all other data is up to the judgement
of the functional user.
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TABLE E-3

SUCCESSFUL ATTACK FREQUENCY RATING

Freauencv

Once in 300 years

Once in 30 years

Once in 3 years

Once every 4 months or 3 times a year

Once a week or 52 times a year

Once a day or 365 times a year

Once every 2 hours

Once every 15 minutes

Ratinq

1

2

3

4

5

6

7

8

- E-45



OPNAVINST 5239.1A
AUG 3 1982

u) Cntn mm VI (n u-lm
aJoa)aJ alaJaJa)alaJ
WZ******WW

w
ruo%toooooo
*ZW?+ZZZZZZ

m Lntncncn Cnrntn
(l)Oa)aa)al a)uoooooo:
*Z**** ***ZZZZZZ*

E-46



OPNAVINST 5239.1A

m3 ~~z

TABLE E-5

ANNUAL LOSS EXPECTANCY

Asset Impact

1 2 3 4

COMPUTATION

Value Rating

— — 5 6 7 8

1 0

2 0

Successful 3 0

Attack 4 0

Frequency 5 $300

Rating 6 3K

7 30K

8 300K

*Any combination of

o

0

0

$300

3K

30K

300K

3M

asset

o

0

$300

3K

30K

300K

3M

3OM

imDact

o $300

$300 3K

3K 30K

3OK 300K

300K 3M

3M 3OM

3OM 300M

300M *

$3K

30K

300K

3M

3OM

300M

*

*

$30K

300K

3M

3OM

300M

*

*

*

$300K

3M

3OM

300M

*

*

*

*

. value ratings and successful attack
frequency ratings which falls within this area is indicative of
either a problem in determining those ratings or an actual security
problem which demands immediate correction before proceeding
with the risk assessment.
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Threat Value

Low (L)

Moderate (M)

High (H)

TABLE E-6

THREAT VALUES

Multiplier

.003

.033

.33

Definitions

LOW - The risk of a given threat to a specific asset is assessed
as having little or no significant impact on that asset as a
result of destruction, modification, or disclosure of data, or
denial of service. This assessment is made when the threat is

* considered to be: (1) very unlikely to occur; (2) not applicable;
(3) to have low impact on that asset if it does occur; or (4) the
threat is controlled by existing countermeasures.

MODERATE - The risk of a given threat to a specific asset is
assessed as having a moderate impact on that asset as a result of
destruction, modification, or disclosure of data, or denial of
service.

HIGH - The risk of a given threat to a specific asset is assessed
as having a very significant impact on that asset as a result of
destruction, modification, or disclosure of data, or denial of
service. This assessment is made when the threat is considered
to have a reasonable likelihood of occurrence and, if it occurs,
the impact to that asset would be significant.
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COUNTERMEASURES

F.1 INTRODUCTION. The final step for an activity completing a
risk assessment is selecting and implementing countermeasures to
reduce the risk of operating to an acceptable level. This appen-
dix describes a representative grouping of countermeasures for
improving ADP security by correcting the weaknesses in the
environment. This grouping is only a starting point because no
two ADP facilities are the same and different countermeasures
will be implemented based upon their effectiveness in the partic-
ular situation. The format for describing countermeasures is
presented below:

a. Vulnerability. A description of a weakness within the
ADP environment that could be exploited.

b. Countermeasure. A description of a protective action,
device, procedure, technique, or other measure that reduces that
identified vulnerability.

c. Confidence. A judgement as to the effectiveness (low,
medium, or high) of an implemented countermeasure. Judgement has
been determined by examining the implemented countermeasure in an
operational environment and analyzing its effect on the ADP security
posture.

d. Cost factor. A qualitative statement on the anticipated
expense of implementing a proposed countermeasure. The actual
cost should be determined by consulting the local procurement
authorities or by contacting COMNAVDAC for assistance.

e. Caveats. The limitations, unusual risks, dependencies,
and/or disadvantages related to the proposed countermeasure.

F.2 SOFTWARE COUNTERMEASURES

a. Security Audit Trails

(1) Vulnerability. Deficient protection features for the
operating system may allow actual or attempted security violations
to go undetected without an adequate audit trail capability.

(2) Countermeasure. Establish an audit trail capability
that the ADPSSO is responsible for reviewing. Examples of what
an audit trail should answer are:
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(a) Who attempted to log onto the system (name, user
ID, time of day, terminal identification)?

(b) Who was on the system (name, user ID, time of
day, terminal identification)?

(c) What files were requested?

(d) What was t,henature of the access -- read, write,
execute, append, or delete?

(e) What files were created?

(f) Was any output produced?

(g) What date and time did a transaction occur?

The ADPSSO should be able to check the current audit trail against
historical use patterns and identify security-related exceptional
patterns.

(3) Confidence. Low to Medium. The level of confidence
for auditing depends on the protection afforded to the audit soft-
ware. If the software can be easily disabled, the confidence is
lower.

(4) Cost factors. The costs depend upon whether the soft-
ware will be developed or purchased from a vendor. The cost of a
software package depends on the ADP system.

(5) Caveats. An audit trail can provide a deterrent effect,
if it is generally known that the audit trail is subject to thorough
scrutiny. An audit trail provides little defense against software
penetration.

b. Threat Monitoring

(1) Vulnerability. Inadequate protection features for an
operating system may ‘invite unauthorized access to the systeml
misuse of resources, or other undesirable activities.

(2) Countermeasure. Threat monitoring is a preventive
measure that can recognize an attack and quickly notify an appro-
priate authority. Notification may be by an alarm on the operator’s
console, a message to the operator or ADPSSO, or an automatic
dial-up of the security officer’s phone number. Threat monitoring
(or a surveillance program) is software that constantly monitors
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system activity and looks for unusual activities or patterns.
When threat monitoring is advertised as an operating system
feature, it can serve as a useful deterrent to unauthorized
activities. A monitor may audit for illegitimate requests (e.g.,
for data not authorized for”the terminal or person making the
request) , for excessive failures at log on, and for other irregu-
larities. The monitor can be used to detect system error, in
addition to unauthorized activities. The use of a separate
computer for this purpose has the dual intent of thwarting probing
to subvert the monitor and of including as many checks as possible.

(3) Confidence. Medium.

(4) Cost factors. A surveillance program of this type
requires from 12 to 24 months to-develop.

(5) Caveats. A threat monitoring program can be expected
to degrade the performance of an operating system by interrupting
normal processing to monitor security. The extent of the degrada-
tion depends upon the number of activities monitored, the frequency
of monitoring, and the resources used to evaluate the legitimacy
of system activities. A threat monitor will not provide substantial
defense against software penetration.

c. Residue Control

(1) Vulnerability. An operating system may allow sensitive
information to remain in resource sharing storage. This information
may be compromised by browsing attacks. Failure to clear memory
can contribute to accidental disclosure and to success of probing
attempts. Either preprocessing or postprocessing to clear memory
can be effective.

(2) Countermeasure. Purge or erase all resource sharing
accessible storage areas before memory and on-line storage device
locations are released by the system for use by another user program.
Software areas may be purged or erased by either a software program
or a hardware clear switch.

(3) Confidence. High.

(4) Cost factors. Software development costs can range
from one month to several years depending upon the complexity of
the ADP system. A hardware feature would depend on which vendor
provided the capability.
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(5) Caveats. Associated with implementing this counter-
measure will be the overhead to execute the software. This counter-
measure is not to be confused with the overwrite of storage or
magnetic media prior to its physical release to an uncleared facility.

d. Log-on Attempts

(1) Vulnerability. Systems may be deficient by permitting
an unlimited number of log-on attempts. An unauthorized user who
is trying to log-on by guessing the log-on procedure may go unnoticed
by the system. If the unauthorized user does guess the log-on
procedure or password, the system becomes susceptible to compromise.

(2) Countermeasure. Several approaches can be associated
with the number of unsuccessful attempts allowed for log-on to
the computer system. They include at least:

(a) Permitting an unlimited number of attempts.

(b) Allowing one attempt and then automatically locking
the terminal out of the system.

(c) Specifying a fixed number of attempts and then
automatically locking the terminal out of the system.

(d) Surveillance of the terminal session after several
failed attempts.

The decision of how many attempts to allow a user to log-on to a
computer system is a policy decision for the host system’s ADPSSO
to enforce.

(3) Confidence. Countermeasure (a) provides no confidence.
A very high level of confidence is gained by (b) or (d). A high
level of confidence can be placed in (c) if no more than two to
three attempts are allowed.

(4) Cost factors. The cost depends on whether the current
software supports the counting of attempted log-ons. If the necessary
software is in place and only the number of unsuccessful attempts
has to be changed, the cost should be less than one man-day. If
the software must be developed, the cost should be about one man-
week. Sharing the cost over several installations with comparable
software can reduce the cost per installation.
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(5) Caveats. The number of log-on attempts to be permitted
will vary depending on such things as:

(a) The trustworthiness of users.

(b) How closely the terminal areas are monitored.

(c) The sensitivity of the data contained in the system.

(d) Whether or not dial-up access is provided.

e. Unique Password/Authentication Processes

(1) Vulnerability. The risk from a user, or an intruder
posing as one, illegally acquiring information or control through
communications or a remote terminal requires controlled access to
any data processed or stored within the system including its oper-
ating system. The use of a password/authentication process is a
prime barrier against any or all of several types of attack. Values
subject to easy guessing, such as a word or phrase which has some
logical association, are more likely to be tried by an attacker.
Most vendor supplied software comes with standardized and well
known embedded passwords. If these standardized passwords are
not changed, the system can be penetrated easily.

(2) Countermeasure. The designer will first define the
purpose to be served by the authenticator/password. The level
of protection needed varies with the system sensitivity to
unauthorized acquisition, deception, or system denial, and the
strength of the process may be reduced where the application is
purely to protect against acts by cleared persons as compared to
processes applied against outsiders. Time limits on a terminal
connect can be applied to assure that active terminals are not
left unattended, thus inviting another person to operate the
system. Change the imbedded passwords that come with the vendor
software. Provide unique passwords for each site and protect
them to the highest level and most restrictive category of
information processed by that ADP site.

(3) Confidence. Randomly generated passwords are rated
high. User selected passwords are rated from low to medium.

(4) Cost factors. The cost of generating random passwords
to replace the vendor supplied passwords is less than one man-
day.

F-5



OPNAVINST 5239.1A

At)G~ 1982

(5) Caveats. A mathematically sound random number
and a well administered distribution scheme can be negated

generator
by

careless employee practices, such as failing to safeguard passwords.
In some cases, randomly generated passwords are unpronounceable
or hard to remember. Such passwords tend to get written down,
thus becoming subject to compromise.

f. Password Protection From Visual Observation

(1) Vulnerability. If the password of an authorized user
of a system is displayed on a terminal screen or on the batch
hardcopy, the password may be compromised.

(2) Countermeasure. Provide a mechanism to protect passwords
from being displayed on the terminal screen or hardcopy. Provide
software that will either suppress printing of the password when
entered or present a strikeover field onto which the terminal
operator can enter a password.

In the case of password protection for batch jobs, modify the job
control language (JCL) handlers so that the password is removed
before the JCL cards are printed as part of the execution report.
Card decks containing passwords must have procedural safeguards.

(3) Confidence. Suppressing the printing of the password
—-

is rated high, while other protection mechanisms are rated medium.

(4) Cost factors. The cost for developing software to
suppress password printing requires one to two man-months.

(5) Caveats. This countermeasure will not prevent employees
from sharing passwords or from writing the passwords on desk pads,
calendars, or from discarding card decks containing passwords.

9* File Encryption

(1) Vulnerability. Operating system flaws may permit
unauthorized access to sensitive files. Inadequate protection of
off-line magnetic media such as tapes and disks may result in an
unauthorized disclosure.

(2) Countermeasure. Sensitive data files can be encrypted
to reduce the possibility of compromise through disclosure. Crypto-
graphic schemes can also provide an indication that files have
been modified. This countermeasure provides protection while
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files are in an encrypted state. However, while files are being
processed as clear text (unencrypted), this countermeasure provides
no protection.

(3) Confidence. This countermeasure provides very high
confidence that encrypted files will not be disclosed due to loss
of an off-line medium. Confidence against disclosure due to
operating system flaws is medium.

(4) Cost factors. COMNAVSECGRU controls cryptographic
equipment. Contact this organization to obtain cost figures for
installation.

(5) Caveats. The encryption keys must be protected at
all times. Passwords should be randomly generated and distributed
by the ADPSSO or a delegated member of the staff.

h. Data Base Protection

(1) Vulnerability. Data bases may be compromised by asking
a set of queries which return only statistical information and
making inferences about a specific entry from the results of the
set of queries.

(2) Countermeasure. Several methods may be applied to
reduce the possibility of compromise of a data base.

(a) Inoculate the data with random errors to make the
data base less precise. The majority of the data must be inoculated
so that individual records are not necessarily accurate, but that
the overall data base is still accurate for statistical analyses.

(b) Use threat monitoring and logging to detect attempts
to compromise data. For example, check unusual overlap patterns
created by successive queries.

(c) Identify the characteristics of an individual
item on the data base. Permitting queries on a subset of these
characteristics will prevent an unauthorized user from determining
the individual item.

(d) Use link files to separate a file identifying
characteristics of data items from a file having the statistical
data associated with each item. A link file would match the
contents of these two files. Separating the data base in this
way makes it more difficult to associate specific data items with
identifying information.
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(e) Restrict types of queries that can be made against
the data base. For example, do not allow queries against certain
combinations of data items. Restrict queries against small subsets
of the data base. Certain subsets of the data base may have strong
individual characteristics.

(3) Confidence. Countermeasure (a) is rated medium.
Countermeasures (b) and (d) are rated low. Countermeasures (c)
and (e) are rated from medium to high.

(4) Cost factors. The costs for developing (b) can range
from one to two man-years. Costs for (a) and (c) are primarily
in analysis work and can range from one to four man-weeks. costs
for (d) are development costs and range from three to six man-
months.

(5) Caveats. Techniques to compromise data bases are
quite sophisticated. These type of countermeasures can only deter
unsophisticated attempts to compromise a data base.

i. Periodic Inspections of Software

(1) Vulnerability. Software may have intentionally
placed trojan horses, trap doors, or similar modifications that
can cause disclosure, modification, or destruction of data,
and denial of service.

(2) Countermeasure. Conduct periodic inspections of soft-
ware in several

(a)
files to detect

(b)

ways such as:

Make visual inspections of program listings and
unusual instances of data or software.

Perform automated code matches. A program can be
developed to compare files for exact matches. These files can
contain software or data.

(c) Verify the current date or modification level
identifier of the configuration item which is assigned whenever a
file is modified. Compare this date or identifier against the
approved configuration item date/identifier (e.g., when the file
was modified for authorized purposes) . This countermeasure requires
that the system is able to maintain the last date of access to a
file or maintain configuration identifiers as part of the config-
uration management procedures used to control the application
programs.
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(d) Compute and securely store checksums of software
and data files. Then periodically checksum each file and compare
the result to the stored checksum. A checksum is computed based
on a portion of the data in each record.

(e) Changes to mission software (systems and application
programs) will be under software configuration control, employing
recognized software configuration management procedures and software
identification techniques.

(f) To be effective against maliciously entered faults,
such checks and the governing software algorithm may normally be
stored under restricted access conditions. As applied against
error and accident, the check and its algorithm serve best when
continuously accessible by the system and employed as part of the
diagnostic process.

(3) Confidence. Countermeasures (a), (b), and (d) are
rated medium. Countermeasure (c) is rated low.

(4) Cost factors. Costs for (a) and (c) are primarily
personnel time; each inspection cost should average 2.5 man-days.
Costs for (b) and (d) are primarily software development and the
machine time to perform the inspection. Countermeasure (b) should
cost about one man-month. Countermeasure (d) should cost about
one man-week.

(5) Caveats. Confidence in these countermeasures depends
on the secure storage of original software, data, checksums, and
lists. Confidence and cost depend on the detail and frequency of
the inspections.

]0 Controlling Use of Assembler Language Coding

(1) Vulnerability. Assembly language software provides
the most direct access to hardware and software features that may
be manipulated to penetrate the operating system.

(2) Countermeasure. The following alternatives may be
used to minimize the vulnerability to operating system penetration
by means of assembly programs:

(a) Remove the assembler language processor from the
ADP system.

(b) Control access to the assembler language processor
through the use of passwords. Limit the issuance of these passwords
to those programmers who have a valid requirement to use assembler
language.

F-9
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(c) Place the assembler language processor on an off-
line storage medium so that it cannot be used without the active
cooperation of the computer console operators who will have to
mount the off-line storage medium.

(3) Confidence. Countermeasure (a) is rated very high,
(b) is medium, and (c) is high.

(4) Cost factors. Each of the above countermeasures should
cost less than one man-week to implement. A possible exception
is (b), because if the system does not already support password
protection, the development will cost about one man-month.

(5) Caveats. Most applications programs can be written
in a higher order language. This countermeasure does not address
the problem of using a higher order language to create executable
code and then transferring control to that code.

k. Two-person Control

(1) Vulnerability. Deficient security procedures may
permit unauthorized modifications to be made to system software
that controls log-on procedures, password verification and replace-
ment, audit trail journalizing~ and storage clearance.

(2) Countermeasure. A second qualified individual should
authorize or supervise modifications that are being made.

(3) Confidence. With two-person control of system software,
a medium to high level of confidence can be assured that unautho-
rized modifications are not being made.

(4) Cost factors. The costs will be for the increased
personnel requirements.

(5) Caveats. To the extent possible, this countermeasure
should also be applied to application programs.

1. Periods Processing

(1) Vulnerability. Most general-purpose operating systems
do not provide adequate controls to keep users from gaining unau-
thorized access to data.

(2) Countermeasure. When several levels of classified or
sensitive information must be processed, consider implementing
periods processing. Each classification level is processed at
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different times, and the system is purged between periods. This
requires a well conceived and carefully followed checklist for
shifting from period to period. Periods processing requires
procedural controls to insure that all users are cleared for the
highest classification and most restrictive category of information
being processed during the period.

(3) Confidence. A very high level of confidence can be
gained that an unauthorized access will not occur because of improper
classification level.

(4) Cost factors. The costs include the administrative
task of developing the necessary procedures for implementing
periods processing and lost computer time while shifting from one
period to another.

(5) Caveats. There are several disadvantages in periods
processing:

(a) The computer is not available during the switch-
over between periods. This may represent a significant overhead
cost in terms of lost processing time.

(b) Separate versions of the operating system software,
with unique classification level requirements, must be used and
maintained for each period.

(c) The ADP system will be available to individual
users only during their authorized periods. <

(d) The turnaround time for particular jobs may be
very lengthy.

(e) The procedures to purge the system when changing
periods may be extensive, costly, and prone to error.

m. Testing and Debugging

(1) Vulnerability. The procedures for testing and debugging
software may be inadequate. If there is a software failure during
program testing or debugging, it may be difficult to determine
the state of the computer and ensure the integrity of data that
was on-line or otherwise readily accessible. In the period of
system instability during a software failure, normal system safe-
guards may not be in effect.
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(2) Countermeasure. Two sets of countermeasures can be
employed, one set for system programs and another for application
programs.

(a) System programs. The testing and debugging of
system software programs should be performed initially during
dedicated time in a controlled environment. If operational user
files are required for testing, copies of these files should be
used. Operational testing may be carried out when quality
assurance personnel are satisfied that the programs are operating
reliably.

(b) Application programs. The testing and debugging
of application programs may be permitted during nondedicated times,
but only copies of data files should be used.

(3) Confidence. The proposed countermeasures insure a
medium level of confidence that users will not be seriously
interrupted and that data contamination will not occur during
program testing and debugging.

(4) Cost factors. The costs associated with these
countermeasures vary. They are administrative in nature; that
is, the separation of production and debugging time must be enforced.
Also, some time is lost to users when the system is dedicated to
the testing and debugging.

n. Security Editing and Accounting

(1) Vulnerability. Deficient input/output procedures may
damage the integrity of operational files. This could result in
decisions being based on invalid data.

(2) Countermeasure. Use strong edit and transaction
accounting features to insure data integrity. Some of these
features are:

(a) Controls on input, such as transaction counts,
batch totals, card verifier operations separate from keypunching,
self-checking number device on key-punch, and machine-readable
document input. Types of input validation checks include:
character checks, such as testing for numeric, alphabetic, or
specific character groups, blanks, field separators or special
characters and the proper or valid arithmetic sign; field checks
such as testing for limits, ranges, valid item, consistency, and
sequence.
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(b) Controls on processing, such as transaction counts,
batch control totals, hash totals for batch, validation by file
reference, consistency checks, and control on rounding errors.

(c) Controls on output, such as item counts, control
totals, trailer labels on data sets, control records, or serial
numbers on documents, e.g. , checks or invoices.

(d) Example of an input/output control group’s typical
responsibilities include the following:

~. Log in jobs received for processing from user
departments.

~. Check document counts and control totals of
work received.

3. Notify user department that the work has been
received and ind~cate whether the counts and totals are correct.

~. Note any work that was due but not received.

5. Note and initiate action on any improper
preparation by t~e user departments, such as failure to provide
counts or totals.

6. Submit documents to be keypunched or entered
onto tape or dis~.

(3) Confidence. Strong edit and accounting features cannot
totally prevent the subtle alteration or corruption of data. However,
a high level of confidence can be assured that well conceived
procedures can detect most input and output data errors.

(4) Cost factors. Costs will be primarily for development
and programming. Depending upon the level of detail for the inte-
grity controls, the costs can range from two man-weeks to six
man-months.

(5) Caveats. Edit and accounting features will degrade
system performance slightly by requiring added processing of
input/output.

o. Software Engineering Tools
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(1) Vulnerability. The failure of software to perform
according to requirements has the potential to compromise security.
Software failure may, for example, destroy the integrity of data
bases or allow inventory shortages to go unnoticed.

(2) Countermeasure. A representative sampling of the
many software tools available is listed below. These tools aid
the development process and provide increased confidence that
software will perform reliably and in accordance with requirements.

(a) Research In Secure Operating Systems (RISOS) tools
were developed to analyze assembly language programs. Analytical
tools available in RISOS include a program that counts occurrences
of a specific symbol; a program that identifies the control flow
and flags specified items; and a program that locates instruction
patterns. These are some of the software engineering tools developed
specifically for security.

(b) Software quality measures are computer programs
that examine a program to generate a quantifiable measure of the
program’s quality. This allows testers to reject programs with
quality measures that are outside a certain range, on the assumption
that program reliability decreases as quality decreases.

(c) Self-metric software examines the source code of
a computer program and inserts software measurement probes. Data
gathered from such probes might indicate the number of times a
loop was executed, the entry and exit values, and the test stimuli
provided. This data helps testers estimate the extent to which a
program has been tested.

(d) Test data generators are computer programs that
generate test cases to be used in software testing. These programs
range from utility type programs that generate sequences of alpha-
numeric and/or numeric data based upon parametric inputs, to entire
systems that interpretively examine the flow through a program
and attempt to generate appropriate sequences of test cases.

(e) Audit programs insure that programs conform to a
given set of programming standards. Programs that deviate signi-
ficantly may be more difficult to understand and may have flaws
that could affect security.

(f) Trace programs record data such as program variables
or events that can assist in program debugging and validation.
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(3) Confidence. Low to high depending upon which counter-
measure is implemented.

(4) Cost factors. Tools that are readily available, such
as those developed for the Government, may be obtained at no cost;
other tools may be purchased or leased. Contact suppliers of
these tools for cost information. Implementation costs vary for
each tool and range from one man-day to two man-weeks of effort,
depending on system compatibility.

(5) Caveats. Different software engineering tools accomplish
different goals. The confidence placed in each tool is based
upon the expected improvements in reliability and conformance
with requirements as a result of using the tool.

P* Virtual Machine Monitors (VMMs)

(1) Vulnerability. Many operating systems do not provide
the level of protection required for certain applications.

(2) Countermeasure. A VMM can isolate users from each
other and offer a level of protection that most operating systems
cannot. The VMM offers each user of the system its own virtual
machine. Each virtual machine is provided by the VMM with a
virtual CPU, virtual memory, virtual input/output channels,
virtual devices, and virtual unit record equipment. A VMM does
the following:

(a) Interprets and executes privileged instructions.

(b) Verifies input/output addressing and simulates
the input/output devices.

(c) Allocates hardware resources.

VMMS are commercially available from various vendors. The security
of the systems is generally better than most operating systems.
A secure VMM is under development and is comparable to a security
kernel.

(3) Confidence. High.

(4) Cost Factors. A VMM that must be retrofitted into a
current system would cost at least nine man-years of effort.

(5) Caveats. VMMS would not be feasible for systems that
require frequent communication among programs. Also, the system
overhead for the VMM is significant.
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CJ* Password File Encryption

(1) Vulnerability. The file access control mechanisms in
most general-purpose operating systems may not prevent a skilled
penetrator from obtaining the on-line password file. This may
lead to a penetration of the computer system and the disclosure
of information.

(2) Countermeasure. A password encryption algorithm may
be employed, resulting in storage of passwords in an encrypted
form only. Alternately, the file containing the passwords used
to log on to the system can be encrypted. Such a scheme will
prevent an on-line password file from being readily intelligible
if the file is disclosed. The password file is stored in encrypted
form using a one-way or irreversible algorithm. The encrypted
passwords can not be inverted to obtain the original cleartext
passwords. In operation, user supplied passwords are encrypted
and compared against the encrypted passwords. A match indicates
that a valid password was supplied. Presumably, if a penetrator
is able to gain access to this file, then the other access control
authentication mechanisms could also be bypassed. Encrypting the
password file is an effective countermeasure against disclosure
and casual browsing.

(3) Confidence. Medium to high, depending on the pene-
trator’s skill.

(4) Cost factors. Depending on the encryption scheme
implemented, the cost can be expected to range from one man-month
to one man-year. NSA/CSS recommends utilizing the “LUDLOW” pass-
word encryption algorithm, available at no cost to the Government
and from COMNAVSECGRU.

(5) Caveats. When using such schemes, recovering a for-
gotten password requires that a list of the passwords in unencrypted
form be maintained manually. There is also the danger that two
or more clear passwords may produce the same “one-way transform.”
This may allow potential unauthorized access to the system. One-
way or irreversible algorithms have been broken in the past. Very
short or user selected passwords increase the possibility of com-
promise.

r. Secure Subsystems

(1) Vulnerability. Most general-purpose operating systems
are unable to enforce security policies without stringent adminis-
trative and procedural controls. Generally, it is impractical to

F-16



OPNAVINST 5239.1A

AU~ 3 1982

retrofit security into existing operating systems by attempting
to correct all known flaws.

(2) Countermeasure. A secure subsystem approach may
provide an adequate level of security if most of the users of a
computer system are application program (subsystem) users and
have no need for a general programming capability. Secure
subsystems divide users who are concurrently active in a computer
into isolated groups that support distinct operational missions.
User group isolation restricts access to security-related objects
based upon the different need of each user,to know the information
contained within the objects. Such differentiation can be important
even if the users who are to be isolated have identical security
clearances. In certain benign environments, secure subsystems
can also justify a limited form of multilevel operation. A single-
level secure subsystem could be certified to operate at a level
lower than the system-high level to support a set of users cleared
only to the level of the secure subsystem.

(3) Confidence. Secure subsystems assure a high level of
confidence that the users of the subsystem are protected adequately
from each other.

(4) Cost factors. The costs are unknown but can be assumed
to be high. Costs will vary based upon the number of subsystems
to be secured. The costs may be shared by several activities
having comparable software requirements.

(5) Caveats. Secure subsystems protect users from each
other, but they do not guarantee protection from penetrators
outside the subsystem.

s. Security Kernel

(1) Vulnerability. Most operating systems have weak
security features. Programs may subvert the operating system to
gain unauthorized access to data, or a faulty operating system
may malfunction, such as by misrouting data.

(2) Countermeasure. For highly sensitive systems, consider
employing a software security kernel. A security kernel is designed
to mediate all access within the system and can generally be defined
as the secufiy policy enforcing code. Some characteristics of a
kernel are that it is always involved, it is tamper proof, and it
is small. A small kernel is desired because formal specification
and verification techniques are applied to prove consistency of
successive levels of the design. It is extremely difficult to
verify formally a large body of specifications or code.
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(3) Confidence. Very high.

(4) Cost factors. The costs to design, implement, and
verify a security kernel are probably beyond the resources of any
one organization. Costs may approach several million dollars.
However, if the costs can be shared by enough organizations with
similar hardware and software the cost per organization can be
reduced substantially. The Kernelized Secure Operating System
(KSOS) effort is to provide an off-the-shelf security kernel.

(5) Caveats. The security kernel is still a relatively
new concept, and there are few in existence. There are also
unresolved questions concerning the effects of a kernel on system
performance, the cost of formal verification, and the ability to
maintain the software.

F.3 HARDWARE COUNTERMEASURES

a. Protection-State Variables

(1) Vulnerability. If a processor does not employ two or
more protection-state variables, both the user and the operating
system must operate in the same state. As a result, a user may
be able to perform all hardware functions without restriction.

(2) Countermeasure. A processor should have at least two
protection-state variables, i.e., privileged mode/user mode, in
which certain instructions are illegal except in privileged mode.
Examples of privileged instructions include input/output, memory
management, and context switching. Modification of the protection-
state variables should be contained by the operating system and
hardware so that a program in user mode cannot switch itself into
privileged mode.

(3) Confidence. Depending upon how well the system software
uses protection-state variables, this countermeasure ranges from
low to high confidence.

(4) Cost fac’tors. The cost is included in modern CPU
costs.

(5) Caveats. Procuring new hardware only to recognize
two or more protection-state variables is rarely justified. New
procurements should mandate hardware that meets this requirement
and software that fully supports and exploits it.
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b. Memory Protection Mechanisms

(1) Vulnerability. Computer architectures may not have
mechanisms to restrict main memory access by user programs. Lack
of memory protection mechanisms also makes it possible for user
programs to interfere either inadvertently or maliciously with
other users or with the operating system itself.

(2) Countermeasure. All computer system hardware that
processes classified or sensitive information should support the
use of memory protection mechanisms. These mechanisms are designed
to isolate users from each other and from the operating system.
The hardware checks each fetch and store instruction for proper
access. Examples of hardware protection mechanisms include memory
bounds registers (CDC 6000 Series), storage locks and keys (IBM
370 Series), segmentation (IBM 360/67), paging (Honeywell 6180),
rings, capabilities, tagged architecture (Burroughs B6700), and
descriptor-based protection (Plessey 250).

(3) Confidence. A computer architecture with a mechanism
to restrict memory access rates a medium level of confidence.
Architectures implementing segmentation, paging, rings, or other
more restrictive mechanisms rate high or very high.

(4) Cost factors. The cost is included in modern CPU
costs.

(5) Caveats. New hardware procurements should include
appropriate memory protection mechanisms.

c* Front-End Machines

(1) Vulnerability. Security functions such as password
authentication, access control, and security monitoring may be
rendered ineffective by penetration of the operating system.

(2) Countermeasure. In some applications it may be
desirable to employ a nonprogrammable minicomputer to perform
functions such as password authentication, access control, and
security monitoring for a large co-located host. Some advantages
of this device are:

(a] Off-loading security functions may improve the
performance of the host computer.

(b) Locating security functions in a physically
separate computer reduces the possibility that these functions
may be compromised due to host computer penetration.
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(c) Isolating the security functions may allow for
more rigorous software verification of security functions than is
feasible in the host computer system.

(3) Confidence. There are many variables to consider
when assessing the level of confidence for this countermeasure.
These include the strategy for attaching the front-end machine to
the host, the overall design of the front-end software, and the
techniques used to verify the design and implementation. However,
if the front-end minicomputer is nonprogrammable, a high level of
confidence is assured that the security functions will not be
subverted.

(4) Cost factors. The costs can be expected to vary with
technology and operating system sophistication.

(5) Caveats. A detailed cost benefit analysis is probably
necessary to weigh the substantial development cost against the
expected benefit.

d. Data Base Machines

(1) Vulnerability. A penetrator of an operating system
could have virtually unrestricted access to all information
available on the on-line storage media managed by the operating
system.

(2) Countermeasure. A data base machine can be used in
applications employing very large data bases or data bases that
are shared by different computers, local or remote. The data
base machine is a minicomputer between the main computers and the
on-line storage media to manage the reading and writing of the
data base. The authority of a user to gain access to the system
can be checked in the data base machine. Other security-related
considerations are:

(a) The data base machine’s operating system and
hardware provide protection to the Data Base Management System
(DBMS) and to security-related data.

(b) There is a forced invocation of the DBMS to access
data. Any attempted access of the data base causes a hardware
interrupt that activates the DBMS.

(c) The DBMS is separated from all user programming
and direct access capabilities.
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(d) Hosts may continue to operate system-high and
untrusted.

(3) Confidence. Use of a data base machine would assure
a medium level of confidence that a penetration of the host oper-
ating system would not allow unrestricted access to on-line data.

(4) Cost factors. The hardware and software required for
putting a data base machine into operation may be high if developed
from basic requirements.

(5) Caveats. Some processing power would be gained in
the host computer by transferring the data base management software
to the data base machine. This may be an alternative to expanding
the capacity of a saturated host computer. This performance gain
could be outweighed by the overhead associated in communicating
with the data base machine.

e. Redundant Equipment

(1) Vulnerability, In some situations even short periods
of downtime due to equipment failure may pose a serious threat of
denial of service if there is no backup hardware or contingency
plan.

(2) Countermeasure. In systems with a highly critical
uptime requirement, install enough redundant equipment to carry
on the minimum critical functions in the event of an equipment
failure in the main configuration.

(3) Confidence. Installation of sufficient redundant
equipment will assure a high level of confidence that a denial of
service will not occur due to equipment failure.

(4) Cost factors. The costs may be high depending on how
much hardware must be duplicated.

(5) Caveats. It will rarely be necessary to provide
redundancy for the entire hardware configuration. It should be
necessary to duplicate only the minimum configuration of hardware
to process the functions for which the agency or department cannot
suffer a denial of service.

f. Configuration Control

(1) Vulnerability. Poor security procedures may
the system to be configured improperly. This could lead
unintentional storing of classified data on unclassified
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or the sending of classified data to a remote terminal that should
have been disconnected. Both hardware and software configuration
management is necessary to permit reasonable and continual verifi-
cation that the computer system functions as intended. Modular
design provides a means of isolating to a large extent the security
features, thus minimizing the number of interactions between them
and other operations. Establishing a system of configuration
control affords the methodology for thorough analysis and testing
of any system changes before implementation, which is advisable
to protect against undesirable effects on the system’s security.
After the system is operational, configuration control of both
hardware and software serves to verify that undetected changes
have not taken place.

(2) Countermeasure. Establish and enforce the use of a
configuration control checklist. This checklist should contain
detailed procedures for connecting the individual ADP system com-
ponents together into the specific system configuration to be
employed during each period. These procedures include setting
all hardware switches, powering up and down of each device,
loading the standard software and firmware for the configuration
system, system operating procedures, and shutdown and restart
procedures. Strict adherence to the established procedures is
essential for overall system security. To insure that the
procedures are followed, it is desirable that two people verify
the new configuration.

(3) Confidence. The strict use of a configuration
checklist can provide a high level of assurance that the system
is correctly configured for each mode of operation, such as TOP
SECRET or UNCLASSIFIED.

(4) Cost factors. The cost of developing a configuration
control checklist is principally administrative. The cost of
following this checklist is the time for the console operator and
another person to verify the actual configuration against the
checklist.

(5) Caveats. This countermeasure is meant to be used
when changing from one period to another during periods processing.
It can also be used during start-up after the computer has been
shut down.

9* Hardware Error and Tampering Detection

(1) Vulnerability. Undetected hardware errors or hardware
tampering may compromise security.
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(2) Countermeasure. Provide hardware with facilities to
detect and expose internal hardware malfunctions. Modern hardware
normally has error detection capabilities, such as parity error
detection. Hardware components should cause an interrupt to occur
whenever there is a change in their status. Software can then be
developed to interpret the interrupt for possible tampering or
change in hardware configuration. Software may also be developed
to detect unusual error or interrupt patterns.

(3) Confidence. Medium.

(4) Cost factors. Costs will be primarily in developing
software to support these special hardware features. Costs may
range from one man-month to one man-year.

(5) Caveats. In addition to detecting hardware tampering
and errors, it would be desirable to have software detection
capabilities.

h. Interruption Resistant Power

(1) Vulnerability. The power supply for the ADP system
may be inadequate to meet the facility’s performance requirements.

(2) Countermeasure. The countermeasures listed below
provide various solutions depending on the vulnerability:

(a) Install a voltage regulator transformer to correct
for minor power line fluctuations (transients). This regulator
will provide protection against minor transients and brownouts.

(b) Use a motor alternator with an energy storage
flywheel to protect against short-term power failure.

(c) Use batteries to protect against long-term power
failure.

(d) Install a backup generating system to prevent
major loss of power.

(3) Confidence. High.

(4) Cost factors. Costs vary depending upon total kilovolt-
ampere of load and installation and site preparation costs.

(5) Caveats. In ADP facilities where environmental controls
must be maintained for continued operation of the ADP facility,
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the additional electrical load has to be added to the generating
capacity. Other electrical requirements that may be necessary
for operation should be considered, such as lighting, alarm systems,
and security systems.

F.4 ADMINISTRATIVE COUNTERMEASURES

a. Security Officer Procedures

(1) Vulnerability. Security is a full-time job and each
ADP facility should have an ADPSO, who has adequate authority to
manage an appropriate security program.

(2) Countermeasure. Establish the position or function
of ADPSO and appoint someone in writing to fill the position or
carry out the function. The ADPSO should be located within the
ADP facility organizational structure so that the ADPSO reports
directly to the ADP facility commander or manager. Some of the
functions of the ADPSO should be:

(a) Serves as the single point of contact for ADP
security at the ADP facility.

(b) Analyzes the ADP environment to identify vulnera-
bilities, assess threats, and apply countermeasures when needed.

(c) Develops, maintains, and documents security require-
ments and operating procedures.

(d) Insures that all personnel who install, operate,
maintain, or use the ADP system know system security requirements
and their responsibilities.

(e) Establishes methods for detecting, reporting,
investigating, and resolving ADP security incidents.

(f) Establishes procedures for controlling changes to
system hardware, software, applications, passwords, and central
facility and terminal access.

(g) Conducts periodic audits of security procedures
and controls.

(3) Confidence. Medium to Very High.

(4) Cost factors. The costs will consist of:
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(a) The recurring cost of the full or part-time salary

of the individual appointed as ADPSO.

(b) The cost of training the individual appointed as
ADPSSO .

b. Software Development Procedures

(1) Vulnerability. Software development procedures at
the ADP facility may be inadequate to insure that software is
developed and controlled according to standards.

(2) Countermeasures. Establish and publish a Configuration
Management Plan which describes software development procedures
and change procedures and places explicit controls on the develop-
ment and change processes. The plan should cover the areas of
program design, coding, and documentation.

(a) Program design should include:

~. Audit trails to establish an historical record
of processing.

~. A thorough and comprehensive plan for program
testing.

~. Controls on the accuracy of data, such as
input verification, matching against legal values, control fields,
and self-checking digits.

~. Quantitative controls, such as transaction
counts, batch control totals, controls on rounding errors, reason-
ableness checks, and error suspense files.

(b) Program coding should:

1. Organize programmers in teams, making sure
that no single p~ogrammer is responsible for an entire sensitive
application system.

2. Observe naming conventions so that all references
to a data elemen~ within an application are called by the same
name.

~. Use comments explaining accompanying code
segments. These comments ease the task of program maintenance
and help provide documentation.
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~. Use standardized indentation of source code
to improve both readability and maintainability.

5. Have a second programmer inspect every program
before it is com~iled to ensure it conforms to standards, does
not use restricted functions, and is logically complete.

(c) Program documentation should be standardized within
the ADP facility, and thorough documentation should be required
on all programs. Documentation should contain:

~. A functional description of the program written
in a narrative form describing the initial definition of the program
and any subsequent changes.

~. A program/subprogram section that contains
information about the hardware environment, design elements, and
interfaces.

~. A program specification section that describes
the program inputs, outputs, functions performed, interdependencies,
and exception conditions.

~. A program manual section with flowcharts,
source listings, cross-reference listings, test data used? and
operating instructions. These standards may have to be adapted
to individual facility needs.

(3) Confidence. Medium.

(4) Cost factors. The costs will consist of:

(a) The one-time administrative cost to establish
procedures is approximately one man-month.

(b) The recurring administrative cost to review and
update these procedures periodically is approximately one man-
week per year.

(c) The cost of recurring personnel time to comply
with these procedures is estimated at five to ten percent of coding
time for documentation writing and 10 to 15 percent of coding
time for checking by a second qualified programmer.

(5) Caveats. Standards and conventions can be difficult
to enforce and can add to initial software costs but may ease
program maintenance.
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c. Software Maintenance Procedures

(1) Vulnerability. The procedures governing the main-
tenance of production computer software may have weaknesses that
lead to a compromise of security.

(2) Countermeasure. Establish and publish a Configuration
Management Plan which describes the software maintenance procedures
that place explicit controls on the maintenance process. Controls
on the software maintenance procedures should include:

(a) An approved “Request for Change” should be required
to initiate changes in production programs.

(b) Program changes should be coded, tested, and docu-
mented in accordance with the facility software development and
software acceptance procedures. These controls may have to be
adapted to individual facility needs.

(c) New software releases should be advertised in
advance, properly identified by version or modification identifiers,
and installed at user sites.

(3) Confidence. Medium.

(4) Cost factors. The cost will consist

(a) The one-time administrative cost
procedures is approximately two man-weeks.

of:

to establish

(b) The recurring administrative cost to review and
update these procedures periodically is approximately one man-
week per year.

(c) The cost of recurring personnel time to comply
with these procedures is estimated at 30 percent of the coding
time.

(5) Caveats. Standards and conventions can be difficult
to enforce. These software maintenance procedures add to the
initial cost of the software but reduce the number of reruns that
otherwise would occur because of maintenance errors in software
modification.

d. Batch Input/Output Procedures

(1) Vulnerability. An ADP facility may have inadequate
procedures for the acceptance and release of data.
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(2) Countermeasure. Establish input/output procedures
that place explicit controls on the submission of input and receipt
of output. The input/output procedures should:

(a) Require users to submit job requests to use an
ADP facility, such as to enter data or to make a production run.

(b) Identify persons authorized to submit and pick up
work from the ADP facility.

(c) Control housekeeping activities to maintain the
flow of work through the ADP facility.

(d) Provide all users instructions for obtaining and
returning tapes and disks to the magnetic media library.

(e) Provide instructions for the quality control of
output and determination of correct security classifications.

(f) Provide instructions to cover the signing of
receipts upon receiving classified material and obtaining a
receipt for classified output.

(3) Confidence. Medium to High.

(4) Cost factors. The costs will consist of:

(a) The one-time administrative cost to establish
procedures is approximately two man-weeks.

(b) The recurring administrative costs to review and
update these procedures is approximately one man-week per year.

(c) The continuing salary costs of the persons appointed
to the input\output control group.

e. Access Procedures

(1) Vulnerability. Inadequate procedures for controlling
access to the ADP facility or equipment, media library or center
and supplies area lead to disclosure, theft~ fraud~ modification~
or destruction.

(2) Countermeasure. Establish procedures for controlling
access to the ADP facility, supply storage area, and other asso-
ciated sites such as remote terminal areas and backup sites.

F-28



OPNAVINST 5239.1A

~UG 3 1982

(a) Methods for controlling access to the ADP facility
include the following:

A. Access lists

~. Escort procedures

~. Identification badges

~. Guards

~. Mechanical or electronic door locks

g. Prompt removal of transferred or terminated
employees from access lists and the mandatory turn-in of any
facility identification or access keys or cards.

(b) Periodic inventories should be conducted of computer
equipment and related supplies.

(3) Confidence. Medium to High.

(4) Cost factors. The costs will consist of:

(a) Costs for procedures controlling access to the
ADP facility will be:

1. The one-time administrative cost to establish
these procedures–is approximately one man-week.

~. The recurring administrative cost to review
and update the procedures is approximately two man-weeks per year.

3. The one-time cost to implement whatever access
control method i= selected.

~. The ongoing cost of maintaining whatever method
of access control is selected.

(b) The costs for accounting for computer equipment
and related supplies will be the recurring administrative costs
to conduct periodic inventories.

f. Waste Procedures

(1) Vulnerability. Procedures may be inadequate to dispose
of ADP waste materials.
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(2) Countermeasures. Establish procedures that clearly
define the ADP waste materials that are to be disposed of in a
secure manner and provide the facilities for secure disposal.
These procedures should identify and provide destruction facilities
for:

(a) Paper and paper products, including carbon paper

(b) Printer ribbons

(c) Magnetic tapes, disks, drums, memory, etc.

(d) Microfilm and microfiche

Destruction facilities include incinerators, shredders, disinte-
grators, pulp machines, magnets, and tape degaussers.

(3) Confidence. Very High.

(4) Cost factors. The costs will be:

(a) The one-time administrative cost to develop these
procedures is estimated to be one man-day.

(b) The one-time cost to purchase and install whatever
method of destruction is selected.

(c) The recurring cost of ADP waste material disposal.

(5) Caveats. Method of destruction for ADP waste materials
must meet Department of Defense (DOD) standards.

h. Emergency Procedures

(1) Vulnerability. Security procedures for emergency
situations may be inadequate, absent, or unenforceable.

(2) Countermeasure. Establish well-conceived and tech-
nically feasible emergency procedures and test these procedures
periodically.

(a) Sources of advice for the development of these
procedures are:

~. The activity fire marshal

~. The local Public Works Department
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~. The installation security officer

~. The local National Weather Service

(b) These procedures will normally:

~. Provide for off-site storage of duplicate
records and files.

2. Arrange for processing critical applications
at other ADP fac~lities.

~. Identify material to be evacuated or destroyed.

~. Designate a single point of contact for deve-
loping emergency procedures.

~. Provide transportation in the case of emergency
evacuation.

(3) Confidence. Medium to High.

(4) Cost factors. The costs will consist of:

(a) The
these procedures is

(b) The

one-time administrative cost to establish
approximately two man-months.

recurring administrative cost to review and
update these procedures is approximately two man-weeks per year.

(c) An undetermined one-time cost to provide the
facilities to carry out these procedures.

(d) An undetermined recurring cost to test these
procedures periodically.

(5) Caveats. Training and periodic tests are essential
to insure that emergency procedures would be carried out in an
actual emergency.

h. Operating Procedures

(1) Vulnerability. The operating procedures may be inade-
quate and lead to disclosure, destruction, or modification of
data, or a denial of service.
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(2) Countermeasure. Establish operating procedures that
clearly and explicitly state how the ADP facility will function
on a day-to-day basis. Some of the points that these procedures
should cover are the:

(a) System start-up, shutdown, and system crashes

(b) Priority scheduling of production runs

(c) Computer operations personnel interface with users
and programmers

(d) Separation of duties

(e) Rotation of duties

(3) Confidence. Medium to High.

(4) Cost factors. The costs will consist of:

(a) The one-time administrative cost to establish
these procedures is approximately one man-week.

(b) The recurring administrative cost to review and
update these procedures is approximately two man-weeks per year.

(c) The cost of periodic training exercises is calcu-
lated on the frequency and duration of training and number of
personnel involved.

F.5 PERSONNEL MOTIVATION

a. Personnel Controls

(1) Vulnerability. Poor management attitude and policy
can lead to lapses in security.

(2) Countermeasure. Countermeasures listed below provide
various solutions depending on the vulnerability:

(a) To prevent lapses in security, management must
actively comply with security regulations and control procedures
and make sure that employees do the same. Training and indoctri-
nation courses should be given regularly to employees.

(b) To prevent employee misuse of or damage to the
ADP facility, screen potential employees for personal integrity,
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stability, and conscientiousness. Maintain close and effective
communications with the staff to prevent employee dissatisfaction
or to deal with complaints if they arise.

(c) To improve safety and security, periodically observe
the work environment and work habits of employees. Observation
will detect poor housekeeping habits that may increase the possibil-
ity of physical losses, such as tapes left on heaters, trash left
in-computer
also detect
as listings
browsing.

(3)

(4)
required to

room, or coffee cups on equipment. Observation will
poor work habits that may compromise security, such
left unattended or files left open for unauthorized

Confidence. Medium.

Cost Factors. The cost is dependent on the man-hours
train, screen, and counsel employees.

b. Personnel Compromise

(1) Vulnerability. The personnel of the ADP system or
facility can represent a degree of vulnerability that could be
exploited to compromise security.

(2) Countermeasure. The appropriate countermeasures are:

(a) To reduce the vulnerability of a compromise of
classified information, require all personnel with unescorted
access to the ADP facility to have a security clearance. The
level of the security clearance must be at least as high as the
level of information being processed. Uncleared personnel must
be escorted by authorized persons, and sensitive information must
be protected.

(b) To reduce the risk of inadvertent damage by
personnel, employ competent and well trained personnel. Make
clear the duties and obligations of employees.

(3) Confidence. Countermeasure (a) ranks high. Counter-
measure (b) ranks medium.

(4) Cost factors. Check with local personnel office to
determine cost for obtaining a security clearance.

F.6. EMANATIONS

a. Emanations Security
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(1) Vulnerability. Some components of a computer and
computer peripherals emanate data signals various distances when
processing or displaying data. These emanated data signals can
be recorded by hostile monitoring equipment.

(2) Countermeasure. Measures to control compromising
emanations (TEMPEST) are required on systems that process classi-
fied information under the provisions of OPNAVINST C551O.93D (NOTAL),
“Navy Implementation of National Policy on control of Compromising
Emanations for Facilities, Systems, or Equipment used to Process
Classified Information (U).” The following countermeasures can
be applied to reduce TEMPEST susceptibility.

(a) Design ADP equipment and systems such that emana-
tions are suppressed.

(b) Adhere to approved installation criteria to limit
interaction between classified and unclassified signal lines,
power lines, grounds, and ADP equipment and systems.

(c) Use low-level keying and signaling for all ADP
equipment and systems.

(d) Install ADP equipment and systems within shielded
enclosures and physically controlled areas.

(e) Procure ADP equipment that has been placed on the
Preferred Products List, ensuring that TEMPEST criteria are met.

(3) Confidence. A high degree of confidence is gained if
a large enough physical control zone is available? the minimum
essential countermeasures are implemented~ or the equipment is
designed or modified to limit the strength of emanations.

(4) Cost factors. The costs vary depending on the equipment
to be purchased and installation costs.

b. Radios and Tape Players

(1) Vulnerability. Radios, tape players, and other personally-
owned equipment may be transmitters of electromagnetic emanations,
which in turn may be modulated by nearby ADP equipment.

(2) Countermeasure. Radios, tape players, and other personallY-
owned equipment should be banned from the computer room at installa-
tions processing classified information. Exceptions to this can
include equipment that has been technically inspected and approved.
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(3) Confidence. The strict enforcement of this counter-

measure ensures a high degree of confidence.

(4) Cost factors. The cost will consist of:

(a) The initial administrative cost of one man-week
to develop the procedure.

(b) The recurring cost to conduct another technical
inspection each time the equipment is brought into the secure
area.

F.7 PHYSICAL

a. Access to the Computer Center

(1) Vulnerability. The physical aspects of the ADP facility
may make it difficult to control access to the facility.

(2) Countermeasure. Appropriate physical security controls
employed to safeguard the equipment apply not only to the computer
equipment itself and its terminals, but also to such removable
items as listings, magnetic tapes, disks, etc. The point is to
protect not only the user’s data and programs, but also the system.
If parts of the computer system (e.g., magnetic discs, tape files
or copies of machine listings) contain unusually sensitive data
or need to be physically isolated during maintenance procedures,
it may be necessary to separate them physically and to control
access to them independently. This applies to the environmental
facilities required to provide reliable operation of the system.
Some examples of controls are:

(a) Install an external surveillance system to prevent
intruders from gaining access to the installation. Elements of
the system include an external lighting system, a roving guard
patrol, and closed circuit television surveillance. Also install
intruder alarms on all unattended windows and doors.

(b) Establish a guard force to prevent unauthorized
persons from entering the installation or ADP facility. The guard
will verify and admit authorized personnel, maintain a visitor
log, and ensure that visitors are properly escorted.

(c) Install an access system to prevent unauthorized
persons from entering the ADP facility. The following systems
provide protection by requiring the entrant to unlock a door.
These systems may be used singly or in combination.
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~. Conventional key and lock set

g. Electronic key system

~. Mechanical combination

~. Electronic combination

locks

locks

(3) Confidence. Countermeasures (a) and (c) are rated
high, while (b) is rated medium.

(4) Cost factors. The costs will consist of:

(a)
surveillance is
of equipment to

(b)
rates.

(c)
practices.

The cost for intruder alarm systems and television
highly dependent on building design, sophistication
be used, and local labor rates.

The cost of guard service depends on local labor

Costs must be determined through local procurement

(5) Caveats. The environment control system and storage
rooms should also be secured to prevent unauthorized access.

b. Physical Layout

(1) Vulnerability. The physical layout inside the ADP
facility may make it difficult to control the movement of persons
within the ADP facility.

(2) Countermeasure. Access should be on a need-to-know
basis to minimize access to the computer area. Visitors, main-
tenance personnel, and customer engineers should provide positive
identification and always be escorted.

(3) Confidence. Medium.

(4) Cost factors. Minimal.

c. Fire Protection

(1) Vulnerability. Fire protection may be inadequate,
making the ADP system or facility vulnerable to fire.

(2) Countermeasure. Appropriate countermeasures are:
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(a) Install a fire detection system. Place additional
fire detectors above false ceilings, below raised floors, and in
air conditioning ducts. Install a control panel that can identify
the location of the detector that causes an alarm.

(b) Make fire extinguishers available in accessible
locations. Mark each extinguisher as to the type of fire for
which it is to be used. For example, a Class A extinguisher should
only be used on paper or wood.

(c) Provide a means of extinguishing or controlling a
fire in the ADP facility by installing an automatic fire extin-
guishing system. Three types of systems are: a water sprinkler
system, a carbon dioxide system, and a HALON-1301 deluxe system.
Install alarms to alert personnel if the system is activated. A
water flow alarm can be used for sprinkler systems, and a pressure
sensor alarm can be used for gaseous systems.

(d) Provide a fire protection plan to prevent the
cause of fire and to extinguish a fire quickly. Develop the fire
plan with the aid of the fire marshal. Conduct frequent inspections
to identify and eliminate potential fire hazards.

(e) Install and clearly mark emergency power discon-
nection switches to protect equipment when a fire is detected.
Make plastic sheeting available to cover equipment to protect
against water damage. Store magnetic tapes and removable disk
packs in fireproof or fire-resistant containers or rooms.

(3) Confidence. Countermeasures (a) and (c) are rated
high, while (b), (d), and (e) are rated medium.

(4) Cost factors. Costs must be determined through local
procurement practices.

d. Environmental Control System

(1) Vulnerability. The environmental support systems
(air conditioning, heating, and humidity control) may be inadequate
to meet the mission’s performance requirements.

(2) Countermeasure. Appropriate countermeasures are:

(a) Install multiple units to protect against the
failure of the air handling unit (AHU). For example, use three
20-ton AHUs in place of one 50-ton unit. There should be enough
capacity to maintain the environment with one unit out of service.
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The air handling units circulate the computer room air, provide
temperature and humidity control, and filter the air.

(b) If the environmental control system fails, the
capability to use outside air may be beneficial. Depending on
location and weather, the use of direct outside air via vents and
fans may be sufficient to maintain the temperature and humidity
of the facility.

(c) Install an AHU designed to use and recirculate
inside air in the event that outside air becomes unusable. The
outside air may contain noxious fumes or may be of such poor
quality that the filtration system would not be useful.

(3) Confidence. Countermeasure (a) is rated high, (b) is
low, and (c) is medium.

(4) Cost factors. The cost depends on the extent of
modifications and on local labor rates.

e. Building Construction

(1) Vulnerability. The construction of the building for
the ADP system may introduce vulnerability.

(2) Countermeasure. Appropriate countermeasures are:

(a) Install pumps to remove water to protect against
damage caused by flooding. Make sure that floor drains contain
check valves to prevent water from entering the computer room.
Install curbs around the facility or seal walls to divert water
and prevent seepage.

(b) Re-route pipes from above the facility to prevent
accidental flooding from plumbing failure. If this cannot be
done, make sure that shutoff valves are accessible and clearly
identified. Water pipes can be instrumented to detect any abrupt
loss of pressure and to alert personnel.

(c) Locate the ADP facility in a building with high
resistance to earthquake damage to protect against damage caused
by an earthquake. The facility should be located to minimize
risk of damage from neighboring buildings or structures.

(d) Install fire walls and fire doors to protect
against a fire outside the ADP facility. Install fire dampers in
all ducts leading to the facility to prevent smoke from entering.
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(3) Confidence. All countermeasures are rated high.

(4) Cost factors. The cost depends on the extent of modifi-
cations, the cost of parts, and the local labor rates for implemen-
tation.

F.8 COMMUNICATIONS

a. Communications Lines and Links

(1) Vulnerability. It is possible to tap or monitor sur-
reptitiously a data communication line or link. Any data passed
along the communications lines or links are susceptible to hostile
interception or manipulation.

(2) Countermeasure. Transmission and communication lines
and links between components of an ADP system must be secured at
a level appropriate for the material to be transmitted. In the
case of classified material, the countermeasures for secure communi-
cations lines or links are mandated by DOD Directives. Communi-
cations lines or links are guided by DOD MIL-HDBK-232 (RED/BLACK
criteria) (NOTAL). Approved cryptography can be used for protecting
information against a variety of threats. For secure electrical
transmission of unencrypted information when relatively short
distances and controlled areas are involved, a Protected Distri-
bution System (PDS) may be used as an alternative to cryptography.
For se]lsitive information or Privacy Act data, secure transmission
is not mandated. However, during transmission some security should
be provided, especially for sensitive business data.

(3) Confidence. A very high level of confidence can be
placed in the mandated cryptographic techniques used for classified
information.

(4) Cost factors. Cost must be determined through local
procurement practices.

(5) Caveats. An important factor affecting the level of
confidence in cryptographic techniques is the type of security
afforded the keys.

b. Terminal Identification

(1) Vulnerability. Many systems have improper or insuffi-
cient authentication of hardware. This can lead to a situation
where an operating system cannot properly identify a terminal
before responding to a request for data. There is the possibility
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that data will be routed to a terminal whose location is not secure
enough to support the storage of the data.

(2) Countermeasure. Each remote terminal should be indi-
vidually identified by a hardware feature in synchronization with
the operating system. That is, the communications port, channel,
and subchannel number should always communicate with the same
remote terminal unless physically switched at the central site.

(3) Confidence. High.

(4) Cost factors. The costs can be substantial if new
terminals must be bought that have a unique identification symbol
associated with them.

(5) Caveats. Confidence in this countermeasure depends
on how often the hardware identification symbol in each terminal
series is repeated. The manner of implementation of the hardware
identification, i.e, whether an identification is secure, also
affects the confidence level.

c. Terminal Identification by Call Back

(1) Vulnerability. Many systems have insufficient means
to identify valid terminal users. Without some form of terminal
identification there is no way to assure that a potential penetrator
terminal is not asking to be connected.

(2) Countermeasure. Install a call-back procedure for
systems that allow dial-up terminal connection and do not have an
automatic hardware terminal identification procedure. The call-
back procedure identifies a terminal dialing into a computer system.
The central computer first disconnects the calling terminal, then
re-establishes the connection by dialing the telephone number of
the calling terminal.

(3) Confidence. A call-back terminal identification proce-
dure assumes a high level of confidence that the terminal asking
to be connected is at least in the same location as the authorized
terminal.

(4) Cost factors. This cost may be reduced by having the
computer operator or switchboard operator perform the call-back
procedure rather than installing automatic call-back software.

(5) Caveats. If a procedure is set up to have either the
computer console operator or a switchboard operator perform the
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call-back procedures, they must be instructed to call back the
number at the place where the terminal is supposed to be, rather
than a number that the terminal operator gives them.

d. Handshaking

(1) Vulnerability. Without some type of authentication
procedure, there is no way a system and a user can identify each
other.

(2) Countermeasure. Handshaking is a procedure by which
a system and a user (also two users or two systems) exchange
identifiers to verify each other’s identity. The identifiers can
be passwords or even the successful execution of an algorithm.

(3) Confidence. Medium,

(4) Cost factors. The cost is for software development
and should be no greater than one man-month.

(5) Caveats. Confidence in this countermeasure can vary
as the protocol for handshaking varies. An exchange of common
passwords, such as name of persons and identification number of a
hardware unit, will lower the level of confidence. Using a pseudo-
random number transformation may raise the level of confidence.

e. Telephone Instruments

(1) Vulnerability. Factory-installed microphones in the
handset and ringers on standard telephone instruments can act as
microphones, either through design or intentional manipulation.
They can then be used to monitor data signals and voices surrep-
titiously in the area around the telephone instruments.

(2) Countermeasure. Relocate telephone instruments 1.8
meters (6 feet) or more from equipment used to process classified
information. Remove the factory-supplied ringer from each instru-
ment and install a protective ringing device to minimize the tech-
nical security hazard posed.

(3) Confidence. This countermeasure rates a high level
of confidence that it will substantially lower the risk that clas-
sified emanations or audio will travel out of a secure area over
nonsecure telephone instruments.

(4) Cost factors. The cost per telephone will be less
than $50.
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f. Protected Distribution System (PDS)

(1) Vulnerability. Unprotected communications links can
cause an ADP facility to be vulnerable to unauthorized activities
including wiretapping and spoofing.

(2) Countermeasure. It is desirable to employ a PDS in
some classes of ADP systems. A PDS is a telecommunications system
that has been approved by COMNAVSECGRU or COMNAVTELCOM. It is a
system for which electromagnetic and physical countermeasures
have been applied to permit safe electrical transmission of unen-
crypted sensitive information. Contact the ADPSSO for assistance.

(3) Confidence. High.

(4) Cost factors. The costs are high. However, the costs
of a PDS for a secure terminal area within the same building but
outside the secure computer center may be less expensive than
cryptographic protection.

(5) Caveats. Once a PDS has been run to a terminal or
group of terminals, it is expensive to move the terminals and the
PDS lines.

9. Communications Path Alternatives

(1) Vulnerability. A communications system may be totally
reliant on a set of communications paths. If one path becomes
unavailable~ serious denial of service problems may occur.

(2) Countermeasure. Each path in a communications system
should have an alternative route. There should be more than one
way to get from one node to another node in the communications
system. Backup paths can be established physically (with hardware)
and logically (with software) .

(3) Coincidence. The greater the connectivity, i.e., the
more alternative routes there are~ the greater the confidence
will be that a serious denial of service will not occur. One
backup path gains a medium level of confidence at best.

(4) Cost factors. It is expensive to retrofit software
and hardware for establishing alternative paths in a communications
system. Costs will vary depending on the size of the communications.
The cost of modifications to the software only is still high because
of the complexity of this software.
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NOTE : This appendix is for general reference only. It is not an
all inclusive list of ADP security countermeasures.
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APPENDIX G

SAMPLE THREAT AND WLNERABILITY EVALUATION WORKSHEETS

This appendix contains sample Threat and Vulnerability
Evaluation Worksheets. They do not represent all known threat
and vulnerability conditions. An activity may have site-specific
threats and vulnerabilities. The activity may use these worksheets
as a guide when developing their own worksheets based on local
conditions. The evaluation guidance given suggests data that may
be used in determining Successful Attack Frequency Ratings and
justifying the values assigned.
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

THREAT NAME

UnintentionalSystemProgrammerError WwwE
DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES,

System programmers may commit unintentional errors causing modification,
destruction, or disclosure, and denial of service.

o A system programmer may insert a patch to the operating system without
completely testing it.

o System programmers may assign erroneous user passwords.

EVALUATION GUIDANCE
Estimate the probable number of unintentional system programmer errors which have
had an adverse impact. Consult system activity legs for the number of bad job runs
and system crashes. Consider which programmers have which system user privileges.
Evaluate the training procedures for system programmers and the documentation of
procedures.

SUCCESSFUL ATTACK FHEOUENCY RATING BY IMPACT AREA.

DMODIFIcATION ~OEsTRUcTION nDIS~LOS.RE ~~~N,A~oFsERvIcE
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREAT NAME

Unintentional Data Entry Error 8MIPI’UF
?. DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

An error during introduction of data to the system may be serious enough to result
in processing errors, job halts, or output errors.

o Personnel may not be adequately trained.

o Quality control may not detect errors before entry.

EVALUATION GUIDANCE
Estimate the number of unintentional data entry errors which have an adverse impact
on operations. Review records of all data entry errors which resulted in
processing delays or output errors. Consider the method of data entry, forms
design, level and quality of the user machine interface. Review verification and
validation procedures.

.successful ATTACK FREouEfIIcyRATING BY IMPACT AREA.

n
MODIFICATION

n’
DESTRUCTION

c1
DISCLOSURE

c1
DENIAL OF SERVICE

!
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1.THREAT NAME

unintentionalOperatorError
SAllll!!lll

!.DESCRIPTION, EXAMPLES,AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

Operatorsmaycomnitunintentionalerrors.

o Operatorsmaynotfollowstandardoperatingprocedures.

o AIIoperatormaymountthewrongtape.

o ~ operatormayfail to remove a tape write ring.

EVALUATION GUIDANCE
Estimate the number of unintentional operator errors which have an adverse impact.
Consult operator logs for the number of bad jobs, reruns, etc. Consider the
training operators receive. Evaluate documented operating procedures.

5.SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.

o
MODIFICATION

0’
DESTRUCTION

c1
DISCLOSURE

a
DENIAL OF SERVICE
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

THREAT NAME

unauthorized Disclosure of Information
WIWL~

DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

Employees or contractor personnel having access to classified, personal, or other
sensitive information may disclose this information to other personnel. Information
may be disclosed through a malfunction of the ADP system. Information produced by
the ADP system, e.g., computer printouts, tapes, and disks, may not be properly
marked to indicate sensitivity or classification, or may be improperly handled.

o Cleared personnel may assume that possession of a clearance is tantamount
to a need-to-know.

o Cleared personnel may grant request for information without verification.

o Information may be disclosed through a malfunction of the ADP system. For
example, an operating system error may cause classified information to be
included in unclassified output.

o Personnel may fail to mark properly computer-produced information or to
determine its correct sensitivity or classification. For example, computer
dumps containing classified or sensitive information may be downgraded
without adequate review, or tapes containing classified or sensitive
information may be labeled incorrectly.

o Passwords and other identifiers which can be used to log-on or otherwise
gain access to the ADP system may not be properly protected; for example,
they may be written on desk calendars.

o Improperly marked messages may be incorrectly distributed.

o Memory storage areas containing sensitive data may not be cleared before
accessed by another application.

EVALUATION GUIDANCE
The facility security officer may be able to provide data on security violations
involving possible compromise of information. Computer room personnel may be also
able to provide data concerning disclosure of data as a result of computer error.
Ask facility personnel the question: “How often have you had the opportunity to
see classified information that you did not have a need to know?” Personal and
other sensitive information should be included in determining the rating. Estimate
the probable frequency of disclosures of data as a result of improper hanbdling or
marking. Estimate the number of printouts, tapes, and disks based on system
inventory and production levels. Evaluate software to insure that memory storage
areas are cleared of sensitive data before another application of different
sensitivity can access them. Evaluate input/output procedures for correct job
submission and delivery.

SUCCESSFUL ATTACK FREOUENCY RATING BY IMPACT AREA.

c
MODIFICATION

c1
OBSTRUCTION

c1
DISCLOSURE ~ DENIAL OF SERVICE

-- . . . . ---- . - ,- ___
UPNAV 3239/5 IZ-UZI
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREAT NAME

Alteration of ADP System Software and Application Programs

84NFU

DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES,

The ADP system software and application programs may be unintentionally altered in
an unauthorized manner.

o Corrections to application prngrams may be inserted without complete testing
and cause errors in execution.

o Changes to software may be entered without following proper configuration
control procedures.

o A computer program may gain access to the wrong data or source file and
alter its contents.

EVALUATION GUIDANCE
Estimate how frequently system software and application programs are altered
accidentally. Programming errors, incorrect job streams, and overwrites that would
alter the ADP software should be considered. Consider software maintenance
procedures, software development and change procedures, audit trails, passwords,
memory access restrictions, and error detection mechanisms. Consult system
programmers and customer engineers. Consider quality control, testing, and debug
procedures. Determine if the operating system tests all user-provided parameters
for validity. Compare new software releases against previous versions to ensure
all changes are authorized and fully tested.

,3 SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA

El MODIFICATION
0’

DESTRUCTION
c1

DISCLOSURE
c1

DENIAL OF SERVICE
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1.THREAT NAME

Misuse of Computer Resources
$$&Kll!W

,.DESCRIPTION, EXAMPLES,AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

Individuals may employ the resources of the ADP system for unauthorized purposes
and deny the use of the ADP system for authorized purposes. Personnel may
deliberately cause denial of service through hardware or software modification.
Employees or contractor personnel having access to the ADP system may attempt to
manipulate the ADP system to commit fraud. Personal data or other sensitive
informationmay be compromised or modified. Information, supplies, hardware,
software, and computer service may be stolen.

o Input data and output reports may be falsified.

o Unauthorized software may be used.

o Control and audit procedures may be subverted.

o Individuals may browse files; play computer games; develop personal programs.

o Individuals may sell the computer resources for personalgain.

o Contractorpersonnelmayusethecomputerresourcesforconductingbenchmark
testsorforsoftwaredevelopmentunrelatedtotheircontractualuseofthe
ADP system.

o Hardware may be vandalized and switch settings may be altered.

o Programs may deliberately tie up excessive amounts of storage, CPU time, or
operating system services.

EVALUATION GUIDANCE
Estimate the frequency of unauthorized use of the ADP system by authorized users.
System accounting tapes or audit trails may be useful. Consider the availability
of computer games. Consider the type of data processed. A facility that prepares
a payroll or dispenses funds is a likely candidate for fraud. Consult the facility
Security Officer for information on past fraud cases. Evaluate physical security
countermeasures to control access to the computer facility. Evaluate software
access controls and countermeasures such as passwords, user privileges, audit trails,
software verification, and time and resource limits (e.g., amount of CPU time and
number of disk drives accessdd by a program). Consider dollar value and sensitivity
of equipment and data. Review records of lost and stolen property.

SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.

u
MODIFICATION
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DESTRUCTION

o
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREA1 NAME

Alteration/Failure of ADP System Hardware

)
. . DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VU LNERABILITIES.

Employee or contractor personnel may alter the ADP hardware configuration in an
unauthorized manner. Hardware failure may be caused by faulty or poorly maintained
equipment.

o Maintenance personnel may disable security-relevant subsystems.

o A malfunctioning terminal may be replaced by a different type or model
terminal by a user.

o Altering hardware may cause secondary damage to equipment.

o Proper maintenance procedures may not be followed.

EVALUATION GUIDANCE
Estimate how frequently unauthorized modifications of ADP system hardware are made.
Consider switching of physical devices. Consult customer engineers, maintenance
Dersonnel. and service 10US for information about hardware modifications and*.——_. ...-– -,
equipment failures.
Evaluate the quality

Consider the
and quantity

availability of backup equipment and spare parts.
of preventive maintenance.

.

1. SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREAT NAME

,, ; ,p$q

,.*.

Emanations/Eavesdropping i).? 0:,
,!$1.,,,

L-f1 I~Q~
LA

,. DESCRIPTION, EXAMPLES,AND JUSTIFICATION EASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES,

The presence of electronic equipment i.nthe ADP facility may cause electromagnetic
emanations to be radiated great distances from the ADP facility. These emanations
may be decipherable into useful information. An agent may place or cause electronic
equipment to be placed within or adjacent to the ADP facility to transmit electro-
magnetic signals. ~anations from outside sources may interfere with transmission,
reception, or processing of data. An agent, employee, or contractor person may
eavesdrop upon a telecommunicationslink.

o Personal tape players, radios, or television sets located at the computer
console may be a source of emanations.

o Telephones may allow conversations within the computer room to be overheard
remotely.

o Facility equipment may violate TE24PESTstandards.

o Radio transmitters or radar in the vicinity of the ADP facility may interfere
with computer operation.

o Listening devices may be planted in the ADP equipment by customer engineers,
maintenance personnel, or enemy agents.

EVALUATION GUIDANCE
Estimate the probable frequency of successful attempts to obtain information by
using emanations from electronic equipment within the ADP facility. Consider t?!e
sensitivity of the data being processed. Evaluate the results of a -EST survey,
if one has been conducted, for emanations from equipment. Consult the security
officer and local NIS agent for information on the enemy agent threat in the area.
Consult the H or customer engineer for information on interference from external
electronic gear such as radar.

,.SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

I THREAT NAME

Telecommunications Failure
$wwu

The telecommunicationslinks for the ~P system may fail and deny the use of the
ADP system to remote users who depend on the teleconununicationslinks.

o Information may be introduced onto an otherwise idle communications link
and may not be detected as being spurious data.

o Down nodes may not be bypassed and may bring down the system.

o Natural events such as storms may disrupt the telecommunicationslinks.

o Switching devices may fail.

o Response time may increase during heavy traffic

EVALUATION GUIDANCE
Estimate the frequency of telecommunications failures.
facility manager, telephone company, or other providers

loads.

Ask for data from
of communications

the computer

links.

Consider terrestrial, satellite, and microwave telecommunications. The communications
software may be designed to bypass down nodes. Review equipment distribution for
heavy load handling capability. Consider equipment maintenance and the availability
of backups.

2. DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

3. SUCCESSFUL ATTACK FREOUENCY RATING BY IMPACT AREA.
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

THREAT NAME

power Instability Muiwui
DESCRIPTION, EXAMPLES,AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

A pwer fluctuation or interruption may occur, denying the use of the ADP system or

altering information being processed.

o A power fluctuation or “spike” may cause the ADP system to become inoperable
or to destroy or change data being stored or written.

o A complete interruption of power (power line outages, blackouts, etc.) can
cause a long-term denial of service unless alternative power sources are
available.

o Power fluctuations can damage equipment.

EVALUATION GUIDANCE
Estimate the frequency of outages and surges in primary power supply. Contact the

facility or building manager and the local power company for data. Consider all
causes of power outages and surge, such as bad weather, possible sabotage, commercial
power supply “brownouts.” Evaluate existing countermeasures such as an uninterruptible

power supply, backup generator, batteries, etc.

SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.

OMOOIFICATION ODESTR.CTION DISCLOSURE n DENIAL OF SERVICE

NAV 5239/8 (2-82)
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREAT NAME

Environmental Control Failure $j~~~~~

!.DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

The air conditioning, heating, or humidity controls maY malfunction and deny the
use of the ADP system.

o On very hot days, the air-conditioning system may overload.

o Humidity controls may malfunction.

EVALUATION GUIDAIWE
Estimate the frequency of environmental control system failures. Contact the
facility or building manager for data. The manufacturers of the environmental
control system can also supply.information.

o How reliable is the environmental support system?

o If the environmental support system fails, how long can the system function?

o Are repairs readily available? Does a failure automatically cause a facility
shutdown?

o If the environmental suppxt system goes down because of failure or power
outage, can it be restarted quickly? (Some systems have a start-up time.)

o Are backups available?

3.SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1.THREAT NAME

Enemy Overrun/Civil Disorder 84KWLE

!. DESCRIPTION, EXAMPLES,AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES,

ADP facilities may be overrun by enemy-forces or a civil disorder.

o A fixed installationmay be attacked and captured by enemy forces.

o Shipboard ADP systems will be afEecte&by the seizure or damage of the
ship.

o m attack that does not overrun the ADP facility may damage its support
facilities.

o Dissident groups may attempt to occupy the ADP facility.

o Enemy agents may commit acts of sabotage.

EVALUATION GUIDANCE
Estimate how frequently the ADP system or facility is likely to be overrun or seized
by hostile forces. l%is will depend a great deal upon the mission and location of
the ADP system or facility. For mobile systems, the frequency may vary with the
location. This estimate may be sensitive information. Consult the installation’s
security officer and Naval Intelligence for guidance. Evaluate the physical security
posture of the facility. Evaluate emergency procedures, contingency plans, and
backup and recovery provisions.

1,SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

THREAT NAME

Natural Disaster

DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

The ADP system or facility may be destroyed in whole or in part by a natural disaster
such as an earthquake, tidal wave, mud slide, or bursting dam.

EVALUATION GUIDANCE
Estimate the frequency of destruction or disruption by earthquake, tidal wave?
bursting dams, or other natural disasters. Contact the National Weather Service
and building manager for information. Use historical data. Anticipating the
frequency and severity of these occurrences is difficult to accomplish with accuracy.
The potential for occurrence should be considered. The National Bureau of Standards’
‘PIPS Pub 31 (NOTAL) provides information on evaluating the frequency of natural
disasters. Evaluate the vulnerabilities of the facility location and construction.
Evaluate emergency procedures, contingency plans, and backup and recovery
provisions.

SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.
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rHREAT AND VULNERABILITY EVALUATION WORKSHEET

THREAT NAME

Water Damage
$willPu

DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VU LNERABILITIES.

Flooding from surface runoff, rivers, tides, or other external sources may damage
the ADP facility. Leakage from a supporting structure’s water supply system may
damage the ADP facility.

o A flmd or high tide may destroy or damage the ADP installation.

o Rough seas may cause flooding of a shipboard facility.

o Water pipes above the computer room may leak or burst causing damage to the
computer equipment.

o Sprinkler systems may be inadvertently activated.

EVALUATION GUIDANCE
Estimate the frequency of occurrence of conditions that could cause water damage.
The building manager, ship’s engineer, and National Weather Service should be
contacted for information. Estimate the frequency of burst pipes, accidental
sprinkler activations, and other events that could release water inside the
facility. Contact the building manager or appropriate shipboard officers for
information. Evaluate the vulnerabilities of facility lceation and construction.
Evaluate emergency procedures, contingency plans, and backup and recovery
provisions.

;UCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.

o MODIFICATION
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREAT NAME

Fire
~~~~Q~

,,DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES,

A fire may develop within the ADP facility and destroy the facility in whole or in
part. A fire in a neighboring area may spread and destroy the ADP facility andlor
supporting facilities. Adjacent areas may present significant fire hazards, different
from those within the facility, to the ADP facility.

o A fire may destroy the ADP facility and\or supporting facilities, e.g.,
tape storage.

o Electrical fires may occur inside the computer room.

o Paper supplies inside the ADP facility may catch fire.

o Neightmring buildings may contain highly flammable materials.

o Neighboring buildings may have hazardous work being performed in them that
is highly susceptible to fire.

o Forest or brush fires may spread and destroy the ADP installation.

o A fire in another part of the building or vessel housing the AOP facility,
e.g., a kitchen, may spread to the AOP facility.

EVALUATION GUIDANCE
Consider the number of actual fires and probability of fire in adjoining buildings,
spaces, and within the facility. Contact the fire marshal, ship’s engineer, an~
neighboring building managers for information. Evaluate the vulnerabilities of
facility location and construction. Evaluate emergency procedures, contingency
plans, and backup and recovery provisions. Consider the number, type, and location
of fire extinguishers, heat and smoke detectors, sprinklers and other fire
protection systems, and fire exists. Evaluate the routing of electrical and power
cables. Consider the answers to these questions:

o Are there conditions which could cause a fire?

o Are there areas where a fire would not be noticed until it became large?

o How quickly can a fire be detected?

o How fast will a fire spread?

Page 1 of 2
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

. THREAT NAME

Fire (continued)

. DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

o How are combustible materials stored?

o Is adequate firefighting equipment available on site?

o Are personnel familiar with emergency fire procedures?

o How long will it take firefighters to respond?

Page 2 of 2
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GUIDELINES FOR ADP SECURITY DOCUMENTATION

H.1 INTRODUCTION . The purpose of this appendix is to assist
Navy activities and ADPSOS in establishing, executing, and main-
taining an ADP Security Program. Documentation is an inteqral
part of the program. This appendix provides guidelines for
documenting risk assessments,ST&E plans, accreditation requests,
and contingency plans.

H.2 OVERVIEW OF ADP SECURITY DOCUMENTATION

H.2.1 ACTIVITY ADP SECURITY PLAN (AADPSP). The AADPSP is a useful
document for establishing and updating an ADP security program to
implement the provisions of this instruction. It should promulgate
activity ADP security policy and provide guidelines for all ADP
security procedures to be used by the activity. It should document
the
and
the
all
the
H-1

current ADP security environment, establish program objectives,
outline a POA&M for program implementation. A key feature of
AADPSP is an activity accreditation schedule which identifies
ADP elements of the activity and outlines a POA&M for completing
steps of the accreditation process for each ADP element. Figure
provides a sample format for an activity accreditation schedule.

a. The AADPSP should address the following areas:

(1) Scope of the activity ADP Security Program

(2) Commanding officer’s policy statement

(3) ADP security organization and assignment of responsi-
bilities

(4) Objectives for implementing the DON ADP Security Program
at the activity

(5) Top level description of the current ADP security
environment

(a) Hardware

(b) Software

(c) Physical facility/security

(d) Personnel

(e) Communications

H-1
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(f) Emanations

(g) Administrative/operating procedures

(h) Data

(6) Training

(7) Audit/internal review

(8) Provisions for ADP security in life cycle management

3r?-
(9) Provisions for ADP security in hardware and software

configuration control

(10) Activity accreditation schedule identifying all ADP
elements and a POA&M for completing the following (see Fiqure
H-1) :

b.
of the

(a) Risk assessments

(b) ST&Es

(c) Contingency planning and testings

(d) Accreditations

Updating the AADPSP should be a principle of the execution
Plan. The AADPSP should be a livinq document for baselining,

updating, improving, developing, maintaining, and managing ADP
security requirements within the DON ADP activity. The AADPSP
should serve as a comprehensive document of security posture and
plans for the commanding officer and ADPSO. The ADPSO is responsible
for developing, implementing, and updating the AADPSP.

H.2.2 RISK ASSESSMENT TEAM CHARTER. The Risk Assessment Team
Charter provides the framework and authority for accomplishing
the activity risk assessment. It documents objectives, responsi-
bilities, and a POA&M for conducting the risk assessment. Figure
H-2 is a sample command notice and illustrates a format for the
Risk Assessment Team Charter.

H.2.3 RISK ASSESSMENT DOCUMENTATION. All parts of the risk assess-
ment should be fully documented. Values used in the risk assessment
should be justified by the supporting documentation. Figure H-3
provides a sample table of contents and illustrates a format for
organizing a risk assessment document.

H-2
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H.2.4 SECURITY TEST AND EVALUATION PLAN. The ST&E plan describes
how ADP security will be tested. It should document how each
countermeasure will be exercised to determine if it is effective.

a. The ST&E should address all elements of the ADP security
environment:

(1) Hardware

(2) Software

(3) Physical facility/security

(4) Personnel

(5) Communications

(6) Emanations

(7) Administrative/operating procedures

(8) Data

b. The ST&E plan should include the following items for each
element in subparagraph H.2.4a:

(1) Test objectives

(2) POA&M for the test

(3) Test team organization

(4) Detailed test plans and procedures

(5) Test data

H.2.5 SECURITY TEST AND EVALUATION REPORT. The ST&E report docu-
ments the execution and results of the ST&E plan. It analyzes
the findings of the ST&E plan and lists recommendations to correct
deficiencies. Figure H-4 provides a sample format for an ST&E
report.

H.2.6 CONTINGENCY PLAN DOCUMENTATION. The Contingency Plan should
fully document procedures for continuity of operations. The detail
and scope of the plan depends upon the characteristics of the
individual activity. The activity contingency plan should provide

H-3
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detailed procedures for all aspects of emergency, backup, and
recovery operations. Figure H-5 provides a sample format for a
contingency plan. Activities with existing contingency plans
need not reformat, but they should review their plans to determine
if they incorporate the elements identified in Figure H-5. NOTE :
These represent general considerations only.

H.2.7 REQUEST FOR PROPOSAL (RFP). ADP security requirements
will be specified for each new procurement or major modification.
Figure H-6 is an excerpt from an RFP and is a sample of the protec-
tion requirements that should be specified. The references cited
are basic to multilevel ADP systems which are characterized by
“trusted” software. Further information concerning trusted com-
puter systems may be obtained from the DOD Computer Security Tech-
nical Evaluation Center, NSA, Fort George G. Meade, MD 20755.

H.2.8 ACCREDITATION SUPPORT DOCUMENTATION. Accreditation Support
Documentation provides information to support the request for
accreditation or a request for technical assistance. It offers
evidence that the ADP activity has effectively implemented
appropriate countermeasures consistent with the protection
requirements for the data level and security mode of operation to
be authorized. The documentation should include some or all of
the following items of information as requested by the DAA:

a. Name, position, and telephone number of the ADPSO and
ADPSSO who will serve as a primary point of contact for the accred-
itation

b. Identification and location of all ADPE, e.g., mainframe
components, on-line peripherals, peripheral processors, communica-
tions processors, encryption devices, remote terminals and devices,
network interfaces, etc. (Provide charts, engineering drawings,
etc.)

c. Line diagrams showing interconnection of ADPE, communi-
cations lines, and protection of lines

d. Approximate percentage of each application category of
data to be processed (identified by project or task) versus the
level of the data (Level I, II, or III) and the type within each
level (Secret, Confidential, personal, financial, etc.)

e. Information briefly describing the operating system and
applications software (vendor acronyms may be used for industry-
wide software) for ADP systems and communications and network
dependent applications software for networks, if applicable

H-4
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f. Current and proposed security modes of operation

9* Copy of the ADP Security Operating Procedures and other,
applicable command security directives security incident handllw
procedures, operating procedures, ADP product marking and distri-
bution procedures, procedures for control of modification to
operating and application software, etc.

,h. Risk assessment documentation

i. Descriptions of all countermeasures

j. Copies of previous system and/or network accreditations
and interim authorities to operate

k. Certification of compliance with security directives

1. ST&E test plans

m. ST&E test reports

n. Tempest accreditation, if applicable

o. Physical accreditation, if applicable

P“ Contingency Plan

q* Contingency Plan test results

r. Activity ADP Security Plan

s. Other documentation as required by ADPSO

H.2.9 REQUEST FOR ACCREDITATION. Commanding officers who are
not their own DAA will submit a request for accreditation via the
appropriate chain of command to COMNAVDAC (Code 50) as described
in paragraph 3.3d with a copy to COMNAVELEXSYSCOM (Code 5105). A
copy of the accreditation support documentation (see paragraph
H2.8) will be provided.

H.2.1O STATEMENT OF ACCREDITATION. If documentation supports
the request for accreditation, the commanding officer or COMNAVDAC,
as appropriate, will issue a statement of accreditation as described
in paragraphs 3.3c and 3.3d. Figure H-7 provides a sample format
for a statement of accreditation.

H-5
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ACTIVITY ACCREDITATION SCl!EDULE

LEGEND EXPLANATION:

1. Name and address of activity

2. CommandingOfficer’s name ●nd telephone number, A~TOVON ●nd
Commercial

3. UIC - Unit Identification Coda

4. ADP Security Officer (ADPSO) name ●nd telephone number, AUTOVON
●nd Commercial

Provide the follz+wing information (items S through 10) for ●ach
ADP ●lement of the activity:

S. DAA - Designated Approving !iutborlty - Commanding Officer,
CONNAVDAC, Director of Naval Intelligence, or Chief of Naval
Operations (0P-942)

“6. Level of processed data (I, II, ●nd 11!)

7. Modes of operation - Systam high, dedicated, controlled,
level

8. ADP ●lement information

● . Application name (e.g., payroll, logistics,finance,
$tockpoints, 0S1S, SIIARE/7, NACMIS, etc.)

multi-

UADPS

b.

c.

d.

● .

f.

9*

h.

i.

9. Zstimated schedule foc completing accreditation;

● . Risk aasesament: ●stimated start/completion dates

b. STCE: plan development dates test date

c. Contingency Plan development date

d. Date for submitting request for CERTIFICATION

10. Name of ADP systems security officer (ADPSSO)

IIardware (CPU) manufacturer (e.g., IBM 3081, Univac 1160,
●tc. )

Software (opera.tjpg aystam) (e.g., Uniyac (Exec 1100))

P’acility, building number/room number

Communications: Number of nodes (locations),●nd numbar
of terminals

Networks (e.g., AUTODIN interface, TELNET, ARPANET)

TEMPEST requ!red: yes or no, ●s ●pplicable if yes, provide
TEUPEST task number

Is CONSEC required? (yes or no)

Is DES required? (yes or no)

(!?

FIGURE H-1 (Page 2 of 2)
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SAMPLE RISK ASSESSMENT TEAM CHARTER

Cane frp: Date
NARDACNORFOLKNOTE “5450
Ser:

NARDAC NORFOLK NOTICE 5450

From: Commanding Officer, Navy Regional Data Automation Center,
Norfolk

Subj: Risk Assessment Team Charter

Ref: (a) OPNAVINST 5239.1A

Encl: (1) Work Plan and Schedule

1. Background

Reference (a) requires all Navy automatic data processing
(ADP~*activities to perform a risk assessment to determine the
potential and actual threats and vulnerabilities which could cause
disruptions in service or compromise of information. Reference
(a) states that a risk assessment is to be performed whenever
major changes occur in hardware or operating systems software, or
no less frequently than once every five years. Additionally,
reference (a) outlines those action items to be accomplished when
conducting a comprehensive risk assessment.

b. The major function of this risk assessment is to provide
quantitative information upon which decisions regarding the
selection and implementation of countermeasures can be based.
Secondary functions include the documentation of assets and the
assignment of priorities to work loads.

2* Objectives. The objectives of the NARDAC Norfolk risk assess-
ment are to:

a, Determine the current security posture of the facility

b. Recommend appropriate countermeasures for implementation

FIGURE H-2 (Page 1 of 5)
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SAMPLE RISK ASSESSMENT TEAM CHARTER

3. Risk Assessment Team Charter

a. Risk Assessment Team Leader

(1) Code 30X is designated as the team leader for the
NARDAC Norfolk risk assessment project with the authority to:

(a) Report directly to the Executive Officer on project
matters

(b) Make task assignments to primary and secondary
team members

(c) Request information from all sources within NARDAC
Norfolk

(d) Establish milestones within the framework of the
risk assessment project

(2) It is the responsibility of the team leader to:

(a) Coordinate the activities of team members to minimize
duplication of effort

(b) Provide periodic reports to the Executive Officer
regarding the status of the project

(c) Make recommendations based upon the risk assessment
to correct or improve deficiencies

(d) Consolidate independent studies into a final report

b. Risk Assessment Team Members

(1) The primary team will consist of Codes 30X, 50X, and 23.

(2) Codes 07, 09L, and 40 will supply secondary team
representatives by name by 5 June 1981 to participate on an as
required basis.

(3) Primary team members for the duration of the project
have the authority to:

FIGURE H-2 (Page 2 of 5)
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SAMPLE RISK ASSESSMENT TEAM CHARTER

(a) Review all internal command and operating procedures
and documentation

(b) Conduct physical inspections

(c) Hold interviews with NARDAC personnel

(d) Make privileged mode computer runs

(e) Establish parameters for accomplishing the project

(4) The responsibilities of the Risk Assessment Team include
the investigation and documentation of all items relating to the
ADP security of NARDAC Norfolk and the conducting of a risk assess-
ment in accordance with Appendix E of reference (a).

4. Deliverable Products. Upon completion of this project, the
Risk Assessment Team will provide the following items:

a. Prioritized Workload Chart

b. Computer/Peripheral Inventory

c. Program Inventory

d. Data File Inventory

e. Annual Loss Expectancy (ALE) Computations

f. Threat and Vulnerability List

9. Recommendations for Corrective Action

h. Plant Facilities Inventory

5. Commitment. Personnel from all departments are to provide
the cooperation and assistance required by the Risk Assessment
Team. It is the intent of this project to identify problem areas
so corrective action can be taken, rather than attribute deficiencies
to individuals or departments. It is the command’s position that
ADP security requires a commitment by every individual and will
be enthusiastically supported by all.

FIGURE H-2 (Page 3 of 5)
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SAMPLE RISK ASSESSMENT TEAM CHARTER

6. Action. Effective immediately the designated team leader
will form the Risk Assessment Team as specified above and proceed
in accordance with the work plan and schedule provided as enclosure (1).

7. Cancellation Contingency. This notice is cancelled upon receipt
of the next issuance.

Commanding Officer

Signature

Distribution:
00T
09
09L
07
20
30
40
50

FIGURE H-2 (Page 4 of 5)
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SAMPLE RISK ASSESSMENT TEAM CHARTER
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SAMPLE TABLE OF CONTENTS FOR A RISK ASSESSMENT DOCUMENT

Chapter

1 Foreword

2 References

3 Introduction

4 Scope

5 Executive Summary

5.1 Accomplishments

5.2 Recommendations

5.3 Action Items

6 Current ADP Security Environment

6.1 Hardware Configuration

6.2 Software

6.3 Physical Facilities/Security

6.4 Personnel

6.5 Communications

6.6 Emanations

6.7 Administrative/Operating Procedures

7 Asset Identification and Valuation

8 Threat and Vulnerability Evaluation

9 Information Gathering

10 Annual Loss Expectancy

FIGURE H-3 (Page 1 of 2)
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SAMPLE TABLE OF CONTENTS FOR A RISK ASSESSMENT DOCUMENT

11 Evaluation of Countermeasures

11.1 Existing

11.2 Recommended

APPENDIX

A Risk Assessment Team Organization

B ADP Security Survey

c Risk Assessment Worksheets

D Supporting Documents

FIGURE H-3 (Page 2 of 2)
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Cover Sheet:

Organization and address

Date of test

Date of report

Classification of report

Index

Executive Summary

Body of Report:

1. ADP Security Environment

a.

b.

c.

d.

e.

f.

9*

h.

Hardware Configuration

Software

Physical Facility/Security

Personnel

Communications

Emanations

Administrative/Operating Procedures

Data

2. Test Objectives

3. Test Results and Analysis

a. Test results for each area and scenarios used

b. Overview of general findings and recommendations

FIGURE H-4 (Page 1 of 2)
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c. Specific findings for each area

(1) Summary of problem

(2) Analysis of problem

(3) Alternative solutions

(4) Recommended solutions

(5) Cost to implement, either actual or projected, in
terms of dollars or work hours

(6) Impact on system operation

4. Analysis and recommendations regarding test approach and
procedures and future system security testing

5. Proposed POA&M for corrective actions and assignment of
responsibilities.

Attachment 1 Copy of ST&E Plan
Attachment 2 Test Team Organization and Members

FIGURE H-4 (Page 2 of 2)
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1.1

1.2

1.3

1.3.1

1.3.2

1.3.3

1.3.4

1.4

1.4.1

1.4.2

1.4.3

1.4.4

1.4.5

1.5

1.5.1

1.5.2

1.5.3

2

2.1

2.1.1

SAMPLE CONTINGENCY

Preliminary Planning

Purpose and Objectives

Scope

Assumptions

Events included

Events excluded

Priorities

Support commitments

Responsibilities
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PLAN FORMAT

Plan preparation/maintenance

Emergency chain of command

Operations supervisor

Shift supervisor

Operators

Strategy

Emergency response

Backup operations

Recovery

Preparatory Actions

People

Emergency notification rosters

FIGURE H-5 (Page 1 of 4)
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2.1.2

2.1.2.1

2.1.2.2

2.2

2.2.1

2.2.2

2.2.2.1

2.2.3

2.2.4

2.3

2.3.1

2.3.1.1

2.3.1.2

2.3.1.3

2.3.2

2.3.2.1

2.3.2.2

2.3.2.3

2.4

2.4.1

2.4.2

2.4.3

SAMPLE CONTINGENCY PLAN FORMAT

Team composition

Duties

Alternate site contact

Data

On-site inventory

Off-site inventory

Update procedures and schedule

Critical files needed for backup site processing

Storage procedures

Software

System

On-site inventory

Alternate site inventory

Update procedures and schedule

Applications

On-site inventory

Alternate site inventory

Update procedures and schedule

Hardware

Inventory list reflecting vendor information

Emergency acquisition agreement

Alternate site configuration

FIGURE H-5 (Page 2 of 4)
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2.5

2.5.1

2.5.2

2.6

2.6.1

2.6.2

2.6.3

2.7

2.7.1

2.7.2

2.8

2.8.1

2.8.2

2.9

2.9.1

2.9.2

2.10

2.10.1

2.10.2

SAMPLE CONTINGENCY

Communications

On-site requirements
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PLAN FORMAT

Alternate site requirements

Supplies

List of critical supply items

List of vendors

and ordering information

List/location of supplies needed for alternate site
processing

Transportation

Requirements for alternate site recovery operations

Procedures for obtaining emergency transportation

Space

On-site requirements and layout

Alternate site space requirements and layout

Power and Environmental Controls

On-site requirements and equipment

Alternate site requirements and equipment

Documentation

On-site inventory

Alternate site inventory

2.10.2.1 Update procedures and schedule

2.10.3 List and location of critical documentation needed for
alternate site processing

FIGURE H-5 (Page 3 of 4)
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2.10.3.1 Operating procedures

2.10.3.2 Program development procedures

2.10.3.3 Security procedures

2.11

2.12

2.13

3

3.1

3.1.1

3.1.2

3.1.3

3.2

3.2.1

3.2.2

3.2.3

3.3

3.3.1

3.3.2

3.3.3

Alternate site agreements

Contracts

Test Plans

Action Plan

Emergency Response

Scenario 1

Scenario 2

Scenario 3

Backup Processing

Scenario 1

Scenario 2

Scenario 3

Recovery Actions

Scenario 1

Scenario 2

Scenario 3’

FIGURE H-5 (Page 4 of 4)

H-20



OPNAVINST 5239.1A CH-1
APR 1 1965

SAMPLE REQUEST FOR PROPOSAL (RFP)

1. Purpose: The following pages give a synopsis of the trusted
computer systems evaluation criteria.

2. Scope: When preparing a request for proposal (RFP) to acquire
DON,Computer Systems (hardware and software), the following trusted
computers systems evaluations criteria are suggested.

3. Background: These criteria have been developed by the Department
of Defense Computer Security Evaluation Center and are taken from
document CSC-STD-001-83 Library No. S225, 711, Department of Defense
Trusted Computer System Evaluation Criteria, Fort George G. Meade,
MD, 15 August 1983. Copies may be obtained from:

Commander
Naval Data Automation Command (Code 51)
Washington Navy Yard, Bldg #166
Washington, DC 20374

4. CRITERIA STRUCTURE: The trusted computer system evaluation
criteria defined below classify systems into four broad hierarchical
divisions of enhanced security-protection. They are D, C, B, and
A, are ordered in a hierarchical manner with the highest division
(A) being reserved for systems providing the most comprehensive
security. The security - relevant portions of a system are referred
to as tfieTrusted Comp;ting Base (TCB).

OVERVIEW OF EVALUATION DIVISIONS AND CLASSES

MINIMAL DIVISION (D)

- CLASS D: MINIMAL DIVISION

DISCRETIONARY DIVISION (C)

- CLASS Cl: DISCRETIONARY SECURITY
- CLASS C2: CONTROLLED ACCESS

MANDATORY DIVISION (B)

- CLASS Bl: LABELED SECURITY
- CLASS B2: STRUCTURED PROTECTION
- CLASS B3: SECURITY DOMAINS

(R

VERIFIED DIVISION (A)

- CLASS Al: VERIFIED DESIGN
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Each division represents a major improvement in the overall level
of confidence one can place in the system for the protection of
sensitive information. Within divisions C, B and A there are a
number of subdivisions known as classes. The classes are also
ordered hierarchically from lesser to higher protection.

5. ‘A brief description of divisions and classes follows.

DIVISION D: MINIMAL PROTECTION

This division contains only one class. It is reserved for those
systems that have been evaluated but that fail to meet the
requirements for a higher evaluation class.

DIVISION C: DISCRETIONARY PROTECTION

Classes in this division provide for discretionary (need-to-know)
protection and, through the inclusion of audit capabilities, for
accountability of subjects and the actions they initiate.

CLASS (Cl): DISCRETIONARY SECURITY PROTECTION

The TCB of a class (Cl) system nominally satisfies the
discretionary security requirements by providing separation of
users and data. It incorporates some form of credible controls
capable of enforcing access limitations on an individual basis,
i.e., ostensibly suitable for allowing users to be able to
protect project or private information and to keep other users
from accidentally reading or destroying their data. The class
(Cl) environment is expected to be one of cooperating users
processing data at the same level(s) of sensitivity.

CLASS (C2): CONTROLLED ACCESS PROTECTION

Systems in this class enforce a more finely grained discretionary
access control than (Cl) systems~ making users individually
accountable for their actions through login procedures, auditing
of security-relevant events, and resource isolation.

DIVISION B: MANDATORY PROTECTION

The notion of a TCB that preserves the integrity of sensitivity
labels and uses them to enforce a set of mandatory access control
rules is a major requirement in this division. Systems in this
division must carry the sensitivity labels with major data
structures in the system. The system developer also provides the
security policy model on which the TCB is based and furnishes a
specification of the TCB. Evidence must be provided to
demonstrate that the reference monitor concept has been
implemented.
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‘L CLASS (Bl): LABELED SECURITY PROTECTION

Class (Bl) systems require all the features required for class
(C2)● In addition, an informal statement of the security policy
model, data labeling, and mandatory access control over named
subjects and objects must be present. The capability must exist
for’accurately labeling exported information. Any flaws
identified by testing must be removed.

CLASS (B2): STRUCTURED PROTECTION

In class (B2) systems, the TCB is based on a clearly defined and
documented formal security policy model that requires the
discretionary and manditory access control enforcement found in
class (Bl) systems be extended to all subjects and objects in the
ADP system. In addition, covert channels are addressed. The TCB
must be carefully structured into protection-critical and non-
protection-critical elements. The TCB interface is well-defined
and the TCB design and implementation enable it to be subjected
to more thorough testing and more complete review.
Authentication mechanisms are strengthened. Trusted facility
management is provided in the form of support for system
administrator and operator functions. Stringent configuration
management controls are imposed. The system is relatively
resistant to penetration.

CLASS (B3): SECURITY DOMAINS

The class (B3) TCB must satisfy the reference monitor
requirements that it mediate all accesses of subjects to objects?
be tamperproofr and be small enough to be subjected to analysis
and tests. To this end, the TCB is structured to exclude code
not essential to security policy enforcement, with significant
system engineering during TCB design and implementation directed
toward minimizing its complexity. A security administrator is
supported, audit mechanisms are expanded to signal security-
relevant events, and system recovery procedures are required.
The system is highly resistant to penetration.

DIVISION A: VERIFIED PROTECTION

This division is characterized by the use of formal security
verification methods to assure that the mandatory and
discretionary security controls employed in the system can
effectively protect classified or other sensitive information
stored or processed by the system. Extensive documentation is
required to demonstrate that the TCB meets the security
requirements in all aspects of design~ development and
implementation.

.-
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CLASS (Al): VERIFIED DESIGN——

Systems in class (Al) are functionally equivalent to those in
class (B3) in that no additional architectural features or policy
requirements are added. The distinguishing feature of systems in
this class is the analysis derived from formal design
specification and verification techniques and the resulting high
degree of assurance that the TCB is correctly implemented.

6. CRITERIA SETS: Within each class, four major sets of
criteria are addressed. The first three criteria represent
features necessary to satisfy the broad control objectives of
(1) security poli~y, (2) accountability, and (3) assurance. The
fourth set, (4) documentation, describes the type of written
evidence in the form of user guides, manuals, and the test and
design documentation required for each class.

More Detail:

The four divisions provide a basis for the evaluation of
effectiveness of security controls built into automatic data
processing system products. The criteria were developed by the
National Security Agency Computer Security Evaluation Center with
three objectives in mind:

a. To provide users with a yardstick with which to assess
the degree of trust that can be placed in computer systems for
the secure processing of classified or other sensitive
information;

b. To provide guidance to manufacturers as to what to build
into their new, widely-available trusted commercial products in
order to satisfy trust requirements for sensitive applications;
and

c. To provide a basis for specifying security requirements
in acquisition specifications.

Requirements for Secure Processing

Two types of requirements are delineated for secure processing:

a. Specific security feature requirements and

b. Assurance requirements.

Some of the latter requirements enable NSA evaluation personnel
to determine if the required features are present and functioning
as intended.

—
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9. CRITERIA SELECTION: Though the criteria are applicatian-
independent, it is recognized that the specific security feature
requirements may have to be interpreted when applying the
criteria to specific applications or other special processing
environments. The underlying assurance requirements can be
app}ied across the entire spectrum of ADP system or application
processing environments without special interpretation.

Selection of TCB criteria by hierarchical division and by class
within division for incorporation into a request for proposal
(RFP) is based on:

a. Criticality of the proposed system to mission
accomplishment

b. Levels of data to be processed by the proposed system

c. The operating mode for the proposed system, and

d. Applicable regulations, directives and instructions as
per congressional legislation, judicial ruling, and,OMB, GAO,
DOD, DON, and DON sub-organizations, requirements.

Mission criticality drives the selection of TCB criteria sets
supporting system stability and reliability for system function,
that is, assurance (operational and life cycle), and
documentation.

Levels of data to be processed and modes of operation drive
selection of TCB criteria supporting the separation of users on
the basis of clearance and need-to-know, the separation of data
on the basis of classification and type (as applicable) , and the
coordination of user access to data so that no user accesses data
for which he has no authorization. The salient criteria sets for
these considerations are security policy (labels and access
control) , accountability (audit), and documentation.

The embodiment of applicable requirements levied as noted above
may be possible through specification of TCB criteria in the RFP.

H-23B
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From:
To:

Subj:

Ref:

Encl:

1. In

SAMPLE STATEMENT OF

(DAA)

ACCREDITATION FORMAT*

(Commanding Officer of ADP activity)

(Name of ADP system or network); Security Accreditation
of

(a)
(b)

(c)

(1)

(2)

(3)

OPNAVINST 5239.1A
(ADP activity command) ltr Ser of (if
appropriate)
Accreditation support documentation

(List of ADP system for which all cost effective
countermeasures have been implemented)
(List of ADP system assigned an interim authority to
operate)
(List of ADP system which are directed to cease
operating)

accordance with the provisions of reference (a), (and as
requested by reference (b)); I hereby accredit the (name of the
ADP system/network). This accreditation is based upon a review
of the information provided in reference (c). This accreditation
is my formal declaration that appropriate ADP security counter-
measures have been properly implemented and that a satisfactory
level of operational security is present. Enclosures (1), (2)~
and (3) identify the individual ADP system of the activity and
the level of data each is authorized to process, the security
mode of operation, and any special conditions that apply.

2. This accreditation is valid for five years from the date of
this letter or sooner if there is a change affecting the ADP
security posture of the activity. It is the responsibility of
the commanding officer to ensure that any change in configuration,
mode of operation, or other modification is evaluated to determine
its impact on ADP security and that appropriate action is taken
to maintain a level of security consistent with the requirements
for this accreditation.

3. A copy of this accreditation letter with supporting
documentation will be retained by the activity as a permanent
record.

Signature of DAA

* NOTE - Adapt format as required depending on whether DAA is
local commanding officer or COMNAVDAC.

FIGURE H-7
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APPENDIX I
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DON SECURITY AND AUDIT CONTROLS

1.1 INTRODUCTION. This appendix outlines the security and audit
controls during the life cycle of ADP systems. This appendix is
not all inclusive; however, it is the beginning of a much larger
effort for identifying the common security and audit controls
functions. The National Bureau of Standards is developing a FIPS
on “Guideline on Computer Security Audit for the General Auditor.”
This will be incorporated into this manual with assistance from
NAVAUDSVC.

The minimum level of ADP internal controls required varies depending
on the type of computer system and the levels of data in the system.
Computer applications processing financial data should adhere to
NAVCOMPTINST 7000.36 (Financial Management Systems: Standard
Criteria for ADP Internal Controls) (NOTAL).

1.2 MANAGEMtiN’1’CONTROLS. ADP management controls are normally
provided through an executive ADP Management Committee, chaired
by a representative of top management. Membership of the committee
usually includes a senior financial representative, a senior data
processing representative, a senior legal representative, a senior
personnel department representative, heads of user departments,
an(fldn auditor with experience in evaluating automatic data
processing systems. An ADP Management Committee is usually
responsible for:

a. Establishing agency-wide policies for data processing
systems

b. Approving short and long-range plans to develop and
implement new systems

c. Evaluating the need for new computer equipment

d. Ensuring that new equipment is acquired in the most
economical and expeditious manner

1.3 GENERAL CONTROLS. General controls normally apply to all
processing carried out within a data processing installation and
are independent of computer applications because several different
applications are normally processed in the same installation.
General controls include:

;3 . Organization controls
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b. System design, development, and modification controls

c. Data center management controls

d. System software controls

e. Hardware controls

1.4 ORGANIZATIONAL CONTROLS

a. A key organizational control involves a separation of
duties so that activities of one employee act as a check on those
of another and so that no one employee controls the handling and
recording of a transaction from beginning to end. These controls
include:

(1) Separating the data processing function from other
agency functions

(2) Separating different data processing functions within
the data processing department

(3) Providing for separation of duties within user depart-
ments

b. The data processing department normally provides a service
for other departments that includes recording and processing data.
To maintain a division of duties among the initiation, authoriza-
tion, and recording functions, source documents are usually origi-
nated and approved outside the data processing department.

c. The overall organizational plan should provide a well-
controlled working environment. There should be a clear-cut line
of responsibility between every subordinate and supervisor, a job
rotation policy, and a policy of mandatory vacations for department
personnel.

1.5 SYSTEM DESIGN CONTROLS

a. The adequacy and effectiveness of controls in computer-
based systems begin with methods af~dprocedures used during system
design, development, and modification. Proper controls over these
pzocesses help ensure that systems are built to meet user require-
Inents,are developed economically, are thoroughly documented and
tested, and contain appropriate internal controls and audit trails.
TO accomplish these goals, a structured methodology, such as Life
Cycle MaI~agement (LCM), should be established and followed.
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b. Systems Development LCM

(1) LCM is a commonly accepted control technique used to
divide an entire system development process into distinct phases
so that management can review the process at key decision points.
Figure I-1 illustrates DON security and audit controls life cycle
management.

(2) LCM is divided into phases containing various
activities. Each activity, or step, should be completed before
the next is started. At the completion of each step, all previous
work is reviewed and a “go/no go” decision is made. This progres-
sion through phases and steps provides a structured approach to
the development process. LCM is divided into five phases: Mission
Analysis/Project Initiation; Concept Development; Definition/Design;
System Development; and Deployment/Operation.

(3) LCM defines specific responsibilies for personnel
involved in the process. These responsibilities are established
at the outset of the project and provide for performance and
accountability. Thus, management gains the control mechanism
needed in the development process. Ultimate responsibility is
assigned to the Project Manager.

(4) The Project Manager will coordinate all management;
perform functional design and planning; ensure conformance with
requirements; coordinate functional, technical, and telecommuni-
cations activities; schedule and direct milestone reviews; have
authority to resolve problems; maintain configuration control,
prepare system decision paper (SDP); and prepare documentation.

(5) Systems analysts are responsible for translating user
needs into a conceptual system design. This conceptual system is
then used by system analysts and users to ensure that the system
is technically and operationally feasible and can produce the
desired results at a minimum cost. After design is completed the
system analysts:

(a) Cre’atedetailed system design specifications used
for detailed programming

(b) Review program documentation, after programming
has been completed, to make sure that the detailed design speci-
fications have been followed

(c) Review program test procedures and results to
ensure that each program has been thoroughly tested and that each
program and the entire system is fully operational

I-3
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(d) Complete preparation of accurate system documen-
tation, including instructions for users, control personnel, and
operating personnel

(e) Prepare procedures and documentation for system
conversion so that the systems can be validated, and once validated,
begin operation

(6) Programmers are responsible for preparing computer
programs in accordance with systems analyst design specifications.
After programming is completed, the programmer tests each program
to ensure that it is fully operational and documents each program
and the type of tests performed.

(7) Acceptance testers or quality assurance staff are
responsible for performing comprehensive tests of all new systems
and all modifications to existing systems. No system should be
placed in operation without the acceptance tester’s written certi-
fication that the entire system performs in accordance with all
functional,,performance specifications. For these reasons, accep-
tance testers must control all planned system changes so that no
changes can be made to any program without their prior approval.

(8) Program testing and system acceptance programs should
be thoroughly tested to ensure accurate and reliable processing.
Error checking should include

(a) Conducting a programmer/supervisor desk check of
the program before it is released for assembly or compilation

(b) Receiving results of assembly or compilation and
correcting errors disclosed by these translator routines

(c) Running the computer program using test data and
comparing results with predefine results

(d) Running the computer program in parallel with the
old system but under actual operating conditions for a certain
period

(9) The system acceptance process is the last line of
defense against implementing an application with major errors.
If satisfied with results of the system acceptance process,
acceptance testers should certify its accuracy and completeness
in writing.

I-5
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c. Program Changes

(1) Regardless of the magnitude of the modification, a
positive means must be established to prevent unauthorized and
potentially inaccurate computer program changes from being
incorporated into the line production environment. Effective
program change controls help maintain the integrity of applica-
tions and can be used to develop a list of changes which provide
an audit trail of the computer based system’s evolution.

(2) There are several steps that can be taken to provide
for proper program change control. They include:

(a) Establishing a formal change request and authori-
zation form; an approval procedure for controlling programmers’
access to source coding maintained in a source program library;
and a testing and system acceptance procedure for each program
change

(b) Requiring that all program changes, both scheduled
and emergency, be subjected to the system acceptance process

(c) Limiting the number of times a year in which program
changes can be made, except for emergency changes

(d) Using program library system software packages to
control access to program libraries

1.6 DATA CENTER MANAGEMENT CONTROLS

. Certain key areas of the data center’s operation should
be w~ll controlled to help prevent or reduce the probability of
erroneous or fraudulent processing.

b. Within the data center, a control group should be established
to receive all data for processing; to see that all errors detected
during processing are corrected; and to ensure that all output
reports are properly distributed.

c. Effective scheduling of production applications is also
an important part of the control group’s function. These schedules
must be established to accommodate input availability; data prepa-
ration time; computer hardware resources; and availability and
time required for processing and output distribution.
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d. Production schedule and input/output controls may be by-
passed when remote job entry (RJE) devices are used by an appli-
cation. In this environment, the computer is normally used to
schedule the work. Having a control group manage operations of
RJE services is essential to maintaining integrity of the appli-
cation.

e. Malfunction reporting and prevention maintenance. Formal
procedures should be established for reporting the occurrence of
hardware and software malfunctions. Regular analysis of operation
and console logs helps identify causes of malfunctions and facili-
tate corrective measures.

f. User billing/chargeout procedures. Data processing costs
should be reported and charged to users on the basis of resources
used, time required for processing and response time requested by
users. All costs should be derived on a fair and equitable basis.
For criteria, refer to GAO’s Federal Government Accounting Pamphlet
Number 4, “Guideline for Accounting for Automatic Data Processing
costs,” dated 1978 (NOTAL) and OMB Circular A-121, “Cost Accountingr
Cost Recovery, and Inter-Agency Sharing of Data Processing Facilities,”
dated 16 September 1980 (NOTAL).

9* Data Center Protection Controls

(1) Computers, information, and data are assets that should
be managed properly and protected against theft, loss unauthorized
manipulation, fraudulent activities, and natural disasters. Data
center protection controls need to be established. These include:

(a) Limiting access to the center, system documentation,
computer programs, and outputs

(b) Establishing and enforcing strict procedures over
maintenance, storage, and access to computer processed magnetic
tapes, disk packs, and other data storage media

(c) Establishing and maintaining preventive procedures
that help protect critical files, programs, and system documentation
from fire or other natural disasters

(2) Before these procedures are established, a risk analysis
should be performed to determine the level of risk and the potential
adverse impact that unauthorized or malicious acts could have on
the agency.

I-7
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(3) Formal backup arrangements should be established with
another compatible data center. Periodic tests of the backup
arrangements should be performed.

h. System Software Controls. During the evaluation of system
software controls? the auditor has several areas of concern. They
include:

(1) Types and uses of systems software

(2) Reliance on system software to perform certain control
or critical processes

(3) Controlling access to system software

(4) COnttollii~g changes to system software

i. Hardware Controls. Hardware controls are based primarily
on the concept of redundancy. This usually involves adding an
element to a process or to the code for a particular data item
for the sole purpose of error detection. Various types of hardware
controls include:

(1) Redundant character check

(2) Parity bit

(3) Duplicate process check

(4) Echo check

(5) Validity check

(6) Equipment check

1.7 COMPUTER APPLICATIONS CONTROLS

a. Data Origination Controls. Data origination controls are
used to ensure the accuracy? completeness~ and timeliness of data
before it is converted into machine-readable forinatand entered
il]tuthe computer application.

,
0. Source Document Origination Controls
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(1) These controls include the procedures and methods
used to ensure the proper and timely recording of data on source
documents. User procedures are a primary control. They should
include written instructions on the preparation, flow, scheduling,
and keying requirements for all source documents. These procedures
should be part of the computer application users manual and should
describe precisely the steps to be followed in preparing a source
document.

(2) Another important control involves the design of source
documents. Special purpose forms should be used to record a trans-
action correctly and in a standard format.

(3) The concept of dual custody, where a member of the
data processing department and a member of the user department
must jointly authorize the release, movement, and acceptance of
source documents, has been proven to be an effective control over
source document handling.

c. Source document authorization controls. Controls should
be established to ensure that all source documents are properly
authorized before being entered into the application. A signature
is the most common type of authoriz~tion control. It provides
dlli~~~ evidence to identify the person who originated, reviewed,
and approved the source document.

d. Source Document Data Collection and Input Preparation

(1) A control group should be established in the user
department to ensure all source documents ar:ecollected and
properly prepared for input into the application. Some common
techniques used by this group include:

(a) Turnaround transmittal documents which help control
the movement of source documents between users and the data pro-
cessing department

(b) Batching techniques which help control source
documents by combining transactions into batches by transaction
type, originating office, or number of transactions

(c) Record counts of the number of source documents

to be processed individually or within a batch, the number of
batches, and the total number of batched transactioi~.s
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(d] Predetermined control totals which are established
by summing certain fields of input

(e) Control logs which
to record the flow of transactions
cycle

transactions

are kept by the control group
or batches during the processing

d. Source Document Error Handling. Error logs are normally
used to account for erroneous transactions to make sure that they
are corrected and reentered quickly. The control group should
immediately notify source document originators of errors detected
by initial scanning of the source documents.

e. Source Document Retention

(1) Controls over the retention of source documents should
be established so that lost or destroyed data can be recreated.

(2) Source documents should be stored in a logical sequence
to facilitate easy retrieval. The storage area should be secured
from unauthorized access. On reaching their expiration date,
source documents should be purged from the retention area and
destroyed in accordance with security classifications.

f. Data Input Controls. The main control areas of data input
for batch and on-line applications are: data conversion and entry;
data validation and editing; and data input error handling.

(1) Batch Data Conversion and Entry. Controls over the
conversion and entry of data into an application should be docu-
mented in written procedures. These should describe the step-by-
step process of converting data from source documents into machine-
readable format. Techniques to accomplish this control function
include:

(a) Turnaround transmittal documents which provide an
audit trail of source documents processed, number processed, and
control totals developed

(b) Batching techniques which accumulate source docu-
ments into batches for further processing

(c) Record counts of the number of source documents
being forwarded

(d) Predetermined control
selected fields on source documents

1-10
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(e) Control logs which are used by the control group
to record the movement of source documents between operations so
that no source documents are added, lost, or manipulated

(2) Batch Data Validation and Editing

(a) Certain validation and editing techniques should
be used to insure that data is being processed properly. Some of
these techniques are concerned with detecting keying errors. These
include:

&. Key verification, where a second person reads
the same document and keys data into a verifier

~. Preprogrammed keying format where formats for
data conversion and entry are incorporated directly into the data
entry device to ensure that data is recorded in the proper field,
format, and characters

~. Editing, where individual fields and combinat-
ions of fields are checked for valid content, format, size, sign,
etc.

~. Data validation, where transaction dates are
automatically compared with a table of valid dates stored in the
system.

(b) During data entry the application should automa-
tically develop and reconcile batch record counts and control
totals similar to the methods used.by the user department control
group.

(3) Batch Data Input Error Handling

(a) Written procedures should explain the process of
identifying, correcting, and reprocessing data which has been
rejected. Transactions which have been determined to be in error
should be rejected from further processing and be automatically
controlled by entry into an error suspense file.

(b) The procedures for processing corrected transactions
should be the same as those for processing original transactions,
with the addition of supervisory review and approval before re-
entry. If the correction is valid, the system should purge the
related erroneous transactions from the suspense file.
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(c) Throughout the batch input process, ultimate
responsibility for completeness and accuracy remains with the
user.

(4) On-line Data Conversion and Entry. Many data con-
version and data entry controls used in the batch systems apply
to on-line systems as well. These include: detailed written
procedures; separation of duties; and user department control
groups. Additional controls are needed for on-line data entry.
Data entry terminals should be located in physically secure rooms.
In addition, supervisors should sign on or initialize each terminal
before operators begin work and sign off each terminal when work
is completed. Operators should be required to enter passwords
before they are allowed to enter data. Unauthorized attempts to
use terminals should be automatically recorded and reported by
the computer system. Additional entry controls should be built
into the computer terminal hardware. Examples include:

(a) Built-in terminal identification codes, which are
used to validate authorization levels

(b) Terminal logs, which record all transactions
processed

(c) Time and date stamps, which are posted to all
messages being transmitted

(d) Record counts, which are automatically accumulated

(5) On-line Data Validation and Editing. In on-line systems,
different techniques are used to make sure that data being entered
is accurate and reliable. These validation and editing techniques
include:

(a) Preformatting, where predesigned formats are used
to guide the terminal’s operation so that data is entered properly

(b) Interactive display, which permits the terminal
operator to interact directly with the system during data entry

(c) Computer-aided instruction which uses both prefor-
matting and interactive display to guide the operator through
data entry by prompting the operator on actions to be taken

(6) On-line Data Input Error Handling. Controls over on-
line input error handling are much the same as in batch systems,
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except that error messages are transmitted
rather than to a batch error listing. Key
include:

(a) Does an automated suspense
transactions so that the terminal operator
action?

directly to the terminal
points to evaluate

file control all rejected
can take corrective

(b) Are procedures for processing corrected transactions
the same as for the original transaction except for supervisory
approval before re-entry?

9* Data Processing Controls

(1) The main control areas over computer processing involve:

(a) Data integrity

(b) Data validation and editing

(c) Data error handling

(2) Controls over computer processing of data should be
documented in written procedures. This documentation should be
found in computer operator instructions, program run books, and
history logs.

(3) Operator instructions are step by step procedures
that the operator should take when operating the systems. These
instructions should include:

(a) System startup procedures

(b) Backup assignments

(c) Emergency procedures

(d) System shutdown procedures

(e) Error message debugging instructions

(f) System and job status reporting instructions

(9) Limiting operator intervention as much as possible

(4) Computer run books should be prepared for each appli-
cation being processed and include:

1-13
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(a) Definitions of input sources, input data, and
data formats

(b) Definitions of setup procedures

(c) Descriptions of all halt conditions

(d) Descriptions of restart procedures and checkpoints

(e) Descriptions of data storage requirements

(f) Copies of printer carriage control tapes

(g) Descriptions of

(h) Descriptions of
completion

(i) Copies of normal

(j) Types of console

(k) Copies of system

expected output data and formats

wtput and file dispositions upon

console run sheets .

message instructions

flowcharts

(5) A history log should record all operator actions and
all events performed by the computer during processing of an appli-
cation. The log should record hardware failure messages, software
failure messages, processing halts, abnormal job terminations,
operator interventions, error messages, and other unusual occur-
rences during processing.

(6) A control group should be established with responsi-
bilityfor controlling all data processing operations. This group
should be responsible for scheduling all work to be done by the
data processing department; controlling access to and use of job
control cards; developing, maintaining, and reconciling record
counts and control totals; and maintaining control logs that docu-
ment the movement of work through the various data processing
operations.

h. Batch Data Processing Validation and Editing

(1) Data processing validation and editing should be
performed as early as possible in the data flow to ensure that
erroneous data is rejected from further processing.

1-14
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(2) Validation should include checking the data for proper
length, sign, content, etc. Other validation and editing routines
should include relationship editing between related fields within
a transaction and between the transaction and master file records
to be updated.

(3) Overriding or bypassing data processing validation
and editing routines should be restricted and automatically
recorded by the system and analyzed for appropriateness by super-
visory personnel.

(4) The application should automatically develop batch
record counts and control totals similar to those developed by
the user department during data input. These records counts and
control totals should be reconciled by the application or by the
data processing control group.

(5) A transaction history file should also be maintained.
This transaction history file not only provides an audit trail,
but can be used as a backup file.

i. Batch Data Processing Error Handling

(1) Transactions with errors detected during the data
processing phase need to be controlled to ensure that they are
corrected and reentered in a timely manner.

(a) All transactions which have been found in error
by data validation routines should be rejected from further
processing and automatically controlled by entry into the error
suspense file.

(b) Record counts and control totals should be developed
automatically during suspense file processing and used in recon-
ciling all transactions processed.

(c) The automated suspense file should be analyzed to
determine the extent to which transaction errors are being made
and the status of uncorrected transactions.

(d) The procedures for correcting transactions should
be the same as for processing original transactions, with the
addition of supervisory review and approval before reprocessing.

j. Real-time Data Processing Integrity. Many of the controls
used to maintain data processing integrity in batch-oriented systems
apply equally as well in the real-time environment. However,
additional controls should be used to control real-time processing.
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(1) The data processing control group should be required
to monitor all terminal activity and investigate and correct any
problems.

(2) The control group should balance and reconcile record
counts and control totals developed during real-time processing.

(3) Additional control techniques which should be used
include:

(a) Automatic logging of all transactions processed

(b) Date and time stamping on all transactions to
provide accountability

(c) Concurrent update protection so that two trans-
actions cannot try to update a single master record simultaneously

k. Real-time Data Processing Validation and Editing. Many
of the same controls and techniques used to maintain data processing
validation editing in a batch mode apply equally as well in the
real-time environment.

1. Real-time Data Processing Error Handling. The controls
over real-time data processing error handling are essentially the
same as those for batch systems. The major difference is that
error messages are usually transmitted directly to terminals rather
than included in a batch error report. Key points to evaluate
include the following:

(a) Are easily understood error messages created for
all transactions and data fields, so that terminal operators can
take corrective action?

(b) Does an automated suspense file control all rejected
transactions to ensure timely and accurate corrections?

(c) Are procedures for processing corrected transactions
the same as those for processing original transactions with the
addition of supervisory review and approval before re-entry?

1.8 DATA OUTPUT CONTROLS

a. The main control areas over data processing are:

(1) Output balancing and reconciliation
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(2) Output distribution

(3) Output error handling

(4) Handling and retention of output records and accountable
documents

b. Batch Output Balancing and Reconciliation

(1) The data processing department control group should
be responsible for reviewing system outputs for completeness and
accuracy before releasing them to user department control groups.
Procedures should be documented in writing.

(2) The data processing department control group should:

(a) Monitor the data flow through the application

(b) Review output products for general acceptability
and completeness

(c) Reconcile record counts and control totals before
releasing of any output reports

(d) Maintain a log of all outputs produced, summarizing
the number of reports generated, pages and lines printed, copies
made, and recipients of each report

(3) For control purposes, each output product should contain
product name or title; processing program name or number; date
and time prepared; processing period covered; user name and location;
control counts and totals developed during processing; end-of-
life/report indication; and security classification.

(4) The user department control group should also be required
to balance and reconcile computer outputs. The control group
should :

(a) Review all outputs received from the data processing
department for accuracy and completeness

(b) Reconcile all record counts and control totals
with those manually prepared during data origination

(c) Keep up to date with all changes made to the appli-
cation and with transactions entered and processed by interfacing
systems

1-17
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c. Batch Output Distribution. Procedures describing proper
handling and distribution of outputs should be documented in
writing.

(1) These procedures should require cover sheets for each
report produced by the application which clearly identify the
recipients’ names and locations and a log of all reports leaving
the data processing department.

(2) A priority system should be established so that
critical outputs can be produced on time.

(3) The data processing control group should be respon-
sible for distributing all outputs. T]le tjroup should maintain
logs and checklists showing the exact disposition of every output.

(4) Turnaround transmittal documents should be used to
verify that all outputs have been received by an authorized
recipient.

d. Batch Output Error Handling

(1) The data processing control group should document
output error handling procedures in writing. The data processing
control group should maintain an output erLoc control log; maintain
a history file of all output product errors; and keep users informed
of output product errors and the progress of corrective actions.

(2) User department control groups should also maintain
output error control logs of all errors reported to them by the
data processing control group.

(3) These logs should be used to identify causes of and
trends in errors to assure they are corrected in a timely manner.

e. Batch Handling and Retention of Output Records and Accoun-
table Documents

(1) Retention periods for source documents and output
reports should be established for reasonable periods so that
records can be reconstructed when improper or erroneous processing
occurs.

(2) Retention periods should consider the facility’s backup
arrangements and audit requirements.
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(3) Access to documents and reports should be restricted
to authorized personnel.

(4) Appropriate facilities should be used to dispose of
records at the end of their retention period.

(5) Dual custody should be used while accountable documents
are in storage, are in transit, are awaiting distribution, or are
in transit back to storage.

f. On-line Output Balancing and Reconciliation

(1) Many controls over batch output balancing and recon-
ciliation apply to on-line systems as well as to batch systems.
Examples of these controls are documented procedures, a data
processing control group, and proper identification of output
products. However, additional controls need to be established
over output transmitted or printed via terminals.

(2) A transaction log should be kept by the application
to provide an audit trail of transactions processed. A similar
log should also be kept at each output transmission device to
provide an audit trail of outputs received.

(3) Terminal devices should automatically disconnect when
idle for a certain amount of time.

(4) All output devices should be located in a secure
facility, and a priority system should be established to insure
critical outputs are provided in a timely manner.

(5) Outputs waiting for transmission should be placed on
a backup log before being put in the transmission queue. As out-
puts are transmitted and received, the terminal output device
should signal the backup log entry should be purged.

(6) The day’s activities should be summarized and printed
for each terminal device. These activity reports provide the
aullit.trail for output products.

9- On-line Output Error Handling. Controls over output error
handling for on-line systems are basically the same as those for
batch systems, except that the user department is the focal point
rather than the data processing department. Control group key
control areas include:
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(1) Documented procedures describing the methods for
reporting and controlling output errors

(2) Use of department control responsibility for controlling
the detection and correction of erroneous output products

(3) Use of control logs to identify causes and trends of
output errors and to ensure timely correction of errors

h. On-line Handling and Retention of Output Records and
Accountable Documents. Controls in this area are the same for
both on-line and batch processing systems. Key control areas
include:

(1) Establishing record and document retention periods
which provide for adequate backup, record reconstruction, and
audit

(2) Using appropriate waste facilities for aborted and
outdated records and documents

(3) Limiting access to records and documents to autho-
rized personnel

(4) Using dual custody over accountable documents
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MANDATORY MINIMUM REQUIREMENTS

J.1 INTRODUCTION. This appendix outlines the mandatory minimum
requirements for DON ADP activities. Paragraph J2 provides the
environmental and physical security and contingency planning
requirements which apply to all DON ADP activities. Paragraph J3
provides the additional requirements for activities processing
Level I or II data. The results of the activity risk assessment
will determine what additional countermeasures should be applied.

J.2 MANDATORY MINIMUM REQUIREMENTS FOR ENVIRONMENTAL AND PHYSICAL
SECURITY AND CONTINGENCY PLANNING. All DON ADP activities will
be protected by a cost-effective security program and an adequate
contingency plan, regardless of the level of data processed.

J.2.1 ENVIRONMENTAL AND PHYSICAL SECURITY

a. Temperature and Humidity. Whenever possible, ADP equipment
will be operated within the manufacturers’ optimum temperature
and humidity range specifications. To prevent excessive temperature
and humidity fluctuations, all doors and windows to the central
computer facility and remote terminal areas should be kept closed,
and only key designated individuals should be permitted to regulate
the environmental controls. To maintain a constant record of the
temperature and humidity, a recording instrument should be installed
and placed where it can monitor the air leaving the ADP equipment
area. As a safety feature, an adequate warning system should be
installed and maintained to warn of near-limit conditions, so
that prompt action can be taken to prevent ADP equipment damage.

b. Lighting and Electrical Service. Adequate lighting of
the central computer facility and remote terminal areas will be
provided and maintained. Emergency lighting will be provided to
ensure safe exit in emergencies. Reliable electrical power will
be provided. An uninterruptible power source may be required if
the facility criticality requires constant ADP support. Voltage
regulators or other electronic devices may be necessary to reduce
or prevent serious fluctuations in current. Periodic checks will
be made of the emergency lighting and the auxiliary power to ensure
performance and operability.

c. Cleanliness. Routine cleaning procedures and schedules
will be established and adhered to. Personnel assigned to clean
around ADP equipment should only be permitted to do so after
receiving proper training. An authorized ADP facility represen-
tative will be present during the cleaning operation.
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(1) Noncombustible wastebaskets with self-closing or tight-
fitting covers will be provided in each ADP equipment area. Burn
bags required for classified material will be either retained in
safes or stored in metal bulk-refuse containers approved by OPNAVINST
551O.1F.

(2) Contributors to dust, lint, and static electricity,
such as outer coats, venetian blinds, and throw rugs, will not be
permitted in the ADP equipment area.

(3) Air-conditioning filters will be regularly checked,
cleaned, and replaced.

(4) Floors will be kept polished, and, if necessary, buffed
to a hard finish. Waxes which powder or flake and steel wool
buffing pads should not be used. Exercise extreme care when damp-
mopping or waxing to avoid seepage of liquids through joints or
raised floors.

(5) Carpeted areas will be vacuumed frequently to prevent
accumulation of dust. Antistatic carpeting or spray will be used
to reduce static electricity.

d. Precautionary Measures Against Water Damage. False ceilings
that conceal steam and water pipes will be checked frequently,
and any irregularity will be reported immediately. Work scheduled
for the ceiling and raised flooring areas will be coordinated to
ensure maximum safety and minimal disruption. Plastic sheets
will be readily available to cover the ADP equipment units highly
susceptible to water damage. Equipment exposed to water will not
be activated until completely dry.

Fire safety. Guidelines concerning fire safety practices
are ~~ovided by NAVFAC DM-8, Design Manual for Fire Protection
Engineering (NOTAL). Employees will receive periodic training
regarding emergency actions. Training will include at least power
shutdown and startup procedures, use of emergency power, fire
detection and alarm systems, use of fire extinguishers, and
building evacuation procedures.

(1) Master control switches that shut off all power to
the ADP equipment will be installed to override all other elec-
trical controls used during normal operations. Facilities with
air-conditioning systems not designed for smoke removal may
include their air-conditioning system on the same master control
switches. These switches will be located near the main entrance
to the ADP equipment area and adequately labeled to prevent
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accidental shutoff. Master control switches for systems
processing critical applications will be equipped to require a
sequential shutdown routine.

(2) Each controlled area will have a sufficient number of
portable fire extinguishers. Each extinguisher will be prominently
displayed in an unblocked, easily accessible area, no more than
50 feet from ADP equipment. Only carbon dioxide or halon fire
extinguishers will be used on electrical fires. All fire extin-
guishers will be regularly inspected and properly maintained.
The number and types of fire extinguishers on hand will be in
accordance with local activity fire regulations.

f. Smoke Detection. Automatic smoke detection equipment
capable of early warning will be installed in all areas as required
by appropriate instructions.

9. Physical Protection. Activities will provide physical
security for their ADP facilities. The degree of physical
security required will vary depending on the physical character-
istics of each location, its vulnerability within the ADP environ-
ment, and the level of data being processed. A minimum physical
security program will address the four basic considerations below.
For further guidance and assistance refer to OPNAVINST 551O.45B
(NOTAL).

(1) Physical security protection will be provided by
implementing a series of physical barriers and procedures,
including continual surveillance of the controlled area.

(2) Physical access controls will be implemented to
prevent unauthorized entry into the central computer facility and
remote terminal areas.

(3) Physical access to data files and media libraries
will be restricted to individuals requiring access to perform
official duties.

(4) The effects of natural disasters will be prevented,
controlled, and minimized to the extent economically feasible by
the use of detection equipment, extinguishing systems, and well
conceived and tested contingency plans.

J.2.2 CONTINGENCY PLANNING. Activities will develop contingency
plans to deal with events that could interfere with normal ADP
operations. In cases where the criticality of an ADP system or
network to mission accomplishment does not warrant a formal
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contingency plan, a statement will be made to that effect. The
contingency plan will, at a minimum, address the elements below.
For further information refer to Chapter 7.

a. Actions required to minimize the impact of a fire, flood,
civil disorder, natural disaster, or bomb threat.

b. The development and periodic testing of backup procedures
to conduct essential ADP operational tasks after disruption to
the primary ADP facility.

c* The development and periodic testing of recovery procedures
to permit rapid restoration of an ADP facility following physical
destruction, major damage, or loss of data.

J.3 MANDATORY MINIMUM REQUIREMENTS FOR DON ADP ACTIVITIES PROCESSING
LEVEL I OR II DATA. In addition to the mandatory requirements of
paragraph J2, DON ADP activities processing Level I or II data
will meet the minimum requirements below. These requirements
have been incorporated from references (a) and (b).

J.3.1 PHYSICAL SECURITY. Physical security considerations are
essential elements in the planning, design, installation, utili-
zation, and evaluation of all ADP facilities.

a. Central Computer Facility

(1) Physical security requirements for the central computer
facility area will be commensurate with the highest level and
type of data being handled.

(2) If two or more ADP systems are located in the same
controlled area, the equipment comprising each system may be
located so that direct personnel access, if appropriate, will be
limited to a specific system.

b. Remote Terminal Areas

(1) While the physical and personnel security require-
ments for the central computer facility area are based upon the
overall requirements of the total ADP activity, remote terminal
area requirements will be based upon the highest level and type
of data which will be accessed through the terminal.

(2) Each remote terminal connected to an ADP system or
network processing Level I classified data will be individually
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identified to ensure required security control and protection,
with identification as a feature of the hardware in combination
with the operating system.

(3) When a peripheral or remote device is to be connected
to an ADP system or network processing Level I or II data and is
to be operated or used by personnel of an activity that is not
responsible for the security of the host ADP system or network,
the security measures for the peripheral or remote device and its
controlled area will be prescribed by the activity responsible
for the security of the host ADP system or network whether or not
the peripheral or remote device is approved for handling Level I,
II, or III data. Such security measures will be agreed to, formally
documented, and implemented before the peripheral or remote device
is connected to the ADP system or network.

(4) When one or more ADP system is to be connected to a
network processing Level I classified data, temporary exceptions
to security measures for the ADP system in the network will require
the written concurrence of both the activity operating the ADP
system and the DAA having overall responsibility for the security
of the network.

c. Disconnect Procedures

(1) Each remote terminal which is not controlled and pro-
tected as required for data accessible through it will be discon-
nected from the ADP system when the system contains Level I clas-
sified data.

(2) Disconnect procedures, when required to protect Level
I classified data contained in the ADP system, will be used to
disconnect peripheral and remote devices from the ADP system by a
hardware or software method authorized by the DAA.

d. Supplemental Requirements. When Level I SCI or SIOP-ESI
is to be handled in the ADP system, the supplemental physical
security control required by Sections IV, L, and M of reference
(a) will apply to the central computer facility area and all areas
having remote terminals connected to the system.

e. Adjustment of Area Controls

(1) When appropriate, provision will be made to Permit
adjustment of area-con~rols to-the protection
level and type of data actually being handled
except that the central computer facility and

required fbr the
in the ADP system,
those components
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approved for the storage and processing of classified material
will not be downgraded below the level required to protect secure
communications equipment, to maintain the reliability and security
of the ADP system, and to protect essential hardware or software
components of the ADP system.

(2) If the minimum measures for the central computer
facility or ADP system are suspended or discontinued for any
reason, the security features of the system will be re-evaluated,
as would any new system or component before again being approved
for the processing of Level I classified material.

J.3.2 COMMUNICATIONS SECURITY

a. Communication Links. Transmission and communication lines
and links which provide secure communications between components
of or to an ADP system authorized to process Level I classified
data will be secured in a manner appropriate for the material
designated for transmission through such lines or links under the
provisions of OPNAV Instructions C2200.13 (NOTAL) and 551O.1F.
Telecommunications facilities supporting ADP systems will meet
the security criteria used for Defense communications systems
under SECNAVINST 11120.lD (NOTAL).

b. Interface with Communications Networks. The DON activity
that operates an ADP system which requires only communication
support from telecommunications networks such as AUTODIN will
determine the security requirements for the handling of Level I
classified material in its ADP system. The security measures
will be agreed to and implemented before connecting to the commu-
nication network. They will be limited to those needed to ensure
the development, interface, and integration of secure, reliable,
survivable, and cost-effective transmission and communication
lines and links to meet the communication requirements of the
telecommunications network supporting the ADP system.

J.3.3 EMANATIONS SECURITY. For ADP systems authorized to process
Level I classified,data, measures to control compromising emanations
are subject to approval by the cognizant authority of the component
approving the security features of the ADP system under the provi-
sions of OPNAVINST C551O.93D (NOTAL).

J.3.4 HARDWARE AND SOFTWARE SECURITY FEATURES. A combination of
hardware and software features is essential to provide protection
for data stored or processed in a resource-sharing ADP system
authorized to process Level I or II data. While all of the
following features may not be available in current hardware or
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software or a combination thereof, they will be provided at the
earliest date that the state of the art permits. The available
hardware/software features outlined below should operate unabridged
whenever Level I or II data is contained in the resource-sharing
ADP system, and measures will be implemented to provide special
controls over the access to or modification of such features.
Where possible and practicable, such features should contain two
or more independent controls which would have to malfunction
simultaneously for a breach of system security to occur.

a. The execution state of a processor should include one or
more variables, i.e., “protection state variables,” which determine
the interpretation of instructions executed by the processor.
For example, a processor might have a master mode/user mode protec-
tion state variable, in which certain instructions are legal only
in master mode. Modification of the protection state variable
will be constrained by the operating system and hardware such
that a user cannot access information for which the user has no
authorization.

The ability of a processor to access locations in memory
(her~~nafter to include primary and auxiliary memory) should be
controlled. (For example, in user mode, a memory access control
register might allow access only to memory locations
the user by the operating system.)

c. The operation of certain instructions should
the protection state of the Processor. For exam~le,

allocated to

depend on
instructions

which perform input or output operations would e~ecute only when
in master mode. Any attempt to execute an instruction which is
not authorized should result in a hardware interrupt which will
permit the operating system to interrupt and/or abort the program
containing the illegal instruction.

d. All possible operation codes, with all possible tags or
modifiers, whether legal or not, should produce known responses
by the computer.

e. All registers should be capable of protecting their contents
by error detection or redundancy checks. These include registers
which set protection state variables, control input or output
operations, execute instructions, or which are otherwise fundamental
to the secure operation of the hardware.

f. Any register which can be located by the operating system
should also be storable, so as to permit the operating system to
check its current contents against its presumed contents. (The
term “register” as used in paragraphs e and f refers primarily to
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index or general purpose registers rather than an isolated address
of a single storage location within the computer).

9* Error detection should be performed on each fetch cycle
of an instruction and its operand (e.g., parity check and address
bounds check).

h. Error detection (e.g., parity checks) and memory bounds
checking should be performed on transfers of data between memory
and storage devices or terminals.

i. Automatic programmed interrupt should function to control
system and operator malfunctions.

]0 The identity of remote terminals for input or output should
be a feature of hardware in combination with the operating system.

k. Read, writer and execute access rights of the user should
be verified on each fetch cycle of an instruction and its operation.

1. The user should not have access to the operating system.
A program operating in a user mode should be prevented from per-
forming system control functions. As much of the operating system
as possible should run in the user mode (as opposed to the master
mode) , and each part of the operating system should have only as
much freedom of the computer as it needs to do its job. The
operating system will contain controls which provide the user
with all data to which the user is authorized access~ but no more.
If such controls are not feasible, output products will be generated
only within the central computer facility under the cognizance of
the ADPSSO. As a minimum, the operating system will control:

(1) All transfers of data between memory and on-line storage
devices; between the central computer facility equipment and any
remote device; or between on-line storage devices

(2) All operations associated with allocating ADP system
resources (e.g., memory, peripheral devices, etc.); memory protec-
tion; system interrupt; and shifting between user and master pro-
tection modes

(3) Access to programs and utilities authorized to perform
the various categories of maintenance (e.g., operations which
affect authorized additions, deletions, or changes to data) on
the operating system, including any of its elements and files
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(4) All other programs (user programs) so that access to
data is made via an access control and identification system which
associates the user and user terminals in the ADP system with the
material being accessed

m. Test and Debugging Programs. For ADP systems authorized
to process Level I classified data, user application programs and
systems programs which do not violate the security or integrity
of the ADP system may be debugged during system operation, provided
that such activity is limited to the user mode. All other system
software development, experimentation, testing, and debugging
will be performed on a system temporarily dedicated for these
purposes.

. Clear System Procedures. Procedures will be available
for ~learing from the system, or making inaccessible, all Level I
classified data during operations without the required protection.

o. Shutdown and Restart. For ADP systems authorized to
process Level I classified data, the operating system will
provide security safeguards to cover unscheduled system shutdown
(aborts) and subsequent restart, as well as for scheduled system
shutdown and operational start-up.

P* Other Fundamental Features. The following features of
the operating system are also considered fundamental to the secure
operation of an ADP system. Unauthorized attempts to change,
circumvent, or otherwise violate these features should be detectable
and reported within a known time by the operating system, causing
an abort or suspension of the responsible user activity. In
addition, the incident will be recorded in the audit log, and the
ADPSO notified.

(1) Memory/storage protection. For ADP systems authorized
to process Level I or II data, the operating system will protect
the security of the ADP system by controlling:

(a) Resource allocation (including primary and
auxiliary memory)

(b) Memory access outside of assigned areas

(c) The execution of master (supervisory) mode instruc-
tions which could adversely affect the security of the operating
system.
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(2) Memory residue. For ADP systems authorized to process
Level I data, the operating system will ensure that Level I data
or critical elements of the system do not remain as an accessible
residue in memory or on on-line storage devices.

(3) Access controls. For ADP systems authorized to process
Level I or II data, access to Level I and Level II data stored
within the ADP system will be controlled by the ADPSSO, as required
by cognizant authority, or by automatic processes operating under
separate and specific controls within the operating system estab-
lished through hardware, software, and procedural safeguards
approved by the ADPSSO.

(4) Labels. For ADP systems authorized to process Level
I classified data, all Level I classified data accessible by or
within the ADP system will be identified as to its classification
and access or dissemination limitations, and all output of the
ADP system will be appropriately marked.

(5) Terminal identification. For ADP systems authorized
to process Level I data, manual and administrative procedures
and/or appropriate hardware/software measures will be established
to assure that the terminals from which personnel are attempting
to access Level I classified data have been protected and that
users are authorized such access. Where a terminal identifier is
used, for this purpose, it will be maintained in a protected file.

(6) User identification. Where needed to assure control
of access and individual accountability, each user or specific
group of users of an ADP system authorized to ~rocess Level I or
Level II data will be identified to the ADP system by appropriate
administrative or hardware/software measures. Such identification
measures will be in sufficient detail to enable the ADP system to
provide the user only that data and ADP products which the user
is authorized to receive.

q= Application. For ADP systems authorized to process Level
I or II data, an audit log or file (manual, automated, or a combi-
nation of both) will be maintained as a history of the use of the
ADP system to permit a regular security review of system activity.
For example, the log should record security related transactions,
including each access to a data file and the nature of the access
(e.g., log ins, production of accountable outputs, creation of
new data files, and all files copied) . Each accountable file
successfully accessed regardless of the number of individual
references durinq each “job” or “interactive session” should also
be recorded in the audit log. Much of the material in this log
may also be reouired to ensure that the system preserves informa-
tion entrusted to it.
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BLANK FORMS

1. This enclosure contains 10 copies each of the forms listed
below. These forms may be used in collecting data for a risk
assessment.

a. OPNAV 5239/7, Asset Valuation Worksheet

b. OPNAV 5239/8, Threat and Vulnerability Evaluation
Worksheet

c. OPNAV 5239/9, ALE Computation Worksheet

d. OPNAV 5239/10, Additional Countermeasure Evaluation
Worksheet

e. OPNAV 5239/11, Additional Countermeasures Summary Listinq

f. OPNAV 5239/12, Risk Assessment Matrix

9* OPNAV 5239/13, Additional Countermeasures Selection
Worksheet

2. Additional copies may be obtained from the nearest Navy
Regional Data Automation Center listed below:

a. Commanding Officer
Navy Regional Data Automation
Center,”Jacksonville
Naval Air Station
Jacksonville, FL 32212
Attn: Code 30x
AV : 942-5351

b. Commanding Officer
Navy Regional Data Automation
Center, New Orleans
4400 Dauphine St.
New Orleans, LA 70146
Attn: Code 30x
AV : 363-5155

c. Commanding Officer
Navy Regional Data Automation
Center, Norfolk
Norfolk, VA 23511
Attn: Code 30x
AV : 690-7976

Enclosure (3) (A
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d.

e.

f.

9“

Commanding Officer
Navy Regional Data Automation
Center, Pensacola
Naval Air Station
Pensacola, FL 32508
Attn: 30X
AV : ~22-2601

Commanding Officer
Navy Regional Data Automation
Center, San Diego
Naval Air Station, North Island
San Diego, CA 92135
Attn: Code 30X
AV : 951-7013

Commanding Officer
Navy Regional Data Automation
Center, San Francisco
Naval Air Station
Alameda, CA 94501
Attn: Code 30X ‘
AV : 686-2485

Commanding Officer
Navy Regional Data Automation
Center, Washington
Washington Navy Yard
Washington, DC

/
20374

Attn: Code 30X
AV : 288-4429

-
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ASSET VALUATION WORKSHEET
.ASSET NAME

ASSET DESCRIPTION AND JUSTIFICATION OF IMPACT VALUE RATINGS ASSIGNED.

IMPACT VALUE RATING BY IMPACT AREA

o MODIFICATION o DESTRUCTION o DISCLOSURE D OENIAL OF SERVICE
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ASSET VALUATION WORKSHEET
I. ABSET NAME

2. ASSET DESCRIPTION AND JUSTIFICATION OF I M PACT VALUE RATINGS ASSIGNED.

3 . IMPACT VALUE RATING BY IMPACT AREA

o MODIFICATION o DESTRUCTION o DISCLOSURE o DENIAL OF SERVICE

*
OPNAV 5239/7 (2-82)
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THREAT AND VULNERABILITY EVALUATION WORKSHEET

1. THREAT NAME

!. DESCRIPTION, EXAMPLES, AND JUSTIFICATION BASED ON EXISTING COUNTERMEASURES AND VULNERABILITIES.

I. SUCCESSFUL ATTACK FREQUENCY RATING BY IMPACT AREA.

c1
MODIFICATION

c1
DESTRUCTION

o
DISCLOSURE

u
DENIAL OF SERVICE

L
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ADDITIONAL COUNTERMEASURE EVALUATION WORKSHEET
. COUNTERMEASURE NAME 2 ANNUAL COST

I DESCRIPTION

I 5 ALE 6.
THREATS AFFECTED BY THIS COUNTERMEASURE ALE SAVINGS

‘a) CURRENT ‘b) PROJECTED

RETURN ON INVESTMENT 8. TOTAL
ALE

SAVINGS

. OVERLAPPING ADDITIONAL COUNTERMEASURES
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ADDITIONAL COUNTERMEASURES SUMMARY LISTING

ROI

RIGINAL ADJUSTE[

ANNUAL
COST

,. ALE SAVINGS

IRIGINAL

COUNTERMEASURE

L
MANDATORY REQUIREMENT
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